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various African countries exploring the same; and in Korea where such legisliation already exists they are
exploring mechanisms for verifying parental consent.

Specific Bills:

& 1S: FTC to update COPPA rules {expected in 2020}

e UK Age Appropriate Design Code (likely implemented in H1 2021 subject to Parliamentary approval}, Online
Harms Biil

# Ireland: Child Safety and Media Regulation
s Australia: eSafety Commissioners Safety by Design principles, amendments to the Online Safety Act

e Brazil: Internet Steering Committee ("CGI"} focused on ads for minors and use of minors data {e.g. Bill
17462015}

e Germany: Federal and Interstate Youth Law (likely to come into effect in H2 2020; proposes browser-level age
verification for German citizens)

# South Africa: Protection of Personal Information Act 4 of 2013 (July 1, 2021}
® Philippines: Safer Internet Bill {parental consent for U18s)
& India: Personal Data Protection Bill, 2019 {requires age verification and parental consent}

s SSA Zimbabwe's Cyber crimes bill {parental consent and robust age verification), South Africa Films and
classification amendment act 2020 {registration, seif classification, age verification for pornographic sites), Kenya
Data Protection Act 2019 {age verification for under 18 on social media platforms)

& Indonesia and Philippines: Draft bills w/r/t age-verification to ensure minors not exposed o
“inappropriate/immoral content”

e South Korea and Japan: Proposals requiring we verify age through mobile phone numbers

e Colombia/Peru/Paraguay/CENAM: routine bills on mandating blocking content for kids {video gamaes, social
media, educational, eic)

Where we think we are most vulnerable and need fo step up our efforis,
Immediate Product Vulnerabilities

e We lack a U13 classifier, insufficient means to detect and remove ul3s at scale

¢ We also have depricritized ul3 enforcement because COPPA compliance is at risk when we sit on knowledge of
ul3, incentivizes not knowing

® Age prediction models are not that accurate, reducing the efficacy of classifiers like the grooming classifier and
requiring more reliance on human review

¢ Age prediction models are not globally operational; as a result, integrity measures that leverage age are
inconsistent and unreliable, including child safety protections

# Age prediction models are not globally resilient, they tend to perform better in Western markets and worse in
emerging markets

¢ Age models do not work as well on 1G; as a result, we have no ability to moere granularly gate minors out from
age-related experiences on instagram.

® Asa result of all of the above, are age-gating doesn’t work as well as it should yet we offer age-gated products like
Watch Together, FB Dating,... and we have minors who appear as young as 12 years old.

¢ lack of ul8 checkpoint Risk having ul8 users on 18+ products like FB Dating, Marketplace, Mentorship, or as
under-age parents on Messenger Kids

# Age verification: We remain reactive on age verification, pushing for a device side solution, when we're getting
increasing policymaker pressure to be proactive while our competitors improve their approaches
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Areas of Improvement

The development of a device-side systern for age verification to block U13s from our services will go a long way ©
addressing the concerns of child safety stakeholders, but we should fast track that effort. We also should improve our
age identifying classifiers and expand “age appropriate” protections and experiences. Below are specific suggestions:
e Ul3 enforcement:
o Prioritize cross-enforcement of ul3s on IG who have hard-linked FB accounts.
o Clear current ul3 backlog (-700K job backlog) which is currently not resourced.
& U18 enforcement:
» Create an ul8 checkpoint to effectively manage gating ulB8s from 18+ products
& Age verification:

» Use age prediction in combination with age verification checkpoints to gate based on age-gated product or
content.

e Age Model improvermnents:
o Expand best available age models to more markets
o Improve age model accuracy in emerging markets

o Improve age models on IG, we currently only have stated age for ~67% of IG users and age models don’t
work as well, need 1G leadership to consider collecting age for the remaining users for whom we have no
stated age.

e Age Audit

o Review our default settings and gating for minors, pressure test them identify improvernents {e.g. GYSJ and
PYMK restrictions), and implement them

¢ Safety by Desigm

» Develop a “safety by design” process or product safety review similar to privacy review
® Education:

o In product U18 specific user education on safety and privacy tools {e.g., unigue user education at sign up)
® Age appropriate experiences:

o Develop 13-16 yo, 16-18 yo and 18+ experiences

Extent to which there is work ongeing to address the ‘areas for improvement' and opportunities flogged.

Internal Readiness/State of Play

Cwverall we are guite vulnerable when it comes 1o age management on our apps. To some degree that is because
leadership has decided to live with certain risks at least in the nearterm, For example in March, we decided we would
not build a classifier to detect minors under 13 years old. Identity Integrity identified a PM who will own age
verification but we will only prioritize this work when we face clear legal obligations to do so. Instead, we will push
industry partners for device/0S level age verification and management solutions as they are best placed to do this well.
At the same time, leadership did not rule out improving our age classifiers and we are building age specific experiences,
but that work is not advancing with the same speed as external pressures on this subject.

Additional notes

ted age, age prediction mod
is ongoing and on track to prever
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H ravtal controls to Oculus -- the only gaming platform that dossitt have parental
4 Barental Controls controls, U mﬁmﬂ‘lon across the company and account linking puts Oculus on notice of users’ ages. Butasa
olatform that will largely puil from FB data to predict age, backend protections for minors on Oruius will also
rely upon irnoroving our ase models.

5 Sbmawhat ready; work is ongoing but more resources ars nesded

Corz Dirnensions is building out age affinity models to drive the appn 1 1G through
better onboarding Lha?m‘fy and enf'm em ent. However, age modeis do not work as well on IG because 1G
only started fo co sign ups in Dacs “ber 2019. Thus, we currently only have age for
-65% of IG global Monthly Active Use ing siated age (using either an IG stated or FB hard ma’rch; Age
collactizn on IG has previously been criticized as ireing for the purposs of targeting
who do net necessarily neﬁd to bring their authem‘lrate iyes 10 the p!atform Rﬁly n on ﬁated ag on

sirnilar apps in tha industry aiso have also resul
colier‘tinv chiidrars persoral information. While 1G ead ship has bﬁ?n perudzral o envaped\ th Core
ons, we'd recommend accelerating progress onthese irnprovernents and have strong ieader
xing to prioritise age mods! maturity on G,

& IG Age Affinity Modsls

nz, LilJS !he’ﬂ isacha me hnwe‘/er t”\dttﬂlsfd s to x,ei resourced because uf ang 1eprmg
i er, there’s aiso a curment ul3 oa log (»«L‘S%”(Job backlog;t"xa’( must be

Hon and autumaimn {i.e. auto-accept ali other age ¢t nge reguests, which isa

going from >18 1o 13-18). This bacidog is currently not

1(){9‘4 ta Ops Rasources. Inthe current state, wa wouidt not be able to reduce

or anather year. The cross-enforcament of ul3s may aiso be at risk if the 2020 elections

need more investrnent.

~

U13 enforcement

The best performing ags model |
neasures across th
for minors ot our platform. We "seed fmre ( )
2 Global use of age models  priority markets, which takes headoount and ca p!tai as wail as (b} more enr'mee'ur:? resourcas io lr:vet:t in
mogel improvements where acouracy is poor {e.g., India). We could start by engaging with Core Dimensions
{the product team who owns the age models) on what markets we've identified and stack ranked as a Policy
org to prioritize with their available H2 resources.

rxot vet gicbally o eraticrnai,\ hich !eacéa toa pat"'qwcrri( i

Unlike Fatebool's People You May Know model, which prevents unconnected adults from discovering or

initiating corversations with minors, Instagrarm has no similar logic for Accounts You May foliow, !asga iyin

Accounts You May Follow  part because we historically did not have age-related data for IG accounts. We're in the process of deep-

{Instagram} diving inte true positive prevaience lab: ‘m determine the most common surfaces where violators ﬁﬂd their
vmtlms SO we can rneasure the impact of our efforts to reduce minor discoverability on selected surfaces

} sested accounts).

el

W,
[0

Age rrodais do not work as wail on 16 i age data in Decernber 2019. In
addition, Adarn Mosseri will not support ups ng age coilection for existing users bacause he seesitas

11 i Agedata on il intrusive data collection. Thus, we cumently only have stated age for ~57% of IG usars We recomrnend
engaging with [G leadership on collecting age for the rernaning ~33% and priortizing age model maturity

o1 EG.

Minors who go viral on Instagrare will likely experience increased interactions with unkrown paopie. As their
content and by extansion their account becomes surfaced ‘to more unconnected peopls, they would benefit
12 | Addressing virality on from additional protections that they can turmn on, ke miting who can send them private DMs or foHow

Instagram requests. However, with a lack of age data, we cannot effactive! ty develop solutions at scale
irality of minors on Instagram without alsa generating a large number of false positives / fa

se negatives.

iggest enforcament gap in relation to age for child safety is currently our inabiiity to avtomate
isions accurately to enforce against groomers. The Adult Classifier - while it is our best availabie age
'm"pl to determine whether someone is a feen or non-teen ~ cannot determine age gaps at a granular level

1o automate

13 groomer disables fampars our abiiity to action our policies, which rely on making specific age defermiration ifthe
vncim s 14 years oid or younger and the offender is 18, disabie and dl te bui if the victim is 15 and the
ider. Howaver, s nole year granularity is really difficull to achieve with

rrachine feaming rmodels. Thus, we'd als onned adaifional human reviewer investrent fo get petter at this.

We do not yet have product support or resources for an uld soint where wiz can efficiently manage
U8 users who are reported or detected on 18 p'odur‘fa like FB Dating, \4ari\9‘rp ce, Martorship, oras
undier-age parents on Messengar Kids, Identity T § ; ek “I“ec:kpcn"sts Has no p ians to
invest in age management in H2 and i
1o stand up a small %eamnon vouth privacy
few low business cost/high pol icy irmpact projects for
U5, GE 2020, our bes
immediate hire of a PM i rake some DYOEress on ‘rh!s wiork in H2Z.

14 U8 checkpoint

but thay have Tot yet hl’Od a PM and have: offered 1o pnc ?tlze a
2. I Taentity integmty far:not p"!(‘)ﬂ‘{!?? agﬂ serauﬁe of

We will ikely continue to face external pressure to verily age. YouTube announced this week that they will
ask Ewropean users 1o provide proof that they're above 18 i they seek to access age-restricted vi ecs. The
goal isto nelp YouTube comply with the EU's audiovisual media services directive, “which reg piiras platforms
1o protect minors against harmful material. We could iake a similar approach where we use age prediction
o put people into a‘_:dmonal age verification checkpoinis based on whether a piece of content or product
feature is age-gated. We Lcruld also treat all users as ulB for any of these age-gated features or contant until
ourage modeis generate a prediction that they're over 18. The ohy lHenge Is getting our age models globally
Crperat onal and justifying such an approach to product growth teams.

15 | Age verification pressures
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How we might kick stort conversations on this work.
Recommendation

Cur overarching recornmencdation is the same as mentioned above, create an independent child safety vertical, and
inctude this issue as a priority within that vertical to ensure it the proper focus and resources . Again, if thatis too biga
[ift, to deal with the most immediate vulnerabilities w/rft to age assurance, management and appropriate design policy
leadership could:

1. provide HC for a child safely policy SME who focuses solely on driving a child safety strategy

2. sign ofl to conduct an expert audit of our default settings and protections for minors, identify improvements {e.g.
GYSS and PYMK restrictions), and implement them.

3. ensure product and CO have the resources need to act on knowledge we already have, i.e. clear our backlogs,
disable verified ui3s, build an 18 checkpoint to review minors who have been reported on 18+ products like FB
Dating, etc..

4. establish as basic company principle that if we're using predicted age for business purposes, we should do the
same for enforcing on age/safety

U1

suppert improving our age classifiers and operationalizing them based on a stack ranking of our most sensitive
policy markets

prioritize rapid improvement of IG age models given younger demographic

7. urge Central Privacy to fast track hiring of a youth privacy PM and to prioritize a few low business cost/high policy
impact projects for HZ

551

Policy Landscape

While 551 experts support our existing policies and our commitment 1o ongoing review of our policies, the need to explain
the ever increasing rate of death by suicide and concerns about the impact of social media on youth well-being more
broadly keep us under heighlened scritiny in this area — most notably in the UK Specifically, this translates into concern
among some policymokers and stakeholders that almost any exposure to this content for minors “normalizes” it and puts
thern at risk, and these concerns which help fuel online harms legisiation to ensure we behave responsibly. Al the same time,
sorne policymakers, most notably the IDPC, and health policy experts are raising privacy related guestions w/r/t our work in
this areq, creating g tension between those who push for increased scanning and those who want us 1o take a more privacy
sensitive approach. This tension begs for a forward leaning approach involving both sets of stakeholder to come to agreed
PO IOFMS.

Legislative/Regulatory Action

s UK. Coroner’s report from inguest into the death by suicide of British teenager Molly Russeli due {pra-inquest
review hearing September 25}); Online Marms Act;-UK Samaritans guidance for industry released
2110 recommending a single PoC, clearer policies 1o prohibit “normalizing” 551 and no encryption® to ensure can
scan for this content in messaging

e [reland/IDPC/EL IDPC has continuing privacy concerns around processing of mental heaith data when running
our SSI classifiers, as a result we are taking a far more Himited approach in the EU which means we are susceptible
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