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HIGHLY CONFIDENTIAL (COMPETITOR) 29 

Shilton29 demonstrate, ethical sensitivity is a key component of ethical practice, defined as the 

ability to recognize, understand, and judge ethical issues that arise during design. 

71. A technologist’s engagement with ethics is often influenced by factors such as

organizational culture, economic pressure, lack of knowledge, or decision-making outside of the 

control of the individual technologist that may not align with the principles outlined in codes of 

ethics.30 For example, companies can create financial incentives that reduce the ability of 

technologists to abide by ethical principles by measuring key performance indicators according 

to attention and engagement without consideration for user well-being.31 Such incentives create 

potential barriers to action that can result in legitimate ethical concerns being rejected by 

organizations. These barriers can include the inability of individual contributors to influence 

decision-making that is in user or societal best interest.32 

d. Ethical and Professional Standards Were Repeatedly Ignored Across Meta’s
Platforms

72. There is evidence that professional standards of ethical technology design were 

either disregarded or actively circumvented by Meta. Meta’s platforms reflect a pattern of 

exploiting user vulnerabilities, particularly among adolescents, through engagement-maximizing 

systems that failed to prioritize user autonomy, safety, or well-being. This pattern reveals that 

technologists at Meta failed to uphold the ethical responsibilities that computing professionals 

are expected to uphold. 

73. While each element of the ACM Code of Ethics and ABET standards is broadly 

defined, each aligns with decisions that Meta should have taken in order to support user 

autonomy, agency, and well-being. These principles and standards require not only that 

computing professionals minimize foreseeable harm and protect vulnerable populations, but also 

that they take a proactive role in assessing potential risks and a speedily reactive role in 

29 Boyd, K. L., & Shilton, K. (2021). 
30 Gray, C. M., & Chivukula, S. S. (2019); Watkins, C. R., Gray, C. M., Toombs, A. L., & Parsons, P. (2020, July); 
Wong, R. Y. (2021).
31 Gray, C. M., & Chivukula, S. S. (2019); Watkins, C. R., Gray, C. M., Toombs, A. L., & Parsons, P. (2020, July); 
Wong, R. Y. (2021).
32 Watkins et al. (2020); see also Wong (2021). 
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HIGHLY CONFIDENTIAL (COMPETITOR) 30 

responding to emerging evidence of harm. Ethical design practice is not just about preventing 

known dangers—it is about embedding care, accountability, and responsiveness into the entire 

lifecycle of a system. 

74. In the case of Meta’s platforms, that did not happen. Meta had the ability to

anticipate the impact of their design decisions. It had information showing that large numbers of 

adolescents were using their platforms and that their functionality would create harms—

especially for young users still developing self-regulation and digital literacy. And yet, Meta 

chose not to act, even in cases where its own evidence clearly indicated the harms these 

platforms were promulgating. 

75. These decisions could have leveraged existing resources to take the complexity of 

digital systems into account. For example, Meta could have used a range of ethics-focused 

methods (Chivukula et al., 2024; Chivukula & Gray, 2025) or traditional user studies to better 

understand the potential impacts of its design decisions on user behavior and well-being. In cases 

where information on potential harms or risks to users already existed (such as through the 

outcomes of user studies that were performed or utilization of external research), Meta could have 

turned this into action—making design decisions to minimize further harm to users. 

76. Yet in each case, Meta designed (and continued to re-design) systems that failed 

to meet the principles and standards set out by computing professional societies. None of the 

platforms implemented sufficient protective defaults for adolescent users, and in many cases,  

defaults actively placed youth at risk by making their accounts public, enabling contact from 

strangers, and/or exposing them to addictive content feeds. Notification systems across all 

platforms employed recapture strategies and nagging, overriding user intent to disengage. 

Account deletion and supervision flows created additional friction, deterring users from seeking 

to escape addictive or other problematic use on Meta’s platforms. 

77. These harms were foreseeable. Meta had access to internal user research, external 

studies, and regulatory scrutiny indicating that adolescents were particularly vulnerable to the 

types of engagement loops and feedback systems these platforms engineered. For instance, Meta 
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HIGHLY CONFIDENTIAL (COMPETITOR) 56 

from a parent or guardian over some engagement features (e.g., time limits, safety settings) this 

functionality suffers from many of the issues discussed above, providing a façade of protection 

rather than a substantive safeguard. 

b. Meta Could Have Designed Instagram to Be Less Harmful

126. As discussed above, Meta’s design incorporated dark and attention-

capture patterns that exploited known psychological and social vulnerabilities. These practices 

violated well-established professional ethical standards in computing and design, particularly 

those codified by the ACM Code of Ethics and ABET accreditation standards, which emphasize 

risk assessment, harm avoidance, and the responsibility to consider vulnerable populations. 

Importantly, less harmful designs were readily available. Meta possessed the technical capacity 

to implement more socially responsible and ethical alternatives. For example: 

127. More Robust Age Gating: Meta could have implemented additional layers of

verification—such as facial age estimation, device-based inferences, or multi-step confirmations 

involving parents or IDs—to substantially reduce access by underage users. As early as 2012, 

Meta considered such verification requirements as applied to Facebook, noting they could be 

launched within approximately six weeks. (META3047MDL-034-00385870). Instead, Meta 

used easily bypassed self-report mechanisms that encouraged misrepresentation. 

128. Adding Friction during Onboarding: Rather than immediately immersing users

in addictive content and social engagement, Meta could have introduced onboarding sequences 

that prioritized safety, social media literacy, and patterns of intentional use. This might include 

prompts about content types, default privacy settings, or reflective pauses before following 

recommendations or turning on notifications—ideally supervised by parents. Again, as early as 

2012, in the context of Facebook, Meta considered requiring parent verification prior to 

providing children under 13 access to the platform. (META3047MDL-034-00385870). 

129. Privacy-Respectful Defaults: Meta chose to default teen accounts to public in

varying degrees until September 17, 2024, exposing young users to unwanted and potentially 

harmful interactions. The system could, however, have been designed with privacy by default 
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HIGHLY CONFIDENTIAL (COMPETITOR) 57 

and more robust explanations of the risks of visibility, again in consultation with the teen’s 

parents, from the very beginning. More generally, Meta did not begin implementing privacy-

respectful defaults for teens and children until March 2021, even though, at least as early as July 

2019, Meta researchers recommended doing so. (META3047MDL-065-00124111 at 119; 

Castaneda Dep. Ex. 14; Kilstein Dep. Ex. 57).  

130. Meaningful Parental Controls: Meta could have developed parental controls 

much earlier in the platform’s history. And even with the controls it did eventually roll out in 

2022 and 2023, the supervisory mechanisms could have been durable and verifiable, including 

mandatory adult approval for sensitive settings or notification changes, safeguards against 

alternative account creation, and reliable communication channels that inform adults of critical 

actions. For instance, guidance from academic research in 2017 on developing self-regulation 

strategies between parents and children regarding technology tools could have been adopted 

(Hiniker et al., 2017). Instead, controls were easily disabled and poorly communicated. 

131. Streamlined Exit Options: For users who sought to delete their accounts, Meta 

could have offered a clear, linear path to deletion—respecting user agency and mental health. 

Instead, it created a labyrinth of forced action and obstruction, making account exit much more 

difficult than account creation. Design alternatives—such as one-click deletion, shorter and 

clearly communicated timelines, or deletion flows that prioritized a user’s choice—were 

technically feasible but deprioritized in favor of user retention, as Mark Zuckerberg himself 

testified (Zuckerberg (Vol. 1) Dep. 207:1-208:23). Meta failed to adopt less harmful 

alternatives—and took actions to increase friction and the use of dark patterns over time instead 

of reducing this friction (Seyson & Willett, 2025). It did so despite both information about the 

problem and available solutions, illustrating ethically problematic deployment of dark patterns to 

retain users who prefer to leave. 

132. Human-Centered Notification Systems: Rather than exploiting user anxiety 

through recapture notifications and social engineering tactics, Meta could have encouraged 

users to set boundaries around communication, offering bulk notification control, opt-out 
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HIGHLY CONFIDENTIAL (COMPETITOR) 60 

The undersigned hereby certifies their understanding that they owe a primary and overriding 
duty of candor and professional integrity to help the Court on matters within their expertise and 
in all submissions to, or testimony before, the Court. The undersigned further certifies that their 
report and opinions are not being presented for any improper purpose, such as to harass, cause 
unnecessary delay, or needlessly increase the cost of litigation.  

Dated: May 16, 2025 _________________________ 

Colin M. Gray, PhD 
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	I. Executive Summary of Opinions
	1. “Dark patterns” represent “instances where design choices subvert, impair, or distort the ability of a user to make autonomous and informed choices in relation to digital systems regardless of a designer’s intent.” (Gray, Santos, et al., 2024). Whi...
	2. There are guidelines regarding the design of social media platforms in the context of the types of harms alleged in Plaintiffs’ complaints. These guidelines include both principles for professional conduct (e.g., the ACM Code of Ethics; ABET accred...
	3. Meta largely did not act consistently with industry standards, guidelines, and principles. To the contrary, Meta actively used dark patterns and attention capture patterns (a specific type of pattern that exploits knowledge of human psychology to m...
	4. Meta’s actions that were inconsistent with industry standards, guidelines and principles would generally be expected to contribute to the types of harms alleged in Plaintiffs’ complaints, including compulsive and problematic use. For example, Meta’...
	5. Meta could have plausibly designed its platforms to be less harmful. This is evidenced both by an evaluation of theoretical, alternative designs that Meta could have implemented, as well as by Meta’s internal documents and depositions, which reveal...
	6. A more fulsome discussion of my opinions is set forth below. My opinions are provided using the same methodology that I would apply in my academic work based on the information currently available, as detailed in Section IV.

	II. Scope of Retention
	8. No aspect of my compensation depends on whether my opinions support Plaintiffs, Meta, or neither; and no aspect of my compensation depends on the outcome of this matter. I have attached as Appendix 1 my CV, which includes a list of all publications...
	9. I have attached a list of all materials considered in the preparation of this report as Appendix 3.
	10. I reserve the right to update my opinions in a timely manner to the extent Meta produces additional evidence relevant to the opinions contained in this report.

	III. Professional Expertise
	11. I am an Associate Professor in the Luddy School of Informatics, Computing, and Engineering at Indiana University Bloomington, where I am Director of the Human-Computer Interaction design (HCI/d) program. I hold appointments as Guest Professor at B...
	12. I hold a PhD in Instructional Systems Technology from Indiana University Bloomington, an MEd in Educational Technology from University of South Carolina, and an MA in Graphic Design from Savannah College of Art & Design. I have worked as an art di...
	13. I have previously consulted on multiple legal cases relating to dark patterns and data protection, including work as an expert witness in Arizona v. Google, LLC. In that case and others, I provided expert opinions relating to my work on dark patte...
	14. I am a leading scholar in the study of dark patterns and collaborate with numerous scholars in law, regulation, design, and social science to characterize the presence of dark patterns and identify opportunities to connect legal and design issues ...
	15. I have received two awards from the National Science Foundation to study dark patterns and other issues related to manipulative, deceptive, and coercive design practices. I have conducted a wide range of studies on dark patterns, sociotechnical et...
	16. Between 2018 and 2025, my research has explored the role of social media as a platform for users to exchange ideas and raise awareness about dark patterns. This work has highlighted how users document, critique, and share examples of manipulative ...
	17. From 2018 to 2020, I delved into how designers incorporate dark patterns into their work, identifying the ethical compromises they face when business pressures conflict with user-centered design principles (Chivukula et al., 2019; Gray & Chivukula...
	18. Building on this, I organized workshops, special interest groups, and panels at leading international conferences to build community capacity around dark patterns scholarship (Gray, Chivukula, Bongard-Blanchy, et al., 2023; Gray, Santos, Tong, et ...

	IV. Methodology
	19. In the remainder of this report, I employ a qualitative content analysis methodology that is common in peer-reviewed dark patterns scholarship. This approach, where an expert uses their knowledge and sensitivity to dark pattern types to detect the...
	20. My methodology is also grounded in dark patterns and attention capture literature (e.g., Gray, Santos, et al., 2023; 2024; Monge Roffarello et al., 2023). It builds on prior work, incorporating analytic approaches developed both in my own research...
	a. Building a Foundation of Dark Patterns, Attention Capture Patterns, and Professional Standards
	21. I first collected and synthesized a set of literature (cited in this report) to support my analysis, drawing on my expertise in dark patterns, attention capture patterns, and the education and professional expectations of technology, computing, an...
	22. For dark patterns literature, I leveraged a prior systematic review of this literature base (Gray, Sanchez Chamorro, et al., 2023) in addition to consulting top-cited work in the ACM Digital Library and Google Scholar identified through the search...
	23. For attention capture literature, I followed a similar approach to the dark patterns literature, since there is a strong citational and conceptual overlap in the relevant literature bases. I first searched the ACM Digital Library and Google Schola...
	24. For ethical and professional standards expected of technology professionals, I leveraged my knowledge of the domain in identifying relevant codes of ethics, accreditation standards, and related research on professional ethics. To supplement my kno...
	25. The above is the same methodology I use to build a foundation for my peer-reviewed, academic publications.

	b. Review of and Data Collection from Meta’s Platforms
	26. I began my analysis by reviewing the current state of Meta’s platforms from the perspective of a teenage user. This analytical approach was grounded in prior work from Di Geronimo et al. (2020) and Mildner (2023), who analyzed apps for the presenc...
	27. I took a series of screenshots and videos on an Apple iPhone 16 Pro using the most current versions of the apps as of March and April 2025.1F  As I worked through each task, I used this trail of evidence to take notes that described my findings in...
	28. The above is the same type of review and data collection methodology I have used in my own peer-reviewed research, for example, Gray, Santos et al., 2021.

	c. Identification of Relevant Dark Patterns and Attention Capture Patterns Using Temporal Analysis of Dark Patterns (TADP) Methodology
	29. Once I completed my initial platform review, I performed a formal analysis of the platform functionality in order to identify dark patterns and attention capture patterns that were present. To accomplish this analysis, I used temporal analysis to ...
	30. This Temporal Analysis of Dark Patterns (TADP) methodology uses expert inspection, synthesis, and visualization to demonstrate how dark patterns occur in layered ways that increase the duration of exposure and result in cumulative effects that may...
	31. In my analysis, I identify, contextualize, and classify dark patterns in relation to their presence and role in the overall user experience. This process includes three main stages, consistent with the TADP methodology (Gray, Mildner, & Gairola, 2...
	32. As indicated above, the TADP methodology is the one I use in peer-reviewed academic publications (e.g., Gray, Mildner, & Gairola, 2025; Gray, Gairola, & Mildner, 2025).2F
	i. Identification and Characterization
	33. In this stage, I identify the presence of specific dark patterns or attention capture patterns that I found in my expert review of Meta’s platforms. Definitions of dark patterns that I utilize in this report are built from academic consensus and d...
	34. Identification and characterization processes encompass high-, meso-, and low-level descriptions whenever possible, though novel patterns may initially only receive high- and meso-level characterizations, prompting the identification of new low-le...
	35. Attention capture patterns are identified using the taxonomy from Monge Roffarello et al. (2023). A fuller description of these patterns, and their overlap with dark patterns, is discussed in Section V(b). I was also able to leverage the analysis ...

	ii. Building Static and Temporal Relationships
	36. In this analytical stage, I focus on establishing explicit connections between dark patterns and their specific UI manifestations. This analysis takes into account relationships between dark patterns and visible UI elements, the absence of UI elem...

	iii. Co-Occurrence and Amplification
	37. In this stage, I investigate combinations of dark patterns that appear concurrently or sequentially. The analysis considers shared cognitive biases or potential strategic motivations among patterns and explores dynamic interactions and potential c...


	d. Triangulation with Internal Evidence from Meta
	38. Based on findings from my own analysis, I also requested and received from counsel a wide range of documents from Meta that related to the user interface itself, user studies and their outcomes, prioritization and launch (or not) of features, and ...
	39. In my evaluation of these documents, I sought to identify which kinds of considerations were being made prior to product launch (proactive attention), which were modeling harms or negative user experiences after launch (reactive description), and ...

	e. Alignment of Dark Patterns and Attention Capture Patterns with Relevant Professional Behaviors
	40. Finally, my analysis assesses the impact of dark patterns and attention capture patterns on user experiences, particularly emphasizing vulnerabilities among teenage users and their parents or guardians. My focus here is in demonstrating that the c...
	41. I align findings from this analysis stage to professional principles from the ACM Code of Ethics, illustrating that a technologist acting consistently with professional guidelines would likely identify these issues proactively (considering potenti...


	V. The Scope, Impact, and Presence of Dark Patterns
	42. The term “dark patterns” was coined in 2010 by UX design practitioner Dr. Harry Brignull (Brignull, 2011). The term was originally proposed as a way for design practitioners to express concern about the state of manipulative and deceptive design p...
	43. Dark patterns scholarship has also expanded to include a new class of patterns that specifically relate to attentional harms, known as Attention Capture Damaging Patterns (e.g., Monge Roffarello et al., 2023), as set forth below.
	a. Definitions and Types of Dark Patterns
	44. Brignull’s 2013 definition of dark patterns is consistent with my use of that term in publications, educational materials, and this report. I have defined dark patterns as evidence of an imbalance between user and shareholder value (Gray et al., 2...
	45. Mathur et al. (2021) identified several core characteristics of dark patterns that contribute to their deceptive, manipulative, and/or coercive nature. These characteristics can be categorized into two main types: modification of the decision spac...
	46. In 2023 and 2024, in collaboration with legal, human-computer interaction, and web measurement scholars, I developed a peer-reviewed ontology of dark patterns that synthesizes and harmonizes guidance from key academic sources and regulatory report...
	47. This ontology, presented in full in Appendix 4, organizes dark patterns into three hierarchical levels: high-level, meso-level, and low-level patterns.
	a. High-level patterns operate as context-agnostic strategies, and include obstruction, sneaking, forced action, interface interference, and social engineering. For instance, sneaking something past a user reduces the discoverability of important info...
	b. Meso-level patterns function as context-agnostic angles of attack, using tactics such as manipulation of the visual choice architecture, utilizing an attentional “roach motel” that is more difficult to get out of than get into (e.g., subscriptions ...
	c. Low-level patterns are context-specific and refer to specific tactics within a user interface, including privacy mazes to split up the information needed to make an informed choice across many connected pages, false hierarchies that confuse the use...

	48. This ontology enables more precise analysis of dark patterns and their impact on user autonomy and decision making.

	b. Dark Patterns Overlap with Attention Capture Damaging Patterns
	49. While dark patterns refer to design elements or practices that manipulate user decisions and behavior, attention capture damaging patterns (ACDPs) represent a set of practices focused on capturing users’ attention that—in concept and implementatio...
	50. ACDPs are defined as “[a] recurring pattern in digital interfaces that a designer uses to exploit psychological vulnerabilities and capture attention, often leading the user to lose track of their goals, lose their sense of time and control, and l...
	51. Many types of ACDPs can be exacerbated by the presence of dark patterns or coincide as both dark patterns and ACDPs. For example, dark pattern strategies such as forced action or social engineering can enhance the effectiveness of ACDPs by ensurin...
	52.  ACDPs exploit users by incorporating criteria that relate to mechanisms or impacts (Monge Roffarello et al., 2023). Examples of mechanisms include exploiting psychological biases or automating the user experience. Examples of impacts include enco...
	53. The collection of ACDPs is dominated by examples from social media, including Meta’s platforms. Monge Roffarello et al.’s (2023) initial typology of ACDPs include a wide range of practices utilized by social media platforms to drive and sustain en...

	c. Dark Patterns Undermine Consumer Autonomy
	54. Dark patterns scholars have described the power that designers and technologists have in modifying users’ perceptions of the choice architecture—shaping how users perceive what choices are available to them, which then limits or even determines po...
	55. Scholars and social scientists have linked dark patterns to consumer harms. Calo (2013) described three interrelated forms of harm that may be experienced by technology users in relation to manipulative design practices such as the use of dark pat...
	56. Recent scholarship in the EU has also demonstrated how dark patterns violate data protection, consumer protection, and competition law, and result in a wide range of individual and collective harms (Santos et al., 2024). A recent article from Sant...
	57. These harms build on a recognition in the literature that there is a causal link between dark patterns and consumer behavior. One review of dark patterns literature (Gray, Sanchez Chamorro, et al., 2023) identified 15 studies that explored causal ...
	58. As noted by Rossi et al. (2024) and Sanchez Chamorro (2024), all users are vulnerable to some extent, but some users are more vulnerable than others. Research on the role of digital platforms for children (whose patterns of use then impact their b...

	d. Research Has Identified Dark Patterns on Meta’s Platforms
	59. Mildner et al. (2023) conducted the first comprehensive analysis of dark patterns across several major social networking platforms, including Facebook, Instagram, and TikTok, revealing a pervasive presence of manipulative design practices. In that...
	60. Chen et al. (2024) built upon Mildner’s findings with a focus on Very Large Online Platforms (VLOPs) now regulated by the EU. These are online platforms, defined by the Digital Services Act,8F  that have over 45 million monthly users, and include ...
	61. The findings of these studies are also mirrored by a 2025 report from a consumer protection organization in Germany (the Verbraucherzentrale Bundesverband e.V.) that underscores the growing concerns regarding “Hyper-Engaging Dark Patterns” on soci...
	62. Researchers have concluded that the ubiquity of dark patterns in digital systems, including on social media platforms, is by design: these patterns are effective at enabling shareholder goals and often represent a focus on business incentives to t...


	VI. Guidelines Applicable to Technologists
	63. Technologists, including designers, engineers, and other computing professionals, typically receive ethical training as part of their formal education.10F  This exposure to ethical concepts, theories, and practices aims to prepare them for the eth...
	a. Codes of Ethics and Accreditation Standards Create Duties of Ethical Engagement
	64. Many computing, technology, and design societies have established a code of ethics they expect members of the relevant profession to uphold in their work practices.13F  Such codes, reinforced by accreditation standards relating to ethics, typicall...
	65. ABET is the largest accrediting body for higher education degrees relating to computing, engineering, and engineering technology16F —providing accreditation for almost 5,000 programs in 42 countries that ensures quality and consistency of program ...
	66. These accreditation standards are broadly worded to encourage flexibility on the part of educators in incorporating ethics within a range of computing, engineering, and technology oriented programs. According to Hess and Fore (2018), common method...
	67. The ACM Code of Ethics includes principles that are intended to guide a broad range of computing professionals, from computer engineers to data scientists to human-computer interaction designers.19F  These principles underscore the expectation tha...

	b. Age-Appropriate Design Codes Emphasize the Well-being of Children
	68. The ethical responsibility of technologists is also underscored by the expectations of age-appropriate design decisions, especially when designing for vulnerable populations like minors (users under the age of 18) (Fitton et al., 2021; Radesky & H...
	69. For example, California’s Age-Appropriate Design Code Act (2022) mandates that companies designing for children consider their well-being and protect them from potentially harmful design practices, such as dark patterns.23F  Characteristics of the...

	c. Organizational Responsibilities (and Weaknesses) in Facilitating Ethical Awareness and Decision-Making
	70. Prior research has shown that, to ensure that products take into account the type of ethical principles and professional guidelines discussed above, such principles and guidelines must be integrated into the fabric of design and technological deve...
	71. A technologist’s engagement with ethics is often influenced by factors such as organizational culture, economic pressure, lack of knowledge, or decision-making outside of the control of the individual technologist that may not align with the princ...

	d. Ethical and Professional Standards Were Repeatedly Ignored Across Meta’s Platforms
	72. There is evidence that professional standards of ethical technology design were either disregarded or actively circumvented by Meta. . Meta’s platforms reflect a pattern of exploiting user vulnerabilities, particularly among adolescents, through e...
	73. While each element of the ACM Code of Ethics and ABET standards is broadly defined, each aligns with decisions that Meta should have taken in order to support user autonomy, agency, and well-being. These principles and standards require not only t...
	74. In the case of Meta’s platforms, that did not happen. Meta had the ability to anticipate the impact of their design decisions. It had information showing that large numbers of adolescents were using their platforms and that their functionality wou...
	75. These decisions could have leveraged existing resources to take the complexity of digital systems into account. For example, Meta could have used a range of ethics-focused methods (Chivukula et al., 2024; Chivukula & Gray, 2025) or traditional use...
	76. Yet in each case, Meta designed (and continued to re-design) systems that failed to meet the principles and standards set out by computing professional societies. None of the platforms implemented sufficient protective defaults for adolescent user...
	77. These harms were foreseeable. Meta had access to internal user research, external studies, and regulatory scrutiny indicating that adolescents were particularly vulnerable to the types of engagement loops and feedback systems these platforms engin...
	78. In sum, Meta systematically failed to act in accordance with the ethical and professional responsibilities expected of computing professionals. The internal evidence I reviewed indicates that significant populations of children and teens were usin...


	VII. Meta Employed Dark Patterns in Violation of Guidelines Applicable to Technologists
	79. Instagram embedded dark patterns throughout the user experience, creating a temporal experience that is easy to enter and exceptionally difficult to exit. From the initial moment of account creation to efforts at account deletion, Meta’s design ch...
	80. The full user journey on Meta’s platforms reveals how dark patterns and ACDPs reinforce one another, compounding psychological, social, and behavioral pressures at each stage. In the following sections, I discuss: (1) sign-up (lack of age gating);...
	81. Taken together, these stages create what the literature—e.g., Monge Roffarelo et al. (2023)—refers to as an “Attentional Roach Motel”: a platform environment that is easy to enter, difficult to leave, and calibrated to extract and retain user atte...
	a. Duration of exposure, wherein each interaction increases user familiarity with dark pattern-laden flows and erodes the user’s sense of friction, while constantly demanding even more attention and time from the user.
	b. Cumulative effect, where multiple manipulative mechanisms compound to entrench user behaviors and resist disengagement efforts, addicting the user through intermittent variable rewards (IVR) and social pressures.

	82. As illustrated in the diagram below, found in an internal Meta document (META3047MDL-044-00108564 at -08566), multiple forms of dark patterns and attention capture patterns (conceptually consistent with what is described in the diagram as “‘[a]ddi...
	a. Dark Patterns Across Numerous Instagram Platform Features Contributed to Harms
	83. Like all digital platforms, Instagram has changed its functionality and user interface over time. The flows I captured are from Spring 2025 unless indicated otherwise, but based on my review of documents, past versions of the platform were even le...
	ii. Settings Made It Easy for Underage Users to Sign Up
	84. Meta’s account registration flow lacks meaningful friction when verifying a prospective user’s age. The flow on Instagram begins with the user selecting the “Create New Account” button, followed by sequential prompts to input a mobile number or em...
	85. While the system does implement a nominal constraint by terminating the process if the provided birthdate indicates the user is under 13, this modal dialog is not difficult to circumvent. (See, e.g., META3047MDL-003-00181914 at -81922 showing a 1....
	86. This lack of friction allows a child or teen to easily circumvent the age gate and access the platform—either representing themselves as a teen user (for users that are under 13) or as an adult user (for any user of any actual age under 18). By of...
	87. Even after Instagram adopted some parental controls in 2022 for the first time (for Instagram),34F  Meta still did not employ other age verification tools to prevent users under the age of 13 from creating accounts. (META3047MDL-019-00056764 at -5...
	88. The use of the scrolling date picker without contextual warnings or validations also reflects interface interference, a high-level dark pattern strategy in which interface elements are used to shape or limit discoverability and understanding. Beca...
	89. Not only does Instagram make it easy for underage users to create accounts, the platform’s underage reporting form35F  uses obstruction, interface interference, and forced action to discourage reporting these users. For instance, the form requests...
	90. Deposition testimony provided to me indicates that, historically, Instagram’s reporting feature for underage users has involved even more friction. Vaishnavi Jayakumar, the former Head of Youth Policy at Meta, explained that, at least prior to Mar...

	iii. Cancellation of an Account Is Cumbersome
	91. Meta’s account deletion flow—particularly as experienced by teen users—was designed in such a way that successful and permanent account deletion was actively discouraged through a series of obstructive design choices. These choices cumulatively se...
	92. The path to deletion for an Instagram account begins with an elaborate navigational process, depicted below.
	93. The obstructive behavior designs appeared across multiple steps, including:
	(1) locating the initial option in the Account Settings to begin the deletion flow; (2) numerous steps to encourage a user to deactivate instead of delete their account; and (3) a mandatory 30-day “cooling off” period. As an overarching flow, this res...
	94. To cancel or permanently delete an Instagram account, a user must follow numerous steps to even locate the start of the deletion flow. The inclusion of additional steps, many of which are unnecessary, is a similar tactic that has been used to supp...
	95. Many of these design elements were in place as early as 2017. (See generally Zuckerberg Ex. 29). I have reviewed an internal post from 2017 that includes screenshots of Facebook’s account deactivation flow at that time and the author acknowledged ...
	96. Meta had access to ample evidence of the potential harms caused by prolonged platform use, especially among youth. (See, e.g., META3047MDL-039-00000058 at -00059-00060; META3047MDL-035-00001018 at 4-5; META3047MDL-003-00132725; META3047MDL-003-001...

	iv. Default Settings Enable Dark Patterns, Particularly for Youth
	97. Even when teen users accurately self-reported their age during account creation, Meta’s default account settings systematically failed to protect them. For years, new teen accounts on Instagram were made public by default, enabling any other user—...
	98. Upon account creation, users under 18 were subjected to a range of bad default settings that prioritized engagement and connectivity over safety, privacy, and well-being. These included, but were not limited to (META3047MDL-065-00167175 at -67178):
	a. Public visibility of the user’s friends list, as well as the pages and profiles they followed;
	b. Unrestricted access to the user’s public profile information;
	c. Default ability for comments on posts from any account;
	d. Permission for others to reshare the user’s content to their own stories; and
	e. Visibility of tagged posts by friends of friends—even when the teen user had no connection to the tagging account.

	99. My review of Meta documents and deposition testimony indicates the following timeline regarding default settings. At least as early as July 2019, Meta researchers indicated that “smart defaults are a good move” that should apply to younger users, ...
	100. Until March 2021, and to varying degrees between March 2021 and September 2024, Instagram’s settings made teen accounts discoverable by anyone, significantly increasing their exposure to strangers, unsolicited contact, grooming behaviors, and psy...
	101. The exposure of teen users to public-by-default settings can also be understood within the broader ecosystem of attention-capture design, wherein platform features—particularly those encountered during onboarding—are optimized not just for sign-u...
	102. When paired with privacy-invasive defaults, this design strategy creates a dangerous combination. The rapid onboarding process feeds quick addiction to the platform, while public-by-default profiles maximize incoming stimuli, including unsolicite...
	103. Instead of building in friction to encourage deliberation, Meta’s defaults also offered no prompts for teen users to reflect on who might be able to view or interact with their content. A more ethical design that upholds professional responsibili...

	v. Social Notifications and Engagement Metrics Amplified Attention Capture and Social Comparison
	104. Instagram’s notification infrastructure plays a central role in driving user engagement, especially among teen users who are developmentally more vulnerable to persuasive and compulsive interface cues (Sanchez Chamorro et al., 2024; see generally...
	105. These recapture notifications include alerts related to platform features, such as likes, posts from friends, or general encouragement to log back onto the platform. These messages can appear even when a user has not interacted with those account...
	106. These practices fall under the high-level forced action dark pattern strategy, particularly through the meso-level pattern of nagging, and are also prime examples of the attention capture pattern recapture notifications, which has as its primary ...
	107. The harms of this approach to notifications and recapture are compounded by the fact that like counts and view metrics are highly visible. This design failure thus exposes teens to a continuous loop of social comparison, in which their self-worth...

	vi. Defective Self-Limiting Tools
	108. In December 2021, Meta announced the launch of two new tools, Take a Break and Alternative Topics.43F  Take a Break was billed as a way to “empower people to make informed decisions about how they’re spending their time. If someone has been scrol...
	109. Importantly, Meta offered these tools only as opt-in settings, not defaults.44F  Opt-in settings are far less effective than defaults, requiring users to go against the friction of the platform design (e.g. META3047MDL-031-00024886). Multiple wit...
	110. Meta employees also expressed that, by requiring users to affirmatively turn these features on, the adoption rate for these tools would be extremely low. (Volichenko Dep. 112:3-9 (“[T]he difference in adoption between opt-out and opt-in can be ma...
	111. Testimony from at least two Meta witnesses indicates that they were aware that few teens were expected to use these tools and their impact on teen well-being would be negligible at best. One testified that, prior to launch, he knew the features w...
	112. As significantly, multiple Meta employees indicated it was feasible to improve utilization of this feature beyond making it a true default. Volichenko explained: “I think initially we had some problems with how easy it was to ignore it, right? So...
	113. The above plausibly explains much of the low usage rate for these tools. The Take a Break Reminder has less than a fifth a percent adoption rate among teens. (META3047-MDL-040-00654288). The Quiet Mode tool, launched by Instagram until 2023, has ...
	114. Offering tools that are known not to have any measurable effect, while claiming they will reduce problematic use, is known as “ethics washing” (Bietti, 2020). The above tools, introduced in response to public criticism, are presented as evidence ...

	vii. Infinite Scroll Prolonged Engagement and Exploited Behavioral Vulnerabilities
	115. Meta’s platforms—including Instagram and Facebook—make extensive use of infinite scroll to maximize time-on-platform and prolong user engagement. Across key engagement surfaces such as the Instagram Explore page, Instagram Reels, and the Facebook...
	116. This strategy exemplifies the infinite scroll attention capture pattern, which Monge Roffarello et al. (2023) identify as a primary mechanism of attention manipulation. By eliminating friction and constantly serving algorithmically curated media,...
	117. In Instagram Reels and Explore, content is personalized in real-time based on micro-interactions (e.g., pauses, replays, likes), keeping users in a loop of reactive consumption. Similarly, the Facebook News Feed refreshes continually with a mix o...
	118. Facebook launched infinite scroll in 2011, and in 2016, Instagram started to include this feature.46F  Infinite scroll exploits adolescents’ underdeveloped self-control, making it hard for them to stop using social media due to the unpredictabili...
	119. Meta’s design of infinite scroll encourages prolonged engagement and contributes to excessive use and, as indicated above, Meta itself characterized the feature (in addition to others) as dark patterns. (META3047MDL-044-00108564 at -08566). The f...

	viii. Teen Supervision Was Insufficient
	120. I have seen at least one indication that Meta executives were alert to the importance of parental controls as early as 2009. (META3047MDL-040-00225130.) Nonetheless, “parental controls, including tools developed for parental supervision of teens,...
	121. Beginning in 2022, Meta publicly promoted its “Family Center” and related teen supervision tools as mechanisms to increase parental oversight and safeguard younger users.47F  However, my testing of these features indicates they were, in practice,...
	122. To set up supervision, a parent had to share or accept an invitation link (Screen #1). Upon confirmation, the adult received an email notification confirming the connection (Screen #3). I have not seen evidence of other e-mails sent to the superv...
	123. If a teen later chose to end the supervision, they could simply navigate to their account settings, select “Teen safety settings,” tap the “Parent or guardian” entry, and click “Remove,” followed by a final confirmation in a modal pop-up titled “...
	124. These user flows demonstrate several deceptive strategies. At the high level, this constitutes obstruction, where user (in this case, parent) goals are hindered through circuitous or incomplete system feedback. More specifically, Meta employed th...
	125. Ultimately, while some facially positive changes to the platform were released in 2024 through the “Instagram Teen Accounts” feature,49F  which provides mandatory oversight from a parent or guardian over some engagement features (e.g., time limit...


	b. Meta Could Have Designed Instagram to Be Less Harmful
	126. As discussed above, Meta’s design incorporated dark patterns and attention-capture patterns that exploited known psychological and social vulnerabilities. These practices violated well-established professional ethical standards in computing and d...
	127. More Robust Age Gating: Meta could have implemented additional layers of verification—such as facial age estimation, device-based inferences, or multi-step confirmations involving parents or IDs—to substantially reduce access by underage users. A...
	128. Adding Friction during Onboarding: Rather than immediately immersing users in addictive content and social engagement, Meta could have introduced onboarding sequences that prioritized safety, social media literacy, and patterns of intentional use...
	129. Privacy-Respectful Defaults: Meta chose to default teen accounts to public in varying degrees until September 17, 2024, exposing young users to unwanted and potentially harmful interactions. The system could, however, have been designed with priv...
	130. Meaningful Parental Controls: Meta could have developed parental controls much earlier in the platform’s history. And even with the controls it did eventually roll out in 2022 and 2023, the supervisory mechanisms could have been durable and verif...
	131. Streamlined Exit Options: For users who sought to delete their accounts, Meta could have offered a clear, linear path to deletion—respecting user agency and mental health. Instead, it created a labyrinth of forced action and obstruction, making a...
	132. Human-Centered Notification Systems: Rather than exploiting user anxiety through recapture notifications and social engineering tactics, Meta could have encouraged users to set boundaries around communication, offering bulk notification control, ...
	133. Meta’s failure to implement these protections cannot be explained by technical limitation or user demand: Meta had the tools and responsibility to design a safer platform. This was, in my view, an active abdication of professional responsibility ...


	VIII. Conclusion
	134. Through my analysis, I identified a wide array of dark patterns and attention capture patterns present across numerous features of Meta’s platforms. These patterns were not isolated to single design elements or trivial interface quirks that only ...
	135. The design and deployment of these interface strategies reflect a failure of professional responsibility as outlined in widely accepted ethical principles and guidelines in computing and design. While Meta had both the technical capacity and prac...
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