"Addiction"/Problematic Use Design Audit Plan’
[WIP]

POCs: Bena Davis & Jennifer Guadagno
{+ CHlI GEll depending on degree to which we want to combine with dark pattems work]

Design Partners: TBD {ideally someone from I SHEEE 7 1 tear, possibly someone from B Dasign System on Product
Foundations?)

Cutstanding qusstions

« s “addiction”/ problematic use audit the same as dark-pattern work? Should they be combined or kepl separate,
with addiction/problematic use audit informing work happening on dark pattems and vice versa? -
Etena/CHI Jorvifer to igure out

« How closely to work with Margaret's team on this? Where are they at. are goals aligned?
« Indude Instagram as well?
« Who should we partner with externally? Tristan or others? (see pros/cons below)

Context

There is growing conceim in the public that technology companies are deliberately manipulating users by designing addictive
products that can harm well-being and subvert self-control. The prevalence of problematic (general) intemet use ranges belween
15-8.2% in the US and Europe (fink), and acadermics are debating whether 1. FBis tuly “addicive’, and 2. what standardized
definiions we should use to identify FB addiction or problematic FB use. Regardiass of the clinical definitions here - given that
currenty there is NO medically defined FB addiction disorder - what are the real people problems in this space” The well-being
team has reframed the addicion narmative to focus on the ways that FB may be contributing to use pattems that pecple find
difficult to control despite negative impacts in their lives, and to identifty and correct those contributing factors. Specifically, what
are the ways that FB can seem rewarding or reinforcing without delivering real value, and what are the types of hiabitual FB
behaviors that people find unwanted and difficult to change?

Background for the audit

« Research on reward leaming and habit formation processes point to certain behavior patems that promote
repeated, automatic behaviors that may begin to operate outside of an individual's control.

« We hypothesize that unpredictable, low value rewards and cues that promote frequent, automiatic, undesired
behaviors are contributing to reward leaming and habit formation in a way that is not aligned with users' intentions
of preferences.

+ These may lead to feelings of being manipulated, feeling lack of control related to certain behaviors, and feelings of
dependence on checking or going on Facebook that could be related to lower well-being - and could be fueling the
subjective, colioquial experiences of feeling “addicted” to Facebook.

+ Seemore about "addiction” namrative here

in keeping with the engagement model of the weli-being team, we have defined guidelines for how teams
throughout the company can be incorporating well-being when designing and building products. Some of these
guidelines are particulady relevant for identifying and reconsidering aspects of e platform that are curenty
promoting “addiclive’-like behaviors. (See guidelines in Related work section below}.

Research Plan

ALIGN WITH INTERNAL TEAMS
Work with Margaret Stewart and other design sthics leaders to understand what design changes would be in line with the goals
of reducing low value rewards and improving user control. Work with CHEEE GIll=r< isam to understand how this work fits
into and can benefit dark pattem work. See if this should be exparded to instagram as well, : :
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CREATE CLEAR DEFINITIONS/CRITERIA
Partner with design to refine a definition of what aspects of features promote “addictive™ like/problematic behaviors fo target in
the audit and how they're different fromirelated to dark patterns. Specifically, features are problematic if they promote:

« Unpredictable, low-value rewards (.., certain notifications)

« Low-control or automatic behaviors {e.g,, autoplay)

» Frequent behaviors that are pressured or unwanied (e.g., read receipts)
+ Define other critoria

DESIGN AUDIT
Perform a design audit of the platform with key external behavioral experts and with intemal designers and researchers, to
identify features that may lead to habitual and unwanted / low-value behaviors

How we'll work with extemal expert:

» Share and terate on our definition of charactetistics of features that promote “addictive™like/problematic
behaviors. Establish how that's different fromirelated to dark patiems and specify whether we're after just former
or both {TBD from our intemal discussions).

« Engage with a third party to conduct an independent audit and / or review of the featuras we have ideniified

« Form an alliance where the third party can vouch for the thoroughness and relevance of our approach for targeling
the “addiction” daims

Possible external experts to partner with:

« Tristan Hanis (and others in his camp: eg, Jusiin Rosenstein)
= Loks of pros and cons here - all included atvery end of doc, but sumimary is biggest risk is that he
points out things that we don't agree with or are unfounded and we don't make changes he's suggestng

« IDEO
« MIT Media Lab

EXPLORE/TEST ISSUES RAISED IN AUDIT
Work with relevant product teams to follow up audit with user research, tests, fit reviews/gathering scientific support on certain
issues raised in audit

» Eg., test potential drivers of habitual, repeated behaviors by creating variants on the platform and examining

assodiated behavior changes (f badge cokor being red is raised as an issue test effects of changing notificaion badge
color}

GOALS

« Prioritized, validated list of concerning product experiences that should be fixed or improved
o Take prioritized fistinto a design sprint to mock up fixes or alternative features to address main problems

» Consider expanding or adding to well-being principles to incorporate new "anti-addiction”/ problematic use
principles

o E.g., “Behaviors that are frequent should also be valuable.”
+ Inform and help move along work on dark patterns (CHIE Gl team and Margaret Stewart's team)
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Related work within the company

« Well-being engagement model and design principles {fink, selected principles copled below): DI BIER and
Jennifer Guadagho

o Give people the most value in the time they have
» Do: recognize that people have different intentions when coming to Facebook
= Dion't: design to increase growth metrics without alse benefiting the individual

o Provide the transparency needed for people to make decisions with intentionality and dlarity
» Doz make it clear what will happen as a result of their actions
« Do: provide defaults that are good for people's well-being, while empowering them to

controd their Facabook expenence

= Dont: impose behaviors on people that are against their best interests

o Create an environment that has a postlive impact on people, and that is easy to parficipate in
» Don't create features designed for good that can come off as self-sening

« Margaret's Ethical Design work

Additional Thoughts & info

O How is an “addictive”-like design element similar vs. different from a “dark pattern™?

A: “Dark pattern” is a UX term referring fo interaciions that are deceptive, o that trick you into doing something you didnt
want o do.

These include misleading or manipulative features or settings that are designed to encourage a particular behavior thatis not
necessarily in the user’s bestinterests. These can include single-instance hehaviors,

“Addictive™like design slements are thosa that promote repeated or poorly reguiated behaviors that may have a negative
impact on the individual over time as they continue behaviors that aren'tin thelr best interests.

A dark pattern deviates from user expectations; an “addictive”-like design results in a behavior pattem that is not wanted or
valuable for the user over time {the function of the design is to promote repeated maladaptive or low-control behaviors).

Exarrples of cases that may be both “dark pattems” and "addictive™fike: All Roads Lead to Watch {since it seems like it could
promots automatic of unintentional behaviors when coupled with autoplay), and low value or “fake” notifications fke aleris that
you are connected on Messengsr of have a particular setiing tumed off (promoting frequent checking behaviors and perceptions
of reward without delivering gratification).

Dark pattern *Addictive”-like design

Autopiay

Defauli setfings .
or design nudges /

towards liberal |
privacy settings

Frequent,
unpredictable but
*wanted"” notifs
a.4., like count
updates

Endiass scrolt

Low-value notifs
e.q., "You are

« . how connected
. an Messenger’”
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Previous Notes:

Internal at facebook

« Work with Margaret Stewart and other design ethics ieaders to understand what design changes would be inline
with the goals of reducing low value rewards and improving user control

« Refine a definition of what aspects of features promote “addictive™-like behaviors to target in the audit, specifically:
» Which features constitute unpredictable, low-value rewards
» e.g., certain notifications

o Which features or seitings promote low-conlrol or automatic behaviors
= ag., autodlay

o YWhich features encourage frequent behaviors that are pressured or unwanied
« eg.read receipts

» Petform a design audit of the platform with key external behavioral experts, with intemat designers and
researchers, to identify features that may lead to habitual and unwanted / low-value behaviors

» Use our refined definition fo identify and understand the function of those features in creating “addictive™ ke
behaviors (.., a habit loop that is having negative impacts on the person)

» Follow up with audit with user research on certain features to verify the hypothesized functions (7)
o e.g. test potential drivers of habitual, repeated behaviors by creating variants on the platform and
exarnining assodated behavior changes (fike changing notification badge color)

+ lterste on the audit following qualitative user research in September- October and quantitative research in (7
October) if new aspects of the platfonm are identified as problematic

« Consider expanding or adding to well-being principles to incorporate new "anti-addiction” principles
o E.g. “Behaviors that are frequent should also be valuable.”

with an external third party

« Share and iterate on our definition of charactetistics of features that prormote “addictive’™ ke behaviors
« Engage with a third party to conduct an independent audit and / or review of the features we have ideniified

+ Forman alliance where the third party can vouch for the thoroughness and relevance of our approach for targeting
the “addiction” daims

Partnering with Tristan Harris on this - Pros & Cons

o Pros:
s Hehas lots of thoughts in this space - he said it's the area he's best positioned to inform,
itd be helpful io leamn from him.

s Gives him a chance tobe heard

+ Helpful to deeply partner with him on area he's most informed about to further our
relationship

= He's likely connected to other experts in this area we could leverage and leam from

o Possble concems:
s NDA?

« ¥What if we don't agree on much or his cleims aren't substantiated by other further
rasearch (eg, color red on badges)

s We. from the research side, do agree with his advice but product teams are slow or
unwilling fo change things

s He has even more inside info about what's bad with FB

= ldeally working with an extemnal expert could on this could make them see we're laking
this seriously and they becorne vocal advocates of ours we can point people to. Likely
won't happen with him
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» Things we cando fo help mitigate concems:

» Setting expectations: Be very explicit about us wanting to carefully vetfurther research
anything suggested so he krnows we worlt necessarily take whalever he says atface value
and run with it.

= [dentify at the outset that getiing product teams io make big changes may be tricky, use
this as a challenge for him - how can he help us convinoe product teams?

» Work with additional design firms and experts in addition to him. Have him co-create an
expert panel with us (we can both nominate and veto pecple). This ensuires more balanced
thinking, other people that aren't us to possibly disagree with him, and builds relationships
with gther allies to advocate for us.

o Overall this is really risky - high dsk but high reward. Are the potential gains to our relationship with
him and broader reputation worth the potential harm this can do/are we already in a bad enough spot
with him that possible gains outweigh hamms?

Contact Suppont

Conversation History

Cuiipbot#08 left the thread Oct 12 at 10:25 am
Quipbot#08 Oct 12at 10:20am

This Quip fle has been copied to Google Workspacs (hipe/doce.goagleconvdocument...) as part of the Quip2Google
migration sfforts. Quip is moving to Read- Only. Please work in the new Google file moving farward.

Learn more

buips

Questions?

Visit the Quip2Google Migration Feedback Group (htips/fb.workplace.convaroups...).

Note

New edits in this Quip file will NOT be automatically synced to Google Workspace.

Quipbot#08 added Quipbot#08 to the thread Cct 128t 10:25am

Guipbot#08 added you to a document Qct 12 at 1020 am

Jonny Thaw opened your conversation with Elena Davis, Gl SHE NN Gl and Jenniter Guadagno Aug 20, 2018
at6:47 pm

CEEE SER = ded Jormy Thaw o the thread Aug 20, 20182t 2:18 pm

e Sl ded you o a document Aug 20, 2018 at 2:12 pm
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I CEll Ag 17, 20188 12717 am

Here is the WIP doc for the dark pattem work that defines some of the sub-categories: Dark Patiern spoting

CHEEER G Avo 17,2018 at 1214 am

{ve been working with SHIll NIl o 7ark patters, thete is an option where make dark patiems (or some other term) the
parent category hat includes sublypes

CHI Gl cpened your oonversation with Elena Davis, G Sl Jennifer Guadagno and Jonny Thaw Aug 17, 2018
ati213am

CHEEE GEll =cied Aug 17,2018 8t 1228 am

Jennifer Guadagno Aug 16, 2018 at 10:02 pm

W just went through Joe's "Designing for Values™ workshop and # wasn't good

Jennifer Guadagno edited Aug 16,2018 at 10117 pmy

» Tristan Hanis (and others in his camp: eg, Justin Rosenstein)
« Lots of pros and cons here - all included at very end of doc, but summary is biggest risk is that he
points out things that we dont agree with or are unfounded and we don't make changes he's suggesting

« IDEO
s« MIT Media Lab

s Academics spedalizing in addiction and technology (eg, UK researchers: Daria Kuss and Mark Griffiths -
informational meeting set up in mid-Septermber). Others?

Partnering with Tristan Harris on this - Pros & Cons

o Pros:
= Hehas lots of houghts in tis space - he said it's the area he's best positioned to inform,
it'd be helpful to leam from him,

= Gives him a chance to be heard

= Helpful to deaply partner with him on area he's most informed about to further our
relationship

= He's likely connectad to other expeits in this area we could leverage and leam from

o Possbie concemns:
» NDA?

= YWhat if we don't agree on much or his claims aren't substantiated by other further
research (eg, colof red on badges}

= We, from the research side, do agree with his advice but product teams are slow or
unwilling to change things

= He has even more inside info about what's bad with FB

= ideally working with an external expert couid on this could make them see we're taking
this seriously and they become vocal advocates of ours we can point people to. Likely
won't happen with him
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« Things we can do o help miligate concems:
s Setting expectations: Be very explicit about us wanting o carefully vetffurther research
anything suggested so he knows we worti necessarily take whatever he says atface value
and run with it.

= ldentfy at the outset that getting product teams to make big changes may be fricky, use
this as a challenge for him - how can he help us convince product earms?

= Work with additional design firms and experts in addition to him, Have him ce-create an
expert panel with us (we can both nominate and veto people). This ensures more belanced
thinking, other people that aren't us to possibly disagree with him, and builds relationships
with other allies to advocate for us.

o Overall this is really risky - high risk but high reward. Are the potential gains to our relaionship with
him and broader reputation worth the potential harm this can do/zre we already in a bad enough spot
with him that possible gains outweigh hamms?

Elena Davis Aug 16, 2018 at8:04 pm

So interesting - fooks fike he's part of the Tiistan coalition too. Have we spoken to him previously about this space?

Elena Davis Aug 16, 2018 a1 6:04 pm

So interesting - looks like he's part of the Tristan coalition too. Have we spoken to him previously about this space?

CEEEE SEl g 16, 2018 at 436 pm

Justin Rosenstein also has strong opinions on this. he's part of the alumni network,

R SE 7.q 18, 2018 at 435 pm

Justin Rosenstein also has strong opinions on this. he's part of the alumni network.

o Sl opened your conversation with Elena Davis, CIGEER Jennifer Guadagno and Jonny Thaw Aug 16,2018
at4:35 pm

CEE < it Aug 16, 2018 at 4:35 pm

Jennifer Guadagno Aug 10, 2018 at 11:31 pm

i sea this as being a part of the definiion/criteria seclion above? | think it's captured there but thinking if it needs to be added
elsewiere?

Jennifer Guadagno Aug 10, 2018 at11:31 pm

{ see this as being a part of the definitiorveriteria section above? | think it's captured there but thinking if it needs to be added
shevwhere?
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Jennifer Guadagno Aug 10, 20188t 1125 pm

oh yea, the senterce stnuclure doesnt make sense. Intemal designers and researchers will work alongside extermnal experts, is
how i'm seeing it

Jennifer Guadagno edited Aug 11,2018at 12:17am
{ eads POCs: Elena Davis, & Jennifer Guadagno,
I+ CHER Gl <spending on degres to which we want to combine with dark patiems work]

» How closely to work with Margaret's team on this? Where are they at, are goals aligned?
« Do for Instagram as well?

« Indude Instagram as well?

« Who should we partner with extemnally ? Tristan or others? (see prosioons below)

« Seemote about "addiction” narrative here:
hitps:/ib.facebook.com/groups/Researchinsights/pemmalink/204292263575634 1/

Refine Partner with design to refine a definition of what aspects of features promote “addictive™like/problematic behaviors o
target in the audit and how they're different from/related to dark pattemns. Spedifically, features are problematic if they
promote;

Perform a design audit of the platform with key external behavioral experts, arxd with intemal designers and researchers,
identify features that may lead o habitual and unwanted / low-value behaviors

« Prioritized, validated list of concermning product experiences that should be fixed or improved
« Take prioritized fist into a design sprint to mock up fixes or alternative features to address main problems

Elena Davis Aug 10, 2018&t 1110 pm

also shouldn’t the sprint be specified in the plan? | imagine we won't complete the audit during a spiint - or did you think we
would?

Elena Davis Aug 10, 2018 at 11:07 pm

{raybe it fits in with the "selting expeciations™?}

Elena Davis Aug 10,2018 at 11:07 pm

{rmaybe il fits in with the "seliing expectations"?}

Elena Davis Aug 10,2018 at 11:06 pm

Did vou incorporate this content somewhere already? | dont think i see it yet...

Elena Davis Aug 10, 2018 at 11:06 pm

Did you incorporate this content somewhere already? | dont think | see tyet..
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Elena Davis Aug 10, 2018 at 11:05 pm

that specifies design elements as well as behavioral impacis?

Eiena Davis Aug 10,2018 at 11:04 pm
if we are doing the definifions ourselves based on ressarch and not design input, this would be a first step before the "align with

intemal teams.” But because  comes second, that made me think that we would involve the design teams in this process. And
thought that would be as part of the upcoming sprint?

Elena Davis Aug 10,2018 at 11:.02 pim

specify “Who should we pariner with externaliy?"

Elena Davis edited Aug 10,2018 at11:07 pm

« See more about “addiction” namrative hare:
hitps:#/fb.facebook.comigroups/Researchinsightspenmalink/204292283575634 1/

o Share and iterate on our definition of characteristics of features that promote “addictive”-like/problematic

behaviors. Establish how that's different fromvrelated to dark pattems and specify whether we're after just former
or both {thd on (TBD from our intemal discussions}.

+ Engage with a third pariy to conduct an independent audit and/or and / or review of the features we have identified

« Academics specializing in addiction and technology (eg, UK researchers: Dara Kuss and Mark Griffiths) -
informational meeting set up in mid-September}. Cthers?

Flena Davis Aug 10, 2018t 11:01 pm

{ just didr't understand the sentence structure. Should be "Perform a design audit with external experts AND internal designers™

Elena Davis Aug 10,2018 at 11:.00 pm

Sorry o have made this more confusing. | thought that the sprinf was to define this space including in design terms in order to
launch the audit. Were vou thirking we would firm up definiions BEFORE synang with the design teams?

Jennifer Guadagno Aug 10, 2018 al 10:07 pm

Hrnm | saw seeing this as a parinership and for us all to be working iogsther, at the same fime on this. What did you have in
mind

Jennifer Guadagno Aug 10, 2018 at 10:06 pm

Is this how you were envisioning this section or as something else?
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Jennifer Guadagno Aug 10, 2018 at 10:05 pm

You have some of these already listed below, and can likely be expanded or added to. We should have our own POV and
stiggestions going into this, and of course have it as a point of discussion for whoever we pariner with as well

Jennifer Guadagno Aug 10,2018 at 10:04 pm

These definiions ate then the ariteria around which the audit is performed {eg, identify features that promole/convey X, v, Z)

Jennifer Guadagno Aug 10, 2018 at 10:04 pm

Hrrrn P'm not sure what you mean hete - part of sprint o part of audit? | see this as happening first. Us defining the criteria of
problemalic use, thal's different from dark patterns, sic.

Jennifer Guadagno Aug 10, 2018 at 10:01 pm

Goaod one, added him below

Jennifer Guadagno Aug 10, 2018 &t 1007 pm

good point, incotporated

Jennifer Guadagno Aug 10,2018 &t 1001 pm

good point, incorporated

Jennifer Guadagno edited Aug 10, 2018 at 10:.07 pm
Design Partners: TBD {possibly (ideally someone from JIllR S 1 team, possibly someone from FB Design System on
Product Foundations) Foundations?)

L]

How closely to work with Margaret's ieam on this? Where are they at. are goals aligned?
Do for Instagram as well?
Who should we partner with? Tristan or others? {see prosicons below)

These may kead to feelings of being manipulated, feeling lack of control related to cerlain behaviors, and Teelings of
dependence on checking or... on Facebook that could be related to lower well-being - and could be fueling the
subjective, colloquial experiences of feeling “addicied” 1o Facebook.

See more about “addiction” narative here:

ALIGN WITH INTERNAL TEAMS

Vork with Margaret Stewart and other design ethics leaders o understand what design changes would be in line with the...
rewards and improving user control. Work with C- Gl and team to understand how this work fits into and can benefit
dark patiermn work. See if this should be expanded to Instagram as well.

CREATE CLEAR DEFINITIONS DEFINITIONS/CRITERIA

Rafine a definition of what aspecis of features promote “addictive™-like/problematic behaviors to target in the audit and how
they're different fromirelated to dark patterns. Specifically, features are problematic if they promote:

CONFIDENTIAL

Which features constitute unpredictable Unpredictable, low-value rewards (e.g., centain notifications)
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s Which features or settings promote low-control Low-control or automatic behavioss (e.g., autoplay)
« Which features encourage frequent Frequent behaviors that are pressured or unwanted (e.g., read receipts)
» Define other criteria

= Hehas even further more inside info about what's bad with FB
= Overall this is really risky - high risk but big rewards high reward. Are the potential gains to our

relationship with him and broader reputation worth the potential harm this can dofare we already ina
had encugh spot with hirm that possible gains outweigh harms?

s IDEO
» Academics spedializing in addiction and technology (eg, UK researchers: Daria Kuss ad Mark Griffiths). Others?
e Joe Edaman - value based design {part of Trislan's camp)

Elena Davis Aug 8, 2018 at 1048 pm

Part of sprint?

Elena Davis Aug 8, 2018 at 10:46 pm

| feed ike it's fair to acknowledge somewhere that not all habits/automaticity are bad. A lot are just efficent. Simply because
something is "addictive”-like doesn't mean it's a) actually having that effect on people, and b) is unwanted by the majority of
users. It seems like we can identify top offenders and work 1o miake them less bad, if not remove them altogether.

Elena Davis Aug 8, 2018 at 10:46 pm

t feed fike it's fair 1o acknowledge somewhere that not alt habits/automaticity are bad. A lot are just efficient. Simply because
something is "addictive”-like doesn't mean it's a) actually having that effect on people, and b) is unwanted by the majority of
users. It seems like we can ideniify top offenders and work to make them less bad, if not remove them aliogether.

Elena Davis Aug 8, 2018 at 10:43 pm

We'd need 1o do ours first if our plan to engage extenally includes sharing our work-in-progress

Elena Davis Aug 8, 2018 at 10:43 pm

is this an "and"? Do you imagine them sequentially? | hought we'd do intemal first...Y

Elena Davis Aug 8, 2018 a1 10:33 pin

further - potential gains to our broader reputation £ we are seen as making these changes?

Elena Davis Aug 8,2018 &t 10:33 pm

further - potential gains to our broader reputation if we are seen as making these changes?
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Elena Davis Aug 8, 2018at10:33 pm

Joe Edelman here?

Elena Davis edited Aug 8, 2018 at 10:48 pm
There is growing concem in the public that technology companies ars deliberately manipulating users by designing addictive
products that can harm well-being and subvert self-control.. seen rewarding o reinforcing without delivering real value, and
what are the types of habitual FB behaviors that people find unwanted and difficult to change. 7

Perform a design audit of the platform with key external behaviorat expetts, with intemal designers and researchers, to identify
features that may lead o habitual and unwanted / iow-value behaviors

Possible external expetts o parther with:

= We, from the research side, do agree with his advice but product teams are siow or
unwilling 1o change things

= Ideally working with an extemal expert couid on this could make them see we're taking
this seriously and they become vocal advocates of ours we can point people to. Likely
won't happen with him

« Overal this is really risky - high risk but big rewards. Are the polential gains to our relationship with
him worth the potential harm this can dofare we already in & bad enough spot with him thet possible
gains outweigh hams?

+ Prioritized, validated list of concerning product experiences that should be fixed or improved

» Well-being engagement model and design prindiples (link} , selecied principles copied below): DIl FEEIR 2
Jernifer Guadagno

Jennifer Guadagno edited Aug 8,2018 at 10:11 pm

"Addictive"-Like "Addiction"/Problematic Use
Design Audit Plan [WIP]

Leads: Elena Davis, Jennifer Guadagne, CIII Gl

Design Pariners: TBD (possibly someone from JElR ST 7 1 tsam, possibly someone from FB Design System on Product
Foundations)

[WiP]
QOutstanding questons

¢ I8 “addiction” problematic use audit the same as dark-patiern work? Should they be combined or kept separate,
with addiction/problematic use audit informing work happening on dark patterns and vice versa? -
Etera/CHI Jenrifer to figure out

+ How closely to work with Margarel's tearn on this? YWhere are they al, are goals aligned?

» Research on reward leaming and habit formation processes peint to certain behavior patiems that promote
repeated, automatic behaviors that may begin o operate outside of an individual's control.

» We hypothesize that unprediciable, low vaiue rewards and cues that promote frequent, automatic, undesired
; behaviors are confributing to reward leaming and habit formation in a way that is not aligned with users’ intentions
or preferences.
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s« These may lead to feslings of being manipulated, feeling ladk of control related to centain behaviors, and feelings of
dependence on checking or geing on Facsbook that could be related to lower well-being - and could be fueling the
subjective, colloquial expeniences of feeling “addicted” to Facebook.

» Inkeeping with the engagement model of the well-being team, we have defined guidelines for how teams
throughout the company can be incorporating well-being when designing and building products. Some of these
guidelines are particulady relevant for identifying and reconsidering aspects of the platform that are cumrently
promoting “addicive’-fike behaviars. {See guidelines in Related work section below}.

relevant Well-being design principles

In keeping with the engagement model of the well-being team, we have defined guidslines for how teams throughout the
company can be incorporating weli-being when designing and building products. Some of these guidelines are particulerly
relevant for identifying and reconsidering aspects of the platform that are cumrently promoting “addicive™ ke behaviors.

+ Give people the most value in the time they have
o Do recognize that pecple have different intentions when coming to Facsbook

o Don't: design to increase growth metrics without also benefiting the individual

« Provide the fransparency neaded for people to make dedsions with intentionality and clarity
o Do make it dear what will happen as a result of thelr actions

» Do: provide defaulis that are good for people’s well-being, while empowering them to controf their
Faocehook expasience
o Don't: impose behaviors on people that are against their best interests
« Craate an environment that has a positive impact on people, ard thatis easy to partidpate in

Research Plan and Goals

ALIGN WITH INTERNAL TEAMS

Work with Margaret Stewart and other design ethics leaders to understand what design changes weuld be in line with the goals
of reducing low value rewards and improving user control. Work with C-G- and team to understand how this work fits
into and can benefit dark pattern wark.

CREATE CLEAR DEFINITIONS
Refine a definition of what aspects of features promote “addictive™-like/problematic behaviors to targel in the audit and how
they're different fom/frelated to dark patterns. Specifically:

« Which features constitute unpredictable, low-value rewards (e.g., cetain notifications)
» Which features or settings promote low-control or automatic behaviors {e.g.. autoplay)
« Which features encourage frequent behaviors that are pressured of unwanted (e g., read receipts)

DESIGN AUDIT
Perform a design audit of the platform with key external behavioral experts, with intemal designers and researchers, to identify
features that may lead to habitual and unwanted / low-value behaviors

How we'll work with extemal expert.

» Share and iterate on our definition of characteristics of features that promota “addictive”-like/problematic
behaviors. Establish how that's different fromvrelated to dark pattems and specify whether we're after just former
or both (tbd on our internat discussions).

« Engage with a third party to conduct an independent audit and/or review of the fealures we have identified

+ Form zn alliance where the third party can vouch for the tharoughness and relevance of our approach for targating
the “addicion” daims

Possible extemal experts to partner with:
« Tristan Harris
o Pros.

s Hehas lots of houghts in this space - he said it's the area he's best positioned o inform,
itd be helpful to leam from him.

» Gives him a chance o be heard

4172_0013

CONFIDENTIAL META3047MDL-044-00108576



= Helpful to deeply partner with him on area he's most informed about to further our
relationship

» He's likely connected to other experts in this area we could leverage and leam from

o Possble conoams:
= NDA?
= What if we don't agree on much or his claims aren't substantiated by other further
research (eg, color red on badges)
= We, from the research side, do agree with his advice but product leams are slow or
unwilling 1o change things
» He has even fuither inside info about what's bad with FB
ideally working with an extemal expert could on this could make them see where taking

this senously and they become vocal advocates of ours we can point people lo. Likely
wornt't happen with him

o Things we can do to help mitigate concems:
s Setling expectations: Be very explicit about us wanting to carefully vetfurther research
anything suggested so he knows we won't necessarily take whatever he says at face value
and run with it.

» ldentify at the outset that geting product teams to make big changes may be tricky, use
this as a challenge for hirm - how can he help us convinee product tsams?

& Work with additional design firns and experts in addition to him. Have him co-create an
expest panel with us {(we can both nominate and veto people). This ensures more balanced
thinking, other people that arent us to possibly disagree with him, and builds relationships
with other allies to advocate for us.

o Overall this is really risky - high risk but big rewards. Are the potential gains fo our relationship with
him worth the potential hamm this can dojare we already in a bad enough spot with him that possible
gains cutweigh hams?

s IDEO
» Academics specializing in addiction and technology (g, UK researchers: Daria Kuss and Mark Griffiths), Others?

EXPLORE/TEST ISSUES RAISED IN AUDIT
Work with relevant product teams to follow up audit with user research, tests, it reviews/gatheting scientific support on certain
issues raised in audit

» Fg., test potential drivers of habitual, repeated behaviors by creating variants on the platform and exarrining
assodated behavior changes (if badge color being red is raised as an issue test effects of changing nelification badge
color)

GOALS

« Prioritized, validated fist of conceming product experiences that should be fixed or improved
« Consider expanding or adding to well-being principles to incorporate new “anti-addiction”f preblematic use
principles
o Eg., “Behaviors that are frequent should also be valuabie
« Inform and help move along work on dark pattems (CHIER: GIlllicam and Margaret Stewart's team}

» Well-being engagement model and design principles (link): DI CEll and Jennifer Guadagno
» Give people the most value in the time they have
= Do: recognize that people have different intentions when coming to Facebook

= Don't design to increase growth metics without also benefiting the individual
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= Provide the transparency needed for people to make decisions with infentionality and clanity
» Do: make it clear what will happen as a result of their actions

= Do: provide defaulls that are good for people’s well-being, while empowering them o
control their Facebook experience

s Dont impose behaviors on people that are against their best interests

o Create an environment that has & positive impact on people, and thatis easy fo participate in
» Dor't creste features designed for good that can come off as self-sening

« Dark Pattern spotting {link): CJ} Gl
« Margaret's Ethical Design work

Additional Thoughts & Info

Q: Howis an “addictive”-like design element similar vs. different from a “dark pattern”?

A: “Dark pattern” is a UX term referring to interaciions that are deceptive, o that trick you into doing something you didnt
want to do.

These include misleading or manipulative features or settings that are designed to encourage a particular behavior thatis not
necessarnly in the user's bestinterests. These can include single-instance behaviors.

“Addictive*-like design elements are those that promote repeated or poorly regulated behaviors that may have a negative
impact on the individual over time as they continue behaviors that aren't in their bestinterests.

A dark pattem deviates from user expectations; an “addictive™like design results in a behavior pattem that is not wanted or
valuable for the user over time (the function of the design is lo promote repeated maladaptive or low-conirol behaviors).

" Q: How is an “addictive™-like design element similar vs. different from a "dark patiern”?

A *Dark patterr” is a UX term referring to interactions that are deceptive, or that trick you into deing somedthing you didn’t
§ wantto do. These include misleading or manipulative features or satiings that are designed to encourage a particular behavior
% that is not necessarily in the user's best inferests. These can indude single-instanoe behaviors.

“Addictive™-like dasign elements are those that promote repeated or poorly regulated behaviors that may heve a negative
impact on the individual over time as they continue behaviors that aren'tin their best interests.

¢ A dark pattern deviates from user expectations; an “addictive™-like design resulis in @ behavior pattern that is not wanted or
- valuable for the user over time (the function of the design is to promote repeated maladapiive or low-control behaviors).

Previous Notes:

« Work with Margaret Stewart and other design ethics leaders to understand what design changes would be infine
with the goals of reducing low value...
» Which features encourage frequent behaviors that are pressured or unwanied
= €. read receipts

« Parform a design audit of the platform with key extemal behaviora! experts, with intermal designers
s accompanied by researcher input

» andresearchers, to identify features that may lead to habitual and unwanted / low-vaiue behaviors
« Use our refined definition o identify and understand the function...

4172_0015
CONFIDENTIAL META3047MDL-044-00108578



» adding to well-being principles to incorporate new “anti-addiction” principles
o Eg., “Behaviors that are frequent should also be valuable.”

Jennifer Guadagno renamed “Addictive"-Like Design Audit Plan to "Addiction"/Problematic Use Design Audit Plan [WIP]
Aug 8, 2018at 9:01 pm

Jennifer Guadagno opened your conversation with Elena Davis, G SHEE IR Gl and Jonny Thaw Aug 8, 2018
at 7:29 pm

Elena Davis enabled link sharing - View/Edit Aug 8 20184t 511 pm
Elena Davis added Jennifer Guadagno to the thread Aug 8, 2018at6:11 pm
Elena Davis added you to a docuiment Aug 8, 2018 a1 6:04 pm

Elena Davis edited Aug 8, 2018 at 806 pm

"Addiction" Feature "Addictive"-Like Design Audit
Plan

[WiP]
Context

There is growing concem in the public that technology companies are deliberately manipulating users by designing addiclive
products that can harm well-being and subvert self-control. The prevalence of problematic (general) intemet use ranges between
15-8.2% in the US and Europe (fink), and academics are debating whether 1. FB is Truly “addictive”, and 2. what standardized
defiritions we should use o identify FB addiction or problematic FB use. Regardless of the clinical definitions here - given that
currently there is NO medically defined FB addiction disorder - what are the real people problems in this space? The well-being
team has reframed the addiction naimative o focus on the ways that FB may be contribuling o use pattemns that people find
cdificult fo control despite negative impacts in thelr lives, and to identify and correct those contributing faciors. Specifically, what
are the ways that FB can seem rewarding or reinforcing without delivering real value, and what ate the types of habitual FB
behaviors that pecple find unwanted and difficult to change.

Background for the audit

Research on reward leaming and habit formation processes point to certain behavior pattemns that promote repeated, automatic
behaviors that may begin to operate outside... feeling fack of control related to certain behaviors, and feelings of depsandence on
checking or going on Facebook that could be related o lower well-being - and could be fueling the subjective, colloquial
experiences of feeling “addicied” to Facebook.

relevant Well-being design principles

in kesping with the engagement model of the well-being team, we have defined guidelines for how teams throughout the
company can be incorporating well-being when desigring and building products. Some of these guidelines are particularly
relevant for identifying and reconsidering aspects of the platform that are currently promoting “addictive™ ke behaviors.

s Give people the most value in the time they have
o Do recognize that people heve different infentions when coming o Facebook

» Dont design to increase growth melrics without also benefiting the individual
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« Provide the transparency needed for people to make dedisions with intentionality and clarity
= Do: make it dear what will happen as a result of their actions

» Do: provide defaults that are good for people's well-being, while empoweting them to control their
Facehook expeasience
o Don't: impose behaviors on people that are against their best interests

» Create an envimnment that has a positive impact on people, and that is easy fo participate in
o Don't create features designed for good that can come off as seff-sening

Research Plan and Goals

Internal at facebook

s Work with Margare! Stewait and other design ethics leaders to understand what design changes would be inline
with the goals of reducing low value rewards and improving user conirol

« Refine a definition of what aspects of features promote “addictive®-fike behaviors to target in the audit, spedifically:
o Which features constitute unpredictable, low-value rewards
= .., certain notifications
o Which features or setlings promote low-control or automatic behaviors
s eg., autoplay
o Which features encourage frequent behaviors that are pressured or unwanied
= &g, jead receipls

« Perform a design audit of the platform, with designers accompanied by researcher input, to identify features that
may lead to habifual and unwanied / low-value behavios
o Use our refined definition to identify and understand the function of those features in areating
“addictive™fike behaviors (i.e., a habit loop that is having negative impacts on the person)

o Follow up with audit with user research on certain features io verify the hypothesized functions {7)
» e.g. test potential drivers of habitual, repeated behaviors by cresting variants on the platform and
examining assocdiated hehavior changes {fike changing notification badge color}

« lterate on the audit following qualitative user research in September- October and guanitative research in (7
October) if new aspects of the platform are identified as problematic

« Consider expanding or adding to well-being principles to incorporate new "anti-addiction” principles
o E.g., “Behaviors that are frequent should also be valuable.”

with an external third party

+ Share and iterate on our definition of characteristics of features that promote “addictive™ like behaviors
« Fngage with a third party to conduct an independent audit and / or review of the features we have identfied

« Fomn an alfiance where the third party can vouch for the thoroughness and relevance of our approach for targeting
the “addiction” daims

Related work within the company

Well-being engagement model and design prindples (linkj

o (?With a third party?} Review features and default settings on the platform to identify unnecessary examples of
frequent low-value reward signals, automatic unwanted behaviors that contribiute to low parceptions of contral, and
problematic domains that come from user interviews and/or the problematic use quantitative analysis

What Facebook features are implicated in:

Frequent, pressured or unwanited behaviors {e.g., read receipis)
Low-control or automatic behaviors (e.g.. autoplay)
Unpredictable, low-value rewards (a.g., certain nofifications}
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Principles:
Things that are frequent should be wanited and valuable

g Q: How is an “addictive™like design element similar vs. different from a “dark pattern”?

A:“Dark pattem” is a UX term referring to interactions that ate deceptive, or that trick you into doing something you didn’t
want to do. These include misleading or manipulative features or settings that are designed o encourage a particular behavior
that is not necessarily in the user’s best interests. These can indude single-instance behaviors.

“Addictive™-fike design elements are those that promote repeated or poory regulated behaviors that may have a negative
impact on the individual over time as they continue bahaviors that aren't in their best interests.

A dark pattem deviates from user expectations; an “addictive”like design results in a behavior pattem that is not wanted or
valuable for the user over ime (the function of the design is to promote repested maladaptive or low-control behaviors).

Examples of cases that may be both “dark pattemns” and “addictive™iike: All Roads Lead to Walch {since it seems like it could
promote automatic or unintentional behaviors when coupled with autoplay), and low value or “fake” notifications fike aleits that
you are connected on Messenger or have a particular seling tumed off (promoting frequent checking behaviors and perceptions
of reward without delivering gratification).

Elena Davis edited Aug 7, 2018at 11:39 pm

What Facebook features are implicated in:

Fraquent. pressured or unwanied behaviors {e.g.. read receipis)
Low-control or avtomatic behaviors (e.g., autoplay)
Unpredictable, low-value rewards (2.¢., cetiain notifications)

Principles:
Things that are fraquent should be wanted and valuable

Elena Davis edited Aug 2, 2018 at 6:31 pm

"Addiction” Feature Audit

Context:

Research on reward leaming and habit formation processes point to certain behavior patiems that promote repeated, automatic
behaviots that may begin to operate outside of an individual's conltrol. We hypothesize that unpredictable, low value rewards
and cues that promote requent, automatic, undesired behaviors are contribuiing to reward leaming and habit formationina
way that is not aligned with users' intentions of preferences. These may lead to feelings of being manipulated, feeling lack of
control related to certain behaviors, and feelings of dependence on checking or going on Facebook hat could be related to lower
waell-being.

« {?With a third party?) Review features and default setiings on the platform fo identy urnecessaty examples of
frequent low-value reward signals, automatic unwanted behaviors that contribute to low perceptions of control, and
problematic domains that come from user interviews and/or the problematic use quantitative analysis

» Work with Margaret Stewart and other design ethics leaders to understand what design changes would be in fine
with the goals of reducing low value rewards and improving user confrol

Elena Davis created the document Aug 2, 2018 at8:32 pm
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