EXHIBIT

7295

"Addiction"/Problematic Use Design Audit Plan
[WIP]

POCs: Eena Davis & Jennifer Guadagno
i+ Czysﬁne- depending on degree to which we want to combine with dark pattems work]

Design Partners: TAD (ideally someone from Jason I 21 team. possibly someone from B Design System on Product
Foundations?)

Outslanding questions

o Is “addiction”/ problematic use audit the same as dark-pattern work? Should they be combined or kept separate,
with addiction/problematic use audit informing work happening on dark pattems and vice versa? -
Elena/Crystine/Jennifer to figure cut

» How closely to work with Margaret's team on this? Where are they at, are goals aligned?
« Include Instagram as well?
o Who should we partner with externally? Tristan or others? {see prosicons below)

Context

Theres is growing concern in the public that technology companies are deliberately manipulating users by designing addictive
products that can harm well-being and subvert self-conirol. The prevalence of problematic (general) intemet use ranges between
definitions we should use o identify FB addiction or problematic FB use. Regardiess of the dinical definitions here - given that
currently there is NO medically defined FB addiction disorder - what are the real people problerms in this space? The wall-being
tearm has reframed the addiction namative lo focus on the ways that FB may be contabuling io use pattems that people find
difficult to control despite negative impacts in thelr lives, and lo ientify and correct those contitbuting factors. Specifically, what
are the ways that FB can seem rewarding or reirforcing without delivering real value, and what are the types of habitual FB
hehaviors that people find unwanted and difficull to change?

Background for the audit

« Ressarch on reward leaming and habit formation processes point to cerlain behavior pattems that promiote
repeated, aulomatic behaviors that may begin to operate cutside of an individual's control.

We hypothesize that unprediciable, low value rewards and cues that promote frequent, automatic, undesired
behaviors are confiibuting to reward leaming and habit formation in & way that is not aligned with users' infentions
oF preferences.

These may lead o feelings of being manipulated, feeling lack of control related to certain behaviors, and feelings of
dependence on checking or going on Facebook that could he related to lower well-being - and could be fueling the
subjective, colloguial experiences of feeling “addicted” to Facehook.

*

s Seemore about "addicion” namative has

in keeping with the engagement model of the well-being team, we have defined guidelines for how teams
throughout the company can be incomorating well-being when designing and bullding products. Some of these
guidedines are particulady relevant for identifving and reconsidering aspects of the platform that are currently
promoting “addictive”™ ke behaviors. (See guidelines in Related work section below),

»

Research Plan

ALIGN WITH INTERNAL TEAME

Work with Margaret Stewart and other design ethics leaders 1o understand what design changes would be in line with the goals
of reducing low value rewands and improving user control. Work with Czysﬁne- and isam to understand how this work fits
infe and can benefit dark pattern work. Sees if this should be expanded te Instagram as well.
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CREATE CLEAR DEFINITIONS/CRITERIA
Partner with design to refine a definition of what aspects of fealures promole “addictive”-like/problematic behaviors to largstin
the audit and how they're different fromfrelated to dark pattems. Specifically, features are problematic if they promote:;

« Unpredictable, low-value rewards (e.g., certain notifications)

» Low-control or automatic behaviors (e.g., autoplay)

« Frequent behaviors that are pressursd or unwanited (8.9., read receipts)
o [efine other criteria

DESIGN AUDIT
Parform a design audit of the platfonm with key extemal behavioral experts and with intemal designers and researchers, o
identfy features that may lead o habitual and unwanted / low-value behavigrs

How wa'll work with exdemal expert

« Shars and fterate on our definiion of charactenstics of features that promote “addictive™ ike/problamatic
behaviors. Establish how that's different fromirelated o dark pattemns and specify whether we're after just former
or both (TBD from our infemal discussions).

s Engage with a third party to conduct an independent audit and / or review of the features we have identified

» Form an slfiance whers the third party can vouch Tor the thoroughness and relevance of our approach for targeting
the “addiction” daims

Possible external experts (o pariner with:

» Tristan Hartis (and others in: his camp: eg, Justin [ IIEGzK;

7

o Lots of pros and cons here ~ all included at very end of dog, but surmimary s biggest sk is that he
noints out things that we don't agres with or are unfounded and we don'tl make changes he's suggesting

« {DEC
s MIT Media Lab

s Acadernics specializing in addiction and technology {eg, UK researchers: Dariz I end Mark IR -
informational mesling set up in mid-September). Others?
o conEdamen--valie-based desion-batoi Tistans-cormp)

EXPLORE/TEST ISSUESR RAISED IN AUDIT
Work with relevant product teams {o follow up audit with user research, lests, B reviews/gathering scientific support on certain
issues raised In audit

+ Eg., test potential drivers of habitual, repeated behaviors by creating varanis on the platform and examining
associated behavior changes (f badge cdlor being red is raised as an issue test effects of changing nolification badge
color)

GOALS

« Prortized, validated list of concerning product experiences that should be fixed or improved
+ Take priortized list info a design sprint to mock up fixes or sltemative features to address main problems

« Consider expanding or adding to well-being principles o incorporaie new “anti-addicion” problematic use
principles

o Eg., "Behaviors that are frequent should also be valuable.”
» Inform and help move along work on dark patterns (Crystine I} tsomn and Margaret Stewart's team)
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Related work within the company

Jennifer Guadagno
o Give people the most value in the time they have
= Do recognize that people have different intentions when coming to Facebook
= Don't: design to increase growth melrics without also benefiting the individual
o Provide the transparancy nesded for people to make decdisions with intentionality and clasty
= Do make it cear what will happen as a resuli of thelr actions

= [0 provide defaults that are good Tor people’s well-being, while empowsaring them i
control their Facebook experence

= Don't impose behaviors on people that are against their best interests

o Create an environment that has a positive impact on people, and thatis easy 1o paricipale in
= Dot create features designed for good that can come off as self-senving

« Margaret's Ethical Design work

Additional Thoughis & Info

Q: How is an "addictive”-like design element similar vs. different from a “dark pattern™?

A "Dark pattern” s a U term referring to interaclions that are deceptive, or that trick you into doing somsthing you didnt
want o do.

These inchude misleading or manipulative Teatures or setlings that are designed o encourage a particular behavior that is not
necessaly in the user’s best interests. These can include single-instance behaviors.

“Addictive”-like design elements are those that promicle repeated or poody requlsted behaviars that may have a negative
impact on the individual over time as they continue behaviors that aren't in their best interests,

A dark pattemn deviates from user expeciations; an "addictive”-like design resulls in a behavior patiern that is not wanted or
valuable for the user over fime (the funclion of the design is fo promots repeated maladaptive or low-control behaviors).

Examples of cases thet may be both "dark patierns” and “addictive™like: All Roads Laad to Watch (sincs it seems like it could
promote automatic or unintentional behaviors when coupled with auloplay), and low value or “lake” notifications like alerls that
you are connected on Messengsr o have a parlicular seting turned off (promoting frequent checking behaviors and perceptions
of reward without delivering gratification).

Dark pattern “Addictive”-like design

Autoplay

Default settings
or design nudges
towards iberal

nrivacy settings

Frequent,
unpredictable but
*wanted” notifs
8.g., like count
updates

ndless scrolf

Low-value notifs
e.q., "You are
now connacted
on Messenger”,
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Frevious Notes:

internal at Tacebook

« Work with Margaret Stewart and other design ethics leaders o understand what design changes would be inline
with the gosls of reducing low value rewards and improving user control

» Refine a definition of what aspects of features promole “addiciive” ke behaviors 1o target in the audit, specificaly:
o Which features constiute unprediclable, low-value rewards
= .., certain notifications

o Which festures or sellings promots low-conirol or automatic behaviars
= a.4., autoplay

o Which features encourage frequent behaviors that are pressured or unwanied
e €.0., read moeipts

» Perform a design audit of the platform with key extermal behavioral experts, with infemal designers and
researchers, to dentify features that may lead to habitual and unwanted / low-value behaviors

« Use our refined definition to identify and understand the function of those featurss in creating “addictive”™ ke
behaviors (L., 3 habit loop that is having negalive impacts on the person)

o Foliow up with audit with user research on cerlain features to verify the hypothesized functions (%)
o 2.4. fest polential drivers of habitual, repeated behaviors by creating variants on the platform and
examining associated behavior changss (ke changing nolification badge color)

« lerate on the audit following qualitative user research in September- Oclober and guantitative ressarchin (7
October) if new aspects of the platfonm are identified as problematic

» Consider expanding or adding to well-being principles o incorporate new “anti-addicion” principles
o Eg., “Behaviors that are frequent should also be valuable.”

with an external third party

« Share and iterate on our definiion of charactenistics of features that promote “addictive’™ like behaviors
s Engage with a third party to conduct an independent audit and / or review of the features we have identified

» Form an slfiance whers the third party can vouch Tor the thoroughness and relevance of our approach for targeting
the “addiction” daims

Partnering with Tristan Harris on this - Pros & Cons

o Pros:
= Hehas bois of thoughis in this space - he said s the area he's best positioned o inform,
it'd be helpfud to leam from him.

# Gives him a chance o be heard

= Helpful to deeply pariner with him on area he's most informed sbout to further cur
refationship

= He's lkely connected to other experds in this area we could leverage and leam from
o Possible concams:

s NDA?

= WYhat f we don't agree on miuch or his claims aren't substantiated by other further
research (eg, color red on badges)

= W, from the research side, do agree with his advice but product teams are slow or
unwilling o change things

= He has even more inside info about what's bad with FB

= ldeally working with an exiernal expert could on this could make them see we're faking

this serioushy and they becoms vocal advocates of ours we can point people to. Likely
wort't happen with him
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o Things we can do to help miligate concems:
= Seling expeclations: Be very explicit about us wanting fo carefully velfurther research
anything suggested so he knows we woni necessarily take whalever he says atface value
and run with it

= identify at the outset that gelling product teams 1o make big changes may be tricky, use
this as a challenge Tor him - how can he help us convince product teams?

= Work with additional design firms and experts in addition to him. Have him co-createan
sxpert panel with us {we can both nominate and veto people). This ensures miors balanced
thirddng, other people that arent us to possibly disagree with him, and builds relationships
with other alies to advocate forus.

o QOverall this is really risky - high risk but high reward. Are the potential gains (o our redationship with
Hirn and broader reputation worth the polential harm this can dofare we already in a bad enough spot
with hirn thatl possible gains oulweigh harms?

Conversation History

Quipbot#08 left the thread Oct 128t 1025 am
Quipbot#08 Oct 12 8t 1020 am

This Cuip file has been copied  Google Waorkspace (hilps:fdocs.googlecomfdocument. ) as part of the Quip2Google
rrigration sfforts. Quip is moving t© Read- Only. Pleass work in the new Google fle moving forward.

Learn more

hiipe /b workplace conmvgroups...

Qusstions?

Visit the Quip2Google Migration Feedback Group (hilps/ibowariolsceconvgrouns...

MNote

New edits in this Quip file will NOT be automatically synced to Google Workspace.

Quipbot#8 added Cuiphol¥l8 o the thread Cct 128t 1025 am

Quipbot#08 added vou o a document Oct 12 8t 1020 am

Jonny [ coened vour conversation with Elena Davis, Greichen . Covstre ] end Jennifer Guadagne Aug 20, 2018
at 6:47 pm

Gretchen [ scced Jony i} ©© the thread Aug 20, 2018 at 218 pm

Gretchen [ 2dded you o a document Aug 20, 2018 at 212 pm
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Crystine i Aug 17. 2018 at 1217 am

Hare is the WP doc for the dark pattern work that defines some of the sub-categones: Dark Patiern spoliin

Crystine [} Aug 17, 2018 8t 1214 am

fva been working with Shall i o dark pattems, there is an option where make dark pattems (or soma other term) the
parent category that inchudes sublypes

Crystine [ opened your conversation with Elena Davis, Gretchen [ Jernifer Guadagno and Jorry i 2ug 17,2018
aiZ1i3am

Crystine [ scited Aug 17,2018 501228 am

Jennifer Guadagno Aug 16, 2018 at 1002 pm

We st went through Joe's "Designing for Values” workshop and # wasn't good

Jennifer Guadagno sdited Aug 18, 2018 &t 1017 pm

= Tristan Hanis (and others in his camp: eg, Justin || IEGBG
o Lots of pros and cons here - all included at very end of doc, but sunwmary is biggestiskisthat he
points out tings that we don't agree with o are unfounded and we don't make changes he's suggesting

®

L2

DEC
MIT Media Lab

Academics specializing in addiction and technclogy {eg, UK researchers: Dania Kuss and Mark Geiffiths -

informational meeling set up in nid-Septeriber). Othars?

H 2 A

Partnering with Tristan Harris on this - Pros & Cons

CONFIDENTIAL
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o Pros:

Hehas lots of houghis in this space - he said s the ares he's best positioned to inform,
it'd be helpful to leam from him,

Giivess hirn a chance o be heard

Helpful to deeply partner with him on ares he's most informed about to further our
relationship

He's likely connecied to other expeits in this area we could leverage and lsam from

o Possbie conoems:

NDA?

What if we don't agree on much or his dadms aren't substantiated by other further
research (eg, color red on badges}

We, from the research sids, do agree with his advice but product trams are slow or
unwitiing to change things
He has sven more insids info about what's bad with FB

idestly working with an exdemal expert could on this could make them see we're taking
this sercusly and they become vocal advocates of ours we can point people fo, Likely
won't happes with him
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o Things we can do to help miligate concems:
= Seling expeclations: Be very explicit about us wanting fo carefully velfurther research
anything suggested so he knows we woni necessarily take whalever he says atface value
and run with it

= identify at the outset that gelling product teams 1o make big changes may be tricky, use
this as a challenge for him - how can he help us comvince product leams”?

= Work with additional design firms and experts in addition to him. Have him co-createan
sxpert panel with us {we can both nominate and veto people). This ensures miors balanced
thirddng, other people that arent us to possibly disagree with him, and builds relationships
with other allies to advocate forus.

o QOverall this is really risky - high risk but high reward. Are the potential gains (o our redationship with
Hirn and broader reputation worth the polential harm this can dofare we already in a bad enough spot
with hirn thatl possible gains oulweigh harms?

Elena Davis Aug 16, 2018 at8:04 pm

So interesting -~ looks ke he's part of the Tristan coalition 100, Have we spoken to him previously about this space?

Elena Davis Aug 16, 2018 at8:04 pm

So interesting -~ looks ke he's part of the Tristan coalition 100, Have we spoken to him previously about this space?

Gretchen i Aug 16, 2013 at 436 pm

Justn R 2iso bas strong opinions on this. he's part of the alumni network,

Gretchen [ Aug 16, 2013 at 436 pm

Justn R 2iso bas strong opinions on this. he's part of the alumni network,

Gretchen i} cpened your conversation with Elena Davis, Crystine [}, Jernifer Guadagno and Jonny i Aug 18,2018
at 435 pm

Gretchen [ edited Aug 18, 2018 st 438 pim

Jennifer Guadagno Aug 10, 2018 at 1131 pm

| sea this as being a pari of the definition/criteria seclion above? | think it's caplured there but thinking i it needs 1o be added
eloewdhere?

Jennifer Guadagno Aug 10, 2018 at 1131 pm

i ses this a5 being a pait of the definition/critenia section above? | think its captured there but thinking if it needs o be added
shewhara?
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Jennifer Guadagno Aug 10, 20188t 1128 pm

oh yea, the senfence stiuchire dossn't make sense. Inlemal designers and researchers will woik alongside extemal experts, is
how im seeing £

Jennifer Guadagno adited Aug 11, 20188t 12217 am
Leads POCs: Henag Davis, & Jennifer Guadagno,
[+ Crystine i} depanding on degree o which we want to combine with dark patiems wark]

s How closely to work with Margarel's team on this? Where are they at, are goals aligned?
» Dofor Instagram as well?

« Include Instagram as well?

s Who should we partner with extemally ? Tristan or others? (see pros/cons below)

» Seemore about “addiciion” narralive hare:
hitps: /b facshook comfgroups/Researchinsighis/pemialink/2042522635758634 1/

Refine Pariner with design to refine a definiion of what aspects of features promote “addictive™like/problematic behaviors o
target in the audit and how they're different from/frelated to dark patterns. Spedifically, features are problematic if they
promoie:

Perfonm a design sudit of the platform with key external behavioral experts, and with internal designers and researchers, ©
identify features that may lead to habitual and unwanied / low-value behaviors

s Pricritized, validated list of conceming product expeariences that should be fived or improved
» Take prioritized fistinto a design sprind to mock up fixes or allermnative Teatures o address main problems

Elena Davis Aug 10, 20188t 1110 pm

also shouldn the sprint be spedified in the plan? Himagine we won't complete the audit during a sprint ~ or did you think we
would?

Elena Davis Aug 10, 2018 at 11:.07 pm

{rnaybe i fits in with the "seling expeclations”?)

Elena Davis Aug 10,2018 at 11:.07 pm

{rnaybe i fits in with the "seling expeclations”?)

Elena Davis Aug 10,2018 at 11:.06 pm

Did you incorporate this content somewhere already? | don't think | ses B ved...

Elena Davis Aug 10,2018 at 11:.06 pm

Did you incorporate this content somewhere already? | don't think | ses B ved...
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Elena Davis Aug 10,2018 at 11:.05 pm

that specifies design elements as well as behavioral impacts?

Elena Davis Aug 10,2018 at 11:.04 pm
fwe are doing the definitions curselves based on research and not design input, this would be & first step before the "align with

intermnal tleams.” But because it comes second, that made me think that we would involve the design teams in this process. And |
thought that would be as parl of the upcoming sprint?

Elena Davis Aug 10,2018 at 11.02 pmn

specify "Who should we pariner with externalhy?”

Elena Davis edited Aug 10,2018 at 11:.07 pn

s Seemore about “addicion” namative here:
hitps./ifb facebook com/groups/Researchinsighis/permalink/204292263575634 1/

s Share and iterate on our definition of characteristics of features that promote “addictive™-ike/problematic

behaviors. Establish how that's different fromirelated to dak pattems and specify whether we're after just former
or both (tbd on (TBD from cur intemal discussions).

+ Engage with a third party t© conduct an independent audit and/or and / or review of the features we have identified

» Acadermics spedializing in addicion and technoiogy {eg, UK researchers: Dana [ =d Verk I -
informational meeling set up in nid-Septerber). Cthars?

Elenag Davis Aug 10, 20182 1101 pn

{ just didr't understand the sentence structure, Should be "Perform a design audit with exdemal experts AND intemal designers™?

Elena Davis Aug 10,2018 at 1100 pn

Sorry o have made this more confusing. | thought that te sprint was o define this space including in design tenms in order {o
launch the audit, Were you thinking we would firm up definiions BEFORE syncing with the design tlsams?

Jennifer Guadagno Aug 10, 2018 at 1007 pm

Hrrin | saw seeing this as a parinership and for us all t© be working togsther, at the same time on this, What did you have in
frHnd

Jennifer Guadagno Aug 10, 20188t 1008 pm

is this how you ware snvisioning this seclion or as samething slse?
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Jennifer Guadagno Aug 10, 2018 at 10:05 pr

You have some of these already listed below, and can ikely be expanded or added to. We should have cur own POV and
suggestons going into this, and of course have it as a point of discussion for whoever we partner with as well

Jennifer Guadagno Aug 10, 2018 1004 pm

These definiions are then the aiteria around which the auditis performed {eg, identify features that promolel/convey X, v, 2}

Jennifer Guadagno Aug 10, 2018 1004 pm

Hrrwn P not sure what you mean here - part of sprint or part of audit? | ses this as happening first. Us defining the uiteria of
problernatic use, thal's different from dark patlems, sic.

Jennifer Guadagno Aug 10, 2018 at 10:01 pmi

Good one, added him below

Jennifer Guadagno Aug 10, 2018 at 10:01 pmi

good point, ncomporated

Jennifer Guadagno Aug 10, 2018 st 1001 pm

good point, ncomporated

Jennifer Guadagno edited Aug 10, 2018 a1 1007 pm
Design Partners: TBD {posshly (ideally someone from Jason il 21 team. possibly someone from FB Design System on
Product Foundations) Foundalions?)

@

How closely o work with Margarel's leam on this? Where are they at, are goals aligned?
Do for Instagram as well?

Who should we partner with”? Tristan or others? (see prosicons below)

These may lead o feelings of being manipulated, feeling lack of control related o certaln behaviors, and Teelings of
dependence on checking or... on Facebook that could be related to lower well-being - and could be fusling the
subjective, collequial experiences of feeling “addicted” o Facebook.

See more gbout “addiction” narative here:

ALIGN WITH INTERNAL TEAMS

Work with Margaret Stewan and other design ethics leaders o understand what design changes would be in ine with the....
rewards and improving user conirol. Work with Crystine Gray and team to understand how this work fits into and can benefit
dark patiemn work. See I this should be expanded o Instagram as well.

CREATE CLEAR DEFINITIONS DEFINITIONS/ICRITERIA

Refine a definition of what aspecis of features promote “addictive”-ke/problematic behaviors fo target in the audit and how
they're different rom/related to dark palterns. Specifically, features are problematic if they promote:

@

CONFIDENTIAL
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Which features constitule unpredictable Unpredictable, low-value rewards (ag., cerlain nofifications)
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« Which fealures or setlings promote low-contred Low-control or sutomatic behaviors (a.g., autoplay)
« Which features encourage frequent Frequent behaviors that are pressured or unwanted (e.g., read receipis}
« Define other criteria

« Hehas even further more inside info about what's bad with FB
o Overall this is really risky - high risk but big rewards high reward. Are the polential gains to our

relationship with him and broader reputation worth the potential harm this can do/are we already in g
bad enough spol with him that possible gains cutwsigh harms?

« PEO
« Academics spedializing in addiction and technology {(eg, UK researchers: Dara Kuss and Mark Griffiths). Gthers?
o Joa Edelman - value based design (part of Tristan's camp)

Elena Davis Aug 8, 2018 at 10:48 pm

Part of sprint?

Elena Davis Aug 8, 2018 at 10:46 pm

| foed ke it's fair to acknowledge somewhers that not all habils/automaticity are bad. A lot are just sfficient. Simply becauss
something is "addictive”-like doesn't mean s a) actually having that effect on people, and b) is unwanted by the majority of
users, i seoms ke we can ideniify top offenders and work 1 make them less bad, #f nol remove them altogsther,

Elena Davis Aug 8, 2018 at 10:46 pm

| foed ke it's fair to acknowledge somewhers that not all habils/automaticity are bad. A lot are just sfficient. Simply becauss
something is "addictive”-like doesn't mean s a) actually having that effect on people, and b) is unwanted by the majority of
users, i seams ke we can identify top offenders and work to maks them less bad, if nol remove them altogether,

Elena Davis Aug 8§, 2018 at 10:43 pm

We'd need to do ours first f our plan 1o engage exiermnally includes sharing our work-in-progress

Elena Davis Aug 8§, 2018 at 10:43 pm

is this an "and"™? Do vou imagine them sequentialiv? | hought we'd do inlemal first...?

Elena Davis Aug 8, 2018 at 1033 pm

further - potential gains o our broader reputation if we are seen as making these changes?

Elena Davis Aug 8, 2018 at 1033 pm

further - potential gains o our broader reputation if we are seen as making these changes?
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Elena Davis Aug 8, 2018 at 1033 pm

Joo | et

Elena Davis edited Aug 8, 2018 at 10:48 pm
Thers is growing concem in the public that technclogy companies are deliberately manipulating users by designing addichive
products that can harm well-being and subver! self-control.. seem rewarding of reinforcing without delivering real value, and
what are the types of habitual FB behaviors that people find unwanted and difficuli to change. 7

Perfonm a design audit of the platform with key extermnal behavioral experts, with internal designers and researchers, to identify
features thal may lead to habitual and unwanted / low-valus behaviors

Possible exdemal experts to pariner with:

= We, from the research side, do agree with his advice but product teams are slow or
urnwilling io change things

= ideally working with an extemal expert could on this could make them see we're taking
this sercusly and they become vocal advocates of ours we can point people fo, Likely
won't happes with him

o Overall this is really risky - high risk but big rewards. Are the polential gains to owr relationship with
him worth the potential harm this can dofare we aleady in 2 bad encugh spot with him thet possible
geins oufweigh hanms?

« Proritized, validated list of concerning product experiences that should be fixed or improved

s Well-being engagement model and design principles (link} , selecled principles copled below): Davina Baum ad
Jemwfer Guadagno

Jennifer Guadagno sdited Aug 8, 20188t 10011 pm

"Addictive'-Like "Addiction"/Problematic Use
Design Audit Plan [WIP]

Leads: Elena Davis, Jennifor Guadagro, Crystine I

Design Pariners: TBD (possibly someone from Jason [ 21 teem, possibly someone from FB Design System on Product
Foundations)

[WiR]
Ouistanding questons

« Is “addicion” problematic use audit he same as dark-patiern work? Should they be combined o kepd separats,
with addiction/problematic use audit informing work happening on dark patterns and vice versa? -
Elena/Crystine/Jennifer {o figure out

s How closely to work with Margarel's team on this? Where are they at, are goals aligned?

s Research on reward laming and habit formation processes point to cartain behavior paltems that promots
repaated, aulomatic behaviors thal may begin o operate outside of an individual's control.

« We hypothesize that unprediciable, low value rewards and cues that promote frequent, automatic, undesired
hehaviors are confributing to reward leaming and habit formation in a way that is not aligned with users’ infentions
oF preferences.
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« Thess rmay kead to feslings of being manipulated, fesling lack of control related 1o certain behaviors, and feslings of
dependence on checking or going on Facebook that could be related to lower well-being - and could be fueling the
subjective, colloquial experiences of fesling "addicted” o Facsboolk

+ In keeping with the engagement mode! of the well-being team, we have defined guidelines for how teams
throughout the company can be incorporating well-being when designing and buliding products. Some of these
guidelines are particulady relevant for identifying and reconsidering aspects of e platform that are curently
promioting “addicive™like behaviors. (See guidelines in Related work section below),

refevant Well-being design principles

in keeping with the engagement model of the well-being team, we have defined guidslines for how teams thoughout the
company can be incomporating well-being when designing and bullding products. Some of hese guidelines are padicularly
refevant for identifying and reconsidering aspects of the platfonn that are curently promicting “addicive™ ke behaviors.

« Give paople the most valus in the time they have
o Do recognize that people have different intentions when coming o Facebook

o Don't: design to increase growth melrics without also benefiling the individual

« Provide the transparency nesded for people to make dedisions with intentionality and clasty
o Do make it dear what will happen as a result of thelr actions

o Do provide defaulls that are good for people’s well-being, while empowering them to control thelr
Facebook expeaience

o Don't:impose behaviors on people that are against their best interests
« Create an enwironment that has a positive impact on people, and thatis easy o parlidpats in

Research Plan and Goals

ALIGN WITH INTERNAL TEAMS

Work with Margaret Stewart and other design sthics leaders to understand what design changes would be in line with the goals
of reducing low value rewards and improving user control, Waork with Crystine Gray and lsam to understand how this work fits
into and can benefit dark pattemn wark,

CREATE CLEAR DEFINITIONS
Refing a definition of what aspecis of fealures promole “addictive’ likefproblematic behaviors to target in the audit and how
they're different fromfrelated o dark patterns. Specifically:

« Which features constitute unpredictable, low-value rewards (e.g., certain notifications)
« Which features or sellings promote low-control or automatic behaviors (.9., autoplay)
« Which fealures encourage frequent behaviors that are pressured or unwanited (e.g., read receipis)

DESIGN AUDIT

Perfonm a design audit of the platform with key external behavioral experts, with intermnal designers and researchers, o identify
features thal may lead to habitual and unwanted / low-value behaviors

How we'll work with external expert:

s Share and iterate on our definition of characteristics of features that promote “addictive™-ike/problematic
behaviors. Establish how that's different fromirelated to dak pattems and specify whether we're after just former
or both (thd on our intemal discussions).

+ Engage with a third parly to conduct an independent audit and/or review of the fealures we have identified

« Forrn an alliance where the third party can vouch for the thoroughness and relevance of our approach for targsting
the “addiction” daims

Possible extemal experls (o pariner with:

« 1ristan Harris

o Fros:
= Hehas lots of thoughts in this space ~ he said it's the area he's best positioned o informn,
it'd be helpiul to leam from him.
& Gives him a chance 1o be heard
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= Helpful to deeply partner with him on area he's most informed about o further our
refationship

= He's iikely connecied to other experts in this area we could leverage and lsam from

o Possible conoems:

s NDA?

= What if we don't agres on much or his daims aren't substantiated by other further
rasearch (sg, color red on badges)

= W, from the research side, do agree with his advice but product teams are slow or
urailliing o change things

= He has aven further inside info about what's bad with FB

= ideally working with an extemal expert could on this could make them see where taking
this sericusly and they become vocal advocates of ours we can point peopls o, Likely
won't happen with him

o Things we can do o help mitigate concems:
= Seling expectations: Be very explicit about us wanting o carelully vet/further research
anything suggesied so he knows we won'i necessanly iake whatever he says alface value
and runwith it

= ldentify at the oulset that gelting product teams to make big changes may be ticky, use
this as a challenge for hirn - how can he help us convince product teams?

= Work with addifional design firms and experts in addition o him. Have him co-crsatean
expert panel with us {(we can both nominate and velo people). This ensures miore balanced
thinking, other people that arent us 1o possibly disagree with him, and builds relationships
with other alies to advocate forus.

o Overall this is really risky - high risk but big rewards. Are the poleniial gains {0 our relationship with
Him worth the potential harm this can do/are we alrsady in g bad enough spot with him that possible
gains outweigh harms?

o IDED
» Academics spedializing in addiction and lechinclogy (eg, UK researchers: Dana Kuss and Mark Griffiths). Othess?

EXPLORE/TEST ISSUES RAISED IN AUDIT
Work with relevant product teams to follow up audit with user research, lests, Bit reviews/gathening scientific support on cerlain
issues raised in audit

» Eg., test potential drivers of habitual, repeated behaviors by crealing varants on the platform and examining
associated behavior changes (f badge color being red is raised as an issue test effects of changing nolification badge
cotor

GOALS

» Prioritized, validated list of concerning product experiences that should be fixed or improved

« Consider expanding o adding o well-being principles io incomporate new “anti-addiciion”™ problematic use
principles

o Eg., ‘Behaviors hat are frequent should also be valuabls.”
o Inform argd help move along work on dark patterns (Grysiine I teem and Margaret Stewart's tear)

» Wall-being engagement model and design principles (link): Davine i} =+ Jernifer Guadagno
o Give people the most value in the time they have
= [0 recognize that people have different intentions when coming to Facebook

= Don't design o increase growth metrics without also bensfiting the individual
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o Provide the ransparency needed for people b make dedisions with intentionality and clarity
= Do make it cear what will happen as a resuli of thelr actions

= Do provide defaults that are good Tor people’s well-being, while ermnpowering them o
control their Facebook experence

= Don't impose behaviors on people that are against their best interests

o Create an environment that has a positive impact on people, and thatis easy 1o paricipale in
= Dot create features designed for good that can come off as self-senving

s Dark Pattemn spotting (link}: Crystine [}
« Margaret's Ethical Design work

Additional Thoughts & Info

Q: How is an "addictive”-like design element similar vs. different from a “dark pattern™?

A "Dark pattern” s a UX term refering to inferaclions that are deceptive, or that trick vou into doing somsthing you didnt
want o do.

These inchude misleading or manipulative features or setlings that are designed o encourage a particular behavior that is not
necessaly in the user's bestinterests. These can include single-instance behaviors.

“Addictive”-like design elements are those that promote repeated or poody regulsted behaviors that may have a negative
impact on the individual over time as they continue behaviors that aren't in their best interests.

A dark pattern deviates from user sxpectations; an “addictive”-like design resulls in 2 behavior pattern that is not wanted or
valuable for the user over time (the funclion of the design is 1o promots repested maladaptive or low-control behaviors).

Q: Howis an “addictive”-like design slement similar vs. different from a “dark pallern™?

A" Dark patterny” is a UXterm referring 1o inleractions thatl are deceptive, or that rick you into doing something vou didn’t
want 1o do. These include misleading or manipulalive fealures or sellings that are designed 1o encourage a particular behavior
that is not necessartly in the user's best interests. These can include single-instance behaviors.

“Addictive”-like design elements are those that promote repeated o pootly reguiated behaviors that may have & negative
wnpact on the individual over time as they continue behaviors that aren't in their best interests.

A dark pattem deviales from user sxpectations; an "addictive”™like design resulls in a behavior pattemn that is not wanted or
valuable for the user over ims (the funclion of the design is o promole repeated maladapiive or low-control behaviors).

Previous Notes:

« Work with Margaret Stewart and other design ethics leaders 1 understand what design changss would be inline
with the goals of reducing low value...
o Which fealures encourage frequent behaviors that are pressured or unwanied
e €.0., read moeipts

« Perform a design audit of the platform with key extemnal behavioral expenis, with internal designers
« accompanied by researcher input

+ and researchers, to identify featurss that may lead to habitual and unwanted / low-value behaviors
« Use owr refined definiion o identify and understand the funclion...
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« adding to well-being principles to incomorale new “anti-addicton” principles
o Eg., "Behaviors that are frequent should also be valuable.”

Jennifer Guadagno renamed "Addictive”-Like Design Audit Plan to "Addiction”™/Problematic Use Design Audit Plan [WIP]
Aug 8, 2018 at 5:01 pm

Jennifer Guadagno opened your conversation with Elena Davis, Greichen [}, Crystine i e Jorry I A0 8, 2018
at 725 pm

Elena Davis enabled link sharing - View/Edit Aug B, 2018 at 811 pm
Elena Davis added Jennifer Guadagno 1o the thread Aug 8, 201881611 pm
Elena Davis added vou o a document Aug 8, 2018 a1 6:04 pm

Elena Davis edited Aug 8, 2018 a1 808 pm

"Addiction” Feature "Addictive”-Like Design Audit
Plan

TWIP]
Context

There is growing concem in the public that lechndlegy companies ars deliberately manipulating users by designing addiclive
products that can harm well-being and subvert self-conirol, The prevalence of problemiatic (general} infemel use ranges between
15-8.2% in the US and BEurope (ink), and acadamics are debaling whether 1, FB is fuly “addictive”, and 2. what standardized
definiions we should use o identify FB addiction or problernatic FB use. Regardiess of the dinical definitions here - given that
tearm has reframed the addiction namative o focus on the ways that FB may be contiibuling fo use pattems that people find
difficull to control despite negative inpacts in their ives, and to identify and corredt those contributing faciors. Specifically, what
are the ways that FB can seem rewarding or reinforcing without delivering real value, and what are the types of habitual FB
behaviors that people ind unwanted and difficult to changa.

Background for the audit

Research on reward leaming and habit formation processes point o cerain behavior pattems that promaote repeated, automatic
behaviors that may begin fo operate autside... Teeling lack of contral related to cerlain behaviors, and feelings of dependence on
checking or going on Facebook that could be related to lower well-baing - and could be fueling the subjective, colloquiat
sxperiences of feeling “addicted” to Facsbodk,

relevant Well-being dasign principles

in keeping with the engagement modsl of the well-being team, we have defined guidslines for how teams throughout the
coripany can be incorporating well-being when designing and bullding products. Some of these guidelines are parlicularly
refevant for identifying and reconsidering aspects of the platfonn that are curently promicting “addicive™ ke behaviors.

» Give paople the most valus in the tims they have
o Do recognize that people have different intentions when coming o Facebook

o Don't design to increase growth metrics without also benefiling the individual
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» Provide the fransparency neaded for people o make dedisions with intentionaiity and danly
o Do make it dear what will happen as a result of thelr actions

o Do provide defaults that are good for people’s well-being, while empowsring them to control thelr
Facebook expeaience

o Don't:impose behaviors on people that are against their best interests

« Create an enwironment that has & positive impact on people, and thatis easy o particpate in
o Dot create features designed for good that can come off as self-servng

Research Plan and Goals

internal at facebook

» Work with Margarst Stewart and other design ethics leaders o understand whiat design changes would beinline
with the goals of reducing low value rewards and improving user control

« Rsfine a definition of what aspscts of features promote “addiciive” ke behaviars 1o target in the audit, specifically:
o Which features constiute unpredictable, low-value rewards
= .., certain notifications

o Which festures or seliings promote low-control or automatic behaviors
= €.0., autoplay

o Which features encourage frequent behaviors that are pressured or unwanied
s €.0., read receips

» Perform a design audit of the platform, with designers accompanied by researcher input, (o ideniify features that
may lead o habitual and unwanted / low-value behaviors
o Use owr refined definilion to identify and understand the funclion of those Teatures in areating
“addictive” fike behaviors (L.e., a habit loop that is having negatlive impacts on the person}
o Foliow up with audit with user research on cerlain features to verify the hypothesized functions (%)
o 2.4. fest polential drivers of habitual, repeated behaviors by creating variants on the platform and
axarnining associated behavior changes (ike changing notification badge color)

« lerate on the audit following qualitative user research in September- Oclober and guantitative ressarchin (7
October) If new aspects of the platform are identified as problematic

» Consider expanding or adding to well-being principles o incorporate new “anti-addicion” principles
o E.g., “Behaviors that are frequent should also be valuable.”

with an external third party

« Share and iterate on our definiion of charactenistics of features that promote “addictive’™ like behaviors
+ Engage with a third party o conduct an independent audit and / or review of the features we have identified

« Fom an slfiance where the third party can vouch for the thoroughness and relevance of our approach for targeting
ihe “addiction” daims

Related work within the company

Well-being engagement model and design panciples (link)

o {7With a third party?) Review features and default sellings on the platform o identify unnecessary examples of
frequent low-value reward signals, aulomatic unwanted behaviors that contribute o low perceptions of conlrdl, and
problematic domains that come from user interviews and/or the problematic use quantitative analysis

Yhat Facebook features are implicated in:

Frequent, pressured or unwanted behevdors {e.g., read recsipts)
Low-control or automatic behaviors {e.g., autoplay)
Unpredictable, low-value rewards (a.g., certain nofifications)
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Principles:
Things that are frequent should be wanied and valuable

Q: Howis an “addictive”-like design slement similar vs. different from a “dark pallern™?

A" Dark patterny” is a UXterm referring 1o inleractions thatl are deceptive, or that rick you into doing something vou didn’t
want to do. These include misleading or manipulalive features or seltings that are designed 1o encourage a particular behavior
that is not necessartly in the user's best interests. These can include single-instance behaviors.

“Addictive”-like design elements are those that promote repeated o pootly reguiated behaviors that may have & negative
smpact on the individual over time as they continue behaviors that arer't in their best interests.

A dark pattem deviales from user sxpectations; an "addictive”™like design resulls in a behavior pattemn that is not wanted or
valuable for the user over ims (the funclion of the design is o promole repeated maladapiive or low-control behaviors).

Examples of cases that may be both “dark pattems” and “addictive”like: All Roads Lead to Watch (since it seems like i could
promote automatic or unintentional behaviors when coupled with autoplay), and low value or *fale” notifications fike alerts that
you are connacted on Messenger or have a particular seiling med off (promioling frequent checking behaviors and perceplions
of reward without delivering gratification).

Elena Davis edited Aug 7, 201881 1139 pm

What Facebook features are implicated in:

Frequent, pressured or unwanted behaviors {e.g., read receipls)
Low-control or automatic behaviors {e.g., autoplay)
Unpredictable, low-value rewards (a.g., certain nofifications)

Principlas:
Things that are frequent should be wanted and valuable

Elena Davis edited Aug 2, 2018 a1 6:31 pm

"Addiction” Feature Audit

Context:

Research on reward lsaming and habit formation processes point to certain behavior pattems that promiote repeated, automatic
behaviors that may begin to operate outside of an individual's conirol. We hypothesize that unpredictable, low value rewards
and cuss that promole frequent, autormatic, undesired hehaviors are contribuiing 1o reward leaming and habit formationina
way that is not sligned with users' infentions or preferencas. These may lead to feslings of being manipulated, feeling lack of
control related to certain behaviors, and feslings of dependence on checking or going on Facebook that could be related 1o lower
well-baing.

« {PWith a third party?) Review featurses and defaul setiings on the platfarm io identify unnecessary examples of
frequent low-value reward signals, automatic unwanted behaviors that contribute o low perceplions of conlrol, and
problematic domains that coms from user infenviews and/or the problematic use quaniitative analysis

o Work with Margaret Stewart and other design ethics leaders to understand what design changes would be inline
with the goals of reducing low value rewards and inproving user confral

Elena Davis created the document Aug 2, 2018 al 6:32 pm
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