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Chrome (Android and ChromeQS)

requirements for supervised accounts
Authors: [

Updated: Jun 2020

Summary
As part of an on-going privacy incident investigation (| G - 2ve commented (1]{ N C-- | o

access o this please?

put together this document to summarize the requirements and CUJs involving supervised - Assigned to I
user experiences in Chrome, as well as our understanding of the features that were built in o 3
R . g 2 Commented [2]: | don't have access either. Ask
Chrome to support supervised child accounts on Android and ChromeOS devices. We * from incident management
propose that the Requirements & CUJs should serve as the rubric by which we assess how team?
_Reassigned to SN

well the current implementation in Chrome supports the key legal, privacy, and product
requirements. Per alignment with the impacted teams, the ownership structure of these
CUJs are captured [ HYPERLINK
"https://docs.google.col

\h ].
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[ TOC \h \u\z \n\t "Heading 1,1, Heading 2,2,Heading 3,3,Heading 4,4 Heading
5,5,Heading 6,6,"]

Terminology

Family Link - Google product to enable parents to manage their children’s supervised
accounts.

Unicorn accounts (“Unicorns”) - kid accounts under the age of 13 (or age of consent)

Supervised account - I
¢ 7cL < N\ S
o o
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® 1P services will show ads according to the policy of the account signed into the tab
or app

® Chrome browsing data, bookmarks and passwords will be synced to the primary
logged in Unicorn Account instead of the EDU account. All other data for tabs
where a user is logged into GSFE will be logged to the relevant GSFE core or
additional service in accordance with the GSFE privacy notice.

More details are captured in the [ HYPERLINK
"https://docs.google.com

A | 21  HYPERLINK
"https:/docs.google-cor
N |

Secondary account sign in with EDU accounts is not yet supported in Chrome on Android.

Other features

@® Website permissions such as camera and location are blocked by default (behavior
can be changed by the parent in Family Link)

® The parent can remotely clear a child’s browsing history (but not see it) in Family
Link

® (ChromeOS only) Chrome Web Store and extensions are disabled up until M83

| Commented
atis
| relevant for Chrome browser.

Known issues

1. Supervised users can use tools in Chrome Ul to remove cookies and get around

restrictions (e.g., [ HYPERLINK " NI \- | [ HYPERLINK
I )

2. Website blacklisting/whitelisting is flaky (e.g., [ HYPERLINK
I | HPERLINK
Y " .| HYPERLINK
I "

3. Parents have poor comprehension of how to define a domain vs. url sufficiently to
achieve the desired behavior in website black/whitelisting (e.g., [ HYPERLINK

I |

4. Supervised accounts remain signed-in to Chrome after being removed from the

device ([ HYPERLINK [ \»

5. Website restrictions don't work on webviews (e.g. [ HYPERLINK ‘[N
\h])
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