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afety State of Play (9/24)

Note: This decument is sut-of-date. It veflects where are were with the vavioas policy discussions velating to children on
pur apps as of 8724,

Child Exploitation

Policy Landscape

Chur encryption announcement has created tremendous anxiety among CSAM safety stakeholders, and generated significant

legislative activity across the globe centered around exceptional aocess and other technical requirements and/or intermediary
content Hability, as well as calls to break us wp. Mulii-nationad and multi-sector bodies, including the Five Eves, the FUTF, and
the WePROQTECT (Flobal Alfiance, ave driving a coovdinated campaign against avr message encrypltion plans, which has

canght the attention of our adveriising clients as well as lovge foundations such as the Oak Foundation and Nkoll, and driven
shareholder inguiries. 4 spike in CSAM veporting and increased dependence on online technologies duving the pandemic has
made this issue COVID 19 resifient. There is yome risk we become isolated from the vest of indusivy, which contd vesult in 8

specific solutions (e.g., Apple hus tried to differentiate FR e2e messaging based on social graph). Priovity Countries: US, UK
Australia, India, EU and Brozil (other potential hot spoty due to high incidence rates and/or active child exploitation legislation

Philippines, 5. Kovea, Tatwan, Japan, and Scuth Africa).

Legisiative/Regulatory Action

Trends:

o Child Safety concerns leading fo expansion/conflation of illegal and harmful content regulation. Following UKs
Online Harms Paper and Germany MNetzDIG, Australia has proposed expanding the eSafety Coranussioner’s remit to
endforce on expanded hamw (e.g bullying & harassment) vot only for children bul also adults and is also extending the
scope of harms from illegal to harmfuld content. Couniries such as Brazil, the Philippines and Indonesia are all considering
mustformation and child safety in the same category in recent Jegislations. In Palistan child safety issues are being used o
push the Citizen Culine Protection Rules to curb free speech.

o Dedicated child safety vegulators being proposed. Ausivalia and Fiji already have an eSafety Commuissioner,
Legislators in Freland, Taiwan, the Philippines, and South Korea are considering similar otfices and India has proposed an
elafety Conunissioner for each state,

» Multiple reporting reguirements: India, South Korea, and Portugal are introducing legislations that will require us
report CSAM direetly to local anthorities and not accepting NCMEC reports.

s Competing legislation expesing safety/privacy fensions: The ePrivacy Directive v eSafety steatogy, and secrecy of
compranications provisions in Japan v Japan’s Arpended Teleconumunications Broadeasting Act guidelines on SoC
provisions and and secrecy of conananications provisions Korea v intermediary liability law for MCH and CEI that requires
collecting and sharing of more user information with local authorities/civil complainants.

Specific Bills:

« US:EARN-IT, Dol/White House Section 230 reforms, Platform Accountability and Consumer Transparency Act, Online
Freedom and Viewpoint Act, House Appropriations Bill on Labor, HHS, and Bducation finding, Transparency about
Online Child Sexual Abuse Material Act

o LK Cloud Act negotiations, TON, Online Harms Bill

s ALl ongoing consultation on Online Safety Act, o-Safety Conunissioner Safety by Design Principles

e Five-EByes: Vohmtary CSEA Principles

o India: traceability, amendments to "Protection of Children from Sexual Gifenses Rules, 2020" requiring divect reporting
wihability

e Brazil: proposed amendmrents o "good samaritan provision” in Marco Civil

s HU: BEUIF technical requirements and best practices, EU CSAM hub, Audio Visual Media Services Directive, Digital
Services Act, CSAM Legislation

o Philippines: Aoti- ATIP hill-Gntermediary Bability, duty not to host CELL mandaies turn-around- times, requires platforms o
preserve evidence and proactively report CEI diveetly to local LE. Safer Internet Bill (parental consent for U18s, TATs,
“harmafil” content regulations); Anti- ATIP bill (intoomediary Hability, mandated TAT, evidence preservaiion reguitements
and proactively report CEL divectly to local LE)

s South Korea: intermediary liability law for NCH and CEL

s Japan: National Police”s anmual report on Child Sexueal Explottation and Sexual Bolicitation of Minors; Amended
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Telecommunications Broadeasting Act guidelines on SoC provisions; Provider Limited Liability Act (provision of user
information to civil complamants, incl phone numbers)

o Belgivm: NCT legislation 6 hr takedown or Hability

o Germany: NetzDG

o Ireland: Online Safety and Media Bill

e Kenya: Cybererime Bill 2018

« Zimbabwe: Data protection and Cybererimes Bill 2020

)

o Other: 3.Africa, Japan, and Taiwan also have jegislative activity

Where we think we are most valnerable and need to step up our efforts.

immediate Product Vulnerabilities

« CTElclassifiers: low accuracy prevents auto actioning

o Grooming classifiers: lack globai efficacy

o Rooms: livestreaning abuse

« Pphemerality: negative impact on ability (o repart

o Interop: increased discoverability and reachability across apps. particularly for G where we have few child safety
protections in place

o NCMEC reporting: spike in volume, poor metric, new safety mitigations have not yet driven down numbers and resistance
to measures that likely will

o WhatsApp: link sharing on social platforms + WA group discovery apps in app store enable CSAM discovery and sharing

« COVID review constraints
o 1G: uncenneeted aduits being able to find and message minors in Instagram Direet, coupled with significant knplicit
sexualization of minors and evidence of potential tafficking and solicitation

Areas of improvement

While some govesmiments will not be satisfied with anything short of a backdoor, offering limited client-side scanning will satisfy leading
safety stakeholders (NCMEC, TWF, NSPCC, Thom,...) and many governments, It will, however, alienate some privacy stakeholders,
Other areas where we can step up our efforts to help manage our velnerabitities and push back against efforts to require encryption

backdeors are listed below (seme of which are underway)

o {SAM:

o maprove CEI classifier, use Google safety APE to help prioritize and launch CEI solicitation classifier

o

o close enforcerent gap w/v/t CEI recipients

contextuatize NCMEC numbers, stand up better metrics

-

o demonstrate through upselling of reporting and packaging of metadata and info from public spaces, ete. that
& & £
we ean still aid/enable more investigations than LE currently pursues

s Minor Sexualization:

o lmench stricier policies and enforcement w/i't the sexualization of roinors on our services

o develop specific stricter policies for groups {e.g., group names, conynents,..,)

o fmprove minor sexualization clssifier,

« Trafficking: build sex trafficking classifier with a focus onminor sex trafficking

o TC Project Pratect: fast rack some key wins like universal video hash sharing, research on chent-side solutions,

independent accomptability system that tracks to CSEA vol principles

o Livestream, real time calls and other remaote presence products: develop content independent CSAM detection
tech, wiretap capability, in-call reporting/reportability with evidence capture o ensure reviewability upon report, user
education/self-remediation interventions before, during, or affer {(e.g., safety notices, upsell reporting/blocking)

o Tnterop: strong discoverabifity and reachability controls, including further restrictions to PYME and GYSJ

o Ephemerality: adelt<>minor carveout for Vanish Mode and/or some way to enable content reporting and review

« Classifier global resilience and efficiency: coroprebensive audit (o assess and enswe child safety classifiers are
effective giobaliy. Improve global efficacy of our text classifiers that detect inappropriate interactions with children, which
would help enable autornation of hard actions (disable/report} against groomers.

e IG:
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Extend existing MSGR Safety tips for scams, impersonation, child satety/HC in 1GD;

Expand policies on borderline content re minor sexualization and build classifiers o detect and fake action on
problematic aggregated content on surfaces Iike Explore, hashtag pages, Reels,

beiter age-related logie for preventing conversations between unconnected adults and minors

o Launch “Involves a Child” feedback tag where missing ¢.g., in FB Groups and 1G comunents.

o Build aceess o inergency support ko reporting

o Groups:

s}

o robust systern for removing apps that categorize and make searchable group invite links to WA groups in

violation of our termns of service

o robust system notifying platfonns wixn users share group mvite links for alicged WA CSAM groups

o User Education: robust ongoing in-product user education on safety and privacy wols, as well as global program
o Well-funded global digital citizenship and wellbeing program similar to Google’s Be Intemet Awesome

o Safety education vides for mimors at sign-up or early it account and potentially to uniock certain features

o Review Capacity
o Legal signed off on WFH review, fast tracking discussions with GenPac

« Big Bets:

0

> We also shouid consider establishing ourseives as the indusuy’s world leader on child safety through a large

scale investment @$20-40M in the development of robust external ecosystem to thwart CSAM and support
victime {“Big Safety Investment™), would nclude mutiatives like global child help textline, global case

management fool that aggregates all case data for investigations and helps with prioritization, and scaleable

autorated systern for x-mdustry threat mformation sharing.

o Deveiop a white paper following on our content regulation white paper that cutlines a robust way to

suceessiully and measurably address industry efforts to thwart CSAM

Extent to which there is work ongoing 1o address the 'areas for improvement' and opportuniiies flagged.

internal Readiness/State of Play

With a strong PM, the pressure of €2e, and a fimdamental commitment to child safety, we are making real progress across many of the
areas of improverrent listed above, BUT we could be doing more faster if we had a dedicated piltar within the company and an

executive fevel sponsor.

A

B

C

D E F

| I Avea

Additienal notes

B2

Ready; work ix

complete [ ongoing and

on track
2 Sexualisation of minors Ungoing: Expanded minos sexualisation policy
policy in Ociober

4 {CSAM profile fevel
reporting on IG

Compieted: profile- fevel reposting option for
CE}

s CEI Se¢arch Interventi

53 Rooms

Skipped deterrance search intervention. Work
ongoing to ingest new keywords, adjust to

adversarial action and make available on
additional products (3G hashtags, 1G handle
naroes, 1G direct thread names and discovery
search)
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Completed: Suspected groomers are hlocked
fronn video chatting with mins,

NCMEC numbers
contexiualization

Ungoing: pricritized by Child Safety DS

9

Interop minor protections

Ongoing: Just as unconnected FB adulis cannot
currently inttiate messaging with FB minors,
1GD adults wili not be able to initiate messages
with B minots (ETA ahead of Interop giobal
faunch): preveniing unconnected FI3 adulis with
a high TIC score from being able to reach out
1o 1G minors. Completed: most

conservativ

private reach and messaging
controls for minors and high vohume recipients,

1

Messenger Safety Tips

Ongoeing: Safety Tips for Minors when
interacting with suspecied groomers is planned
for cross-app commuanications. ETA for 1G:
October/November

Tincan /Secret
Conversations and Vanish
Mode carve-out

Completed: Suspected groomers are now
blacked from Secret Conversations and will be
blocked for Vanish Mode. Users will be
educated on their ability to report Vanish
Mode messages for 1 hour {on Messenger}
and 14 days {on G Dizect) after the message is
seen. Needed: uaderstand work on | hour
refention period and CO review capacity fo
upsell reporting in addition to education

HC classifier use on G

Completed: BC Classifier calibrated and
operational allowing child safety mitigations

such 28 gating suspected groomers from Vanish
Made.

13

Improving text classifiers
te detect grooming

)

COVID review challenges

i1 Progress: Legal has signed off on WEH
review of graphic content on a voluntary basis,
thereby increasing interizal review capacity and
allowing us to bring on vendor(s) whose
employees are voluntarily wiiling to on CSAM
review. {0 has initiated conversations with
vendors (in particular Genpact) but it will tale
weelks to get this up and rerming.

Google APY

In Process: started using Google’s Safety APLL
which includes a powerfis] child nudity classifier
enabling us to more rapidly enqueue and
review CEY and significently improve our action
rae.

Somewhat ready; work
is angoing but more
resenrees are needed

Interop: discoverability
and reachability

Needs more resources: Strong discoverability
and reachability conirols, including futher
restrictions to PYMK and GYSJ

Interop minor protections

Planned: Hiding minors” context lines {from
unconnected adults when they message minoss

in cross-app communications and blocking
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20

RTC and Rooms

B
—]

On-going: In-call reporting with evidence
capture worky RTC has conunited to bringing
themseives into parity with Rooms safety
migations, which at miniman inchudes featire

gating high-visk users. [n discussion: user

education/seil-remediation mterventions {i.c.
safety notices, upsell reporting/blocking) and

”~

X-industry video hash
sharing

Needs more resourees: Initial conversations

underway to develop universal video hash
sharing in collaboration with key pariners like
Thorn whe have done early work and our
ensourcing of PDQ-TMKE in 2019,

canversation up threugh Monika to meet with
MLT and could use your support. We are also
getimg ready to meet with

Classifier global resilience

Needed comprehensive audit to assess and
ensure chiid safety classifiers do not operate
with bias; Ongoing: Child Safety engineer work
to update text classifiers to more casily
internationalize and itegrate new fanguages for

proactive grooming detection. Needed: Similar
efforts for langaage- agnostic, image-based
classifiers.

[ ao]
W

1G Private by Default for
Minors

Two-week fest running to explore the viability
of Private by Default for all minors

Recidivism

Ongoing: Experimenting with SUMA (Single
User Muitiple Accounts) to identify Jinks
between accounts controiled by the same
person who has been identified as as groomer
and then applying friending restrictions to new
accounts created by the same actor, Resulis
are promising (prevalencs deita between test
and control is -45%} and show that actor-leve

restrictions can amplify our ability to prevent
recidivisim on owr platform. Need More
Resources: We currently don’t device disable
accounts {lagged for grooming i it is associated
with 3 active, non-fake accounts, However,
preliminary data analysis has shown that the
majority of devices we were not able to disable
wete grooning vielators and were not disabled
precisely becavse of this 5 account raie.
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Buiid classifiers to detect and take action on
problematic aggregated content on surfaces

f i)

hike Fixplore, hashiag pages, Reels

360

Detecting munor
sexualization

Minor sexualization policies launching in
October, however Al tooling is not mature
enough to proactively detect this content at
scale

31

Block reach of
unconnected ackifts to IG
IYETOTS

Unlike MSGR, on OG messages can be
initiated by unconnected adelts to minors, For
interop. this nile is preserved in MSGR, but
not for cross-networl messages sent by B
aduits 1o IGD minors or IGD adalt 0 IGD
minors. Grooming on {G ~38x as much as FB,
Growth however coneerned about biocking FB
parents and older reiatives from being able to
reach out to their IGD children/relatives.

W
|35 ]

Reporting CSAM

Launeh “Invoives a Child” feedback tag where
missing e.g.. in FB Groups and G conunents,

s
n

Upsell reporting for Vanish
Muods

Vanish Mode messages sent in HGD are
retained for 14 days and in MSGR are retained
for 1 hour, The bulk of user reports for HC
{57%%) and CEI (46%6) in MSGR and 1GD are
sent within the first hour. Afler the first hour,
the number of reports drop off dramatically (2-
5% made within each subseguent hour).
However, product does not have the CO
respurce capacity to support reporting upsells
within Vanish Mode to educate the user that
even ephemeral messages can be reported and
that they have a limited window of time in
which to do so. Onee cur ranspareney report
is released, governments will seize upon spikes
i onr NCMEC reporiing nurnbers during
COVID-19 to fuel calls for exceptional aceess
legislation. We shouid make clear to product
and CO that during 2 tme when we have
mereased CET activity on our platform, we
should prioritize reporting upsells for Vanish
Mode before giobal launch.

Sex trafficking classifier

We have one engineer dedjcated fo this work
and we have no data science sepport to do
some basic understand work 1o fower the
serikes threshold for prostitution and sexual
solicitation strikes {currently set at 1 7x, which
15 100 high). This area is severaly under-
resourced given our SESTA-FOSTA liability.

o
wH

Proactive CHE video and
wmage classifier

Gur CEI video and photo proactive clagsifiers
do not perform well encugh fo auto-action
consterst beeause we don’t meet required hard
actiom {delete) or soft action
(dorwneanks/guarantine/friction) thresholds, This
has implications for conpany priority products
and the future of their child safely measures,

Suggestions on how we might kick stari corversations on this werk.
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Recommendation

Overall, we have XEN alignment on the areas of improverment and priorities and with a strong PM a good bit of this work is in process
and on a relatively fast track. The biggest challenges here are stracture and resourcing
On the product side child safety sits inside broader mtegrity efforts, which means priorities are balanced against alf harms. As 2 result,
we sometimes have to depricritize child safety when certain issues take precedence {e.g., US Elections, racial injustice....). We should
consider setiing chikl safery up as a separaie vertical similar to privacy, with requisite stafling and funding. Assurning the vertical had an
executive fevel spousor, doing so alse could help with weighting v growth and privacy when making decisions (e.g., -
--, age modeling, client side scanning). We might even want to consider a structural change closer to what we have done
wiih health where we pull together the integrity challenges {child safety) and opportunities {youth ceniered features and apps) work;
perhaps this conid unlock ail kinds of product opportunities (e.g., Messenger Kids, tween apps).

That said, it pushing for this is too big a lifl, perhaps policy Jeadership could initiate a comparative analysis of how we prioritize child
safety versus other top areas of concern like privacy (e.g., headeount, research funding,...) and then use that to have a more robust
internal conversation regarding owr comimitment to child safety: and in the meantime, to deal with the most imimediate existential threats
outfined above policy leadership coukd:

provide HC for a child safety policy SME wha focuses solely on driving a child safety strategy

push for product shifls {hat would dramatically decrease the nuwber of cybertips ahead of eZe launch (e.g..--
L

push for whatever HC and resources are needed by child safety team in CT to help the do more, fasier ahead of eZee;
note: this isn't something I have run by Guy

push to improve car age inodels and make them globally operational since alf child safety mitigations rely on underlying age
models; noie: some of this was discussed as part of age verification discussion, and ihere was commitment to do
some of this but

help unlock exploration of the most privacy sensitive client-side scanning in case we need it as an off ramp

consider a large scale investment @320-406M in the development of robust exiernal ecosvstem to thwart CSAM and
support victims {“Rig Safety Investment™

Age Assurance/Appropriateness

Where are we with the vavious policy disenssions relating to childven oa our apps.

Policy Landscape

With increasing frequency safety stakeholders are demanding that we de our utmost to keep 113 users off our platform and
that we appropriately account Jor U148 users in the design of our services, Gaps in this area help Juel ondine harms legisiation
and regulation of variows kinds, as well as significant negative stakeholder feedback and PR, With a few Key product changes,
regrdatory collaboration and/or investment in vesearch we can prevent ill-considered legislation (e.g, reguiring id age
verification at sign up. {8+ requirement for social media,... ), secure the support and confidence of chitd safety stakehalders,
including policymakers parents/cavegivers, and rveduce bad press. Priovity Countries: countries of jurisdiction, US and Ireland,
and countries that ave highly vecal and influential in vegion AU, UK, Brazil, Souih Africa and india.

Legisiative/Regulatory Action
Trends:
« Growing mementum for mandatory child safety by design: Prompted by UK's ICO Age Appropriate Design Code

and Australia’s eSatety Commissioner’s Safety By Design principles’, more and more poficymakers around the global are
Jocking at child safety by design requirements

s Increasing number of countvies adopting >13 age of digital consent, pavental consent and age verification laws:
Policymakers in India have proposed legislation requinng parenial consent for those under 18: policymakers it vatious
Afdcan countries exploring the same; and i Korea where such legislation already exists they are explormg mechanisms for
verifving parentai consent.

Specific Bills:

o US: FTC to update COPPA rules {expected in 2020}
o UK: Age Appropriate Design Clode (hikely implerented in Hi 2021 subject to Parliamentary approval), Online Harms Bill

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00037243
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s freland: Child Safety and Media Regulation
« Australia: eSafety Compmssioner”s Safety by Diesign principles, amendments to the Online Safety Act

o Brazik Intemet Steermg Coranuites ("CGI™) focused on ads for roinors and use of minors data {e.g.

2015)

s Cermany: Federal and Interstate Youth Law (likely o come into offect in H2 2020; proposes browser-level age
verification tor German cifizens)

o Souih Africa: Protection of Personal Information Act 4 of 2013 (July 1, 2021

s Philippines: Safer nternet Bill {parental consent for U18s)

« India: Personal Data Protection Bill, 2019 (requires age verification and parental consent)

o SSA: Zimbabwe's Cyber crirnes bill (parenial consent and robust age verification), South Afnica Films and classification
amendment act 2020 (registration, self classification, age verification for porographic sites), Kenya Data Protection Act
2019 {age verification for under 18°s onsocial media platforms)

» Indonesia and Philippines: Draft bills wir/t age-verification to ensure minors not exposed t “appropriate/immorat
cottent”

s Souih Kores and Japan: Proposals requiring we venify age through mobile phone ruanbers

» Colomobia/Perw/Paraguay/CENAM: routine bills on mandating blocking conient for kids (video games, social media,
educational, etc)

Where we think we ave most viduerable and need to step up our efforts.

Immediate Product Yulnerabilities

s We lack a U13 classifier, insufficient means 1o detect and remove u13s af scale

« We also have deprioritized ul3 enforcement because COPPA comphiance is at risk when we sit on knowledge of ul3,
meentivizes not knowing

» Age prediction models are not that aceurate, reducing the efficacy of classitiers like the groomung classifier and requiring
more reliance on homan review

s Age predistion madels are not globally operational; as a result, ntegrity measures that leverage age are inconsistont and
uwrreliable, ncluding child safety protections

s Apge prediction models are not globally resilient, they tend to perform better in Western markets and worse n emerging
markets

s Age models do not work as well on IG; as a result, we have no ability o more granularly gate nunors out from age-related
experiences on Instageam.

s As 3 result of all of the above, are age- gating docsn ™t work as well as it should vet we wifer age- gated products like Watch
Together, FB Dating,... and we have minors who appear as voung as 12 years okl

e Lack of ul8 checkpomt: Risk having ul8 users on 18+ products like FB Dating, Marketplace, Mentorship, or as under-
age parents om Messenger Kids

« Age venification: We remain reactive on age verification, pushing for a device side solation, when we’re getting increasing
policymalier pressure to be proactive while our corpetitors mmprove their approaches

Areas of improvement

The development of a device-side system for age verification to block U13s from our services will go a long way to addressing the
concerns of child safety stakeholders, but we should fast track that effort. We also should inprove our age Wdentifying classifiers and
expand “age appropriate” protections and experiences. Below are specific suggestions:

s U13 enforcement:
o Prioritize cross-enforcement of ©13s on IG who have hard-Imked FB accounts.

o Clear current ul3 backlog (~700K job backlog) which is currently not resourced.

+ Ul enfercement:
o {Create an ul8 checkpoint to effectively manage gating ul8s from 18+ products
s Age verification:
o Use age prediction incombination with age verification checkpoints to gate based on age-gated product or
content.

¢ Age Model improvements:
o Expand best available age maodels to more markets

o Improve age model acewracy m emerging markets

o Improve age models on G, we currently only have stated age for ~67% of B3 users and age models don't
work as well, need IG leadership to consider collecting age for the rernaining users for whom we have no
stated age.

s Age Andit:
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o Review our defauit seitings and gating o rainors, pressure test them identify improvements {e.g. GYSJ and
PYMEK restrictions), and implement therm

o Safety by Besign:

o Develop a “safety by design” process or produet safety review similar to privacy review

o Fducation:

o foproduct UIR specific user education on safety and privacy tools {e.g., nigue user education al sign up)

s Age appropriate sxperiences:

o Develop 13-16 yo, 16-18 yo and 18+ experiences

Extent to which there is work ongoing to address the 'areas for improvement’ and epportanities flagged,

Internal Readiness/8tale of Play

Crverall we are quite vidnerable when it comes to age management on owr apps. To sorne degree that is because leadership has decided
tor live with cortam risks at least in the near term. For example in March, we decided we would not build a classifier to detect minors
wnder 13 vears old. Identity Integrity identified a PM who will own age verification but we will only priovitize this work when we face
clear legal obligations to dor s, Instead, we will push indusiry partners for deviee/O8 level age verification and manageoment solutions as

they are best placed to do this well. At the same time, leadership did not rule out Improving our age classifiers and we are building age

spesific experiences, but that work is not advancing with the same speed as external pressures on this subject,

A

B

&

D

E F

i | Area

Rusdds: work s
complets Canoning and
otk

Additional notes

("5

Preventing unconnected
actulis froro matiating
messages with FI minors

Using a combination of staied age, age
prediction maodels, and hard-matched
or high-confidence soft maiching,
product work is ongoing and on frack
to prevent unconmected G adults from
mutiatng messaging with FB minors in
Cross-app comnumications.

4 Parental Conirols

Work is ongoing 1o bring parental
comirols o Oculus - - the only gaming
platform that doesn™t have parental
controds, Unification across the
sompany and account linking puts
Geulus on notice of vsers” ages. Butas
a platform that will largely poll foun FB
data to predict age, backend
protections for nunors on Ocudus will
also rely npon improving our age
models.

S Somewhat veady; work
is ongoing but more
resources are needed

6 IG Age Affinity Models

Core Dirensions is building out age
affinity models to drive the appropriate
usage of age on 15 through better
onboarding, usability and enforcement.
However, age models do not work as
well on IG beeause 10 only started to
collect age data for new signups in
Precember 2019, Thus, we currently
only have ags for ~65% of IG global
Monthly Active Users using stated age
{using either an G stated or B hard
matcly), Age collection on G has
previousty been criticized as being for
the purpose of targeting ads, and
mfrusive tousers who do not
necessarily need to bring their
apthenticated selves 1o the platform.
Relying on stated age on similar apps
m the mdastry also have also resulted
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in age lying and misrepresentations,
and fines for sollecting children s
personal information. While IG
leadership has been periodically
engaged with Core Dioensions, we’d
reconunend acoclerating progress en
these improvemenis and have strong
{eadership backing to privritise age
moded maturity on G
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7 13 enforcement

Cmgoing: Recently, Identiy Integrity
did agree to enable cross-enforcament
of ul3s on IG who have hard-linked
FB accounts since basic COPPA
complizmes is at visk when product
does not priornitize checkpointing and
disabling ul3s, There is a chanee,
however, that this fails to get resoueced
because of engineering constraints on
that team. However, the
current ul3 backlog (~450K job

e’s also a

backlog) that must be addressed via
workload allocation and automation
(Le. auto-aceept all other age change
requests, which is a combo of people
going from 13-18 > 18 and people
going from >18 to 13-1&}), This
backdog s currently not resourced and
has been escalated to Ops Resourcss,
In the current state, we would not be
able to reduce the backlog t zero for
another year. The cross-enforcemment
of ul3s may also be at risk if the 2020
elections need more nvesiment.

& Global use of age models

The best performing age mode! 15 not
yei globally operational, which leads to
a patchwork of mtegrity measures
across the company that leverage age,
meluding our Cluld Safety roodels that
provide protections for minors on our
platform. We need more {a) review
resources to establish ground truth
data on age m priovity markets, which
takes headeount and capital, as well az
(b} more engineering rescAirces 1o
irvest m moded improvernents where
accuracy is poor {e.g., India). We
could start by engaging with Core
Dimensions (the product tearn who
owns the age models) on what markets
we've identified and stack ranked as a
Policy arg to priovitire with their
available H2 resources.

g Accounts You May
Follow {(Instagram)

Linlike Facebook s People You May
Know model, which prevents
wnconnected adels from discovering
or initiating conversations with minors,
Instagram has no simibar logic for
Aceounts You May Follow, largely in
part because we historically did not
have age-related data for 1G acoounts,
We're in the process of deep-diving
o true positive prevalence labels to
determine the most comunon surfaces
where violators find their victims, so
we can measure the impact of our
efforis 1o reduce roinor discoverability
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10

o selectad surfaces {e.g. search,
suggested acoounis).
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I3

Agedataon IG

Age moidels do not work as well on I

because G only started to colleet age
data in December 2019, In addition,
Adamn Mossert will not support
upselling age collection for existing
users because he sees it as indrusive
data collection, Thus, we currently only
have stated age for ~67% of G users.
We reeornmend engaging with 1G
{cadership on collecting age for the
remaning ~33% and prionitizmg age
moded maturity on G,

12

Addressing virality on
lnstagram

Minors who go vieal on Instagram will
iikeely experience ncreased mteractions
with unknsrwn people. As their content
and by extension their account
becomes surfaced to more
unconnected people, they would
benefit from additional protections that
they can turn on, ke lroiting who can
send thern private DMs or follow
requests. However, with a lack of age
data, we cannot effectively develop
solutions at scale that address virality
of minors on bstagram without also
generating a large number of false
positives / false negalives.

i3

nability to avtomate
groomer disables

Our biggest enforcement gap in
refation to age for child safety is
currently cur mability to antomate
decisions acourately to enfoace against
greomers, The Adult Classifier -
while 1t is our best available age model
to determine whether someone is a
teen or non-teen — cannot determine
age gaps at a granular level wiuch
hampers our ability to action our
policies, which rely on making specific
age determinations, 1.6 if the vietim is
14 years old or vounger and the
offender 1s 18, disable and escalate but
if the vietim 13 15 and the offender
18, checkpoint the offender. However,
single-year gramularity is really difficult
tor achieve with machine kaming
models. Thus, we'd also need
additional human reviewer vestiment
io get better at this.

14

{18 checkpoint

We do not yet have produet support
o1 resourees for an uls checkpoint
where we can efficiently roanage ul8
users who are reported or detected on
18+ products like FB Dating,
Markeiplace, Mentorship, or as woder-
age parents on Messenger Kida,
Identity Integrity, which owns
underage checkpoints, has no plans 1o
mvest i age management n H2 and
will nsteasd privritize impersanation
work, Central Privacy has decided to
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stand up a small team on youth privacy
but they have not yet hired a PM and
have offered to priveitize a fow low
business cost/high policy mpact
projects for H2. I Identity Itegrity
cannol prioritize age because of LS,
GE 2020, our best opporfuniy might
be with Centval Privacy’s willingness o
hedp and we could push for ynmediate
hire of & PM to make some progress
on this work i H2,

15 | Age verification pressures | We will likely contiruie to face external
pressure to verify age. YouTube
announcad this weel that they will ask
European users o provide proof that
they're above 18 if they seck to acoess
age-restricted videos. The goal is to
help YouTube comply with the E1’s
audicvisual media services directive,
which requires platforms o protect
minors aganst harmful material. We
could take a siular approach where
we use age prediction o put people
i additional age verification
checkpoints based on whether a pisce
of content or product featare is age-
gated, We could also treat all users as
ul8 for any of these age-gated features
or eorttent vntil cur age models
generats a predistion that they’re over
18, The challenge is gotting our age
maodels globally operationsl and
Justifying such an approach to product
growih feams.

How we might kick start conversations on this work,

Recommendation

Chr overarching reconunendation is the same as mentioned above, creale an independent child safely vertical, and mchude this issuc as a
priority within that vertical to ensure it the proper focus and resources . Again, if that is too big a 1ift, to deal with the wost immediate
vulnerabilities w/t/t to age assurance, management and appropriate design policy leadership could:

provide HC for a cluld safety policy SME who focuses solely on driving a chald safety strategy
sign off to condoct an expert audit of our defaull setiings and protections for minors, wenify improvements {e.g. GYSF and
PYMK resirictions}, and implerent thero.

ensure produst and CO have the resources need to act on knowledge we already have, Le. clear our backlogs, disable
verified ul3s, build an ul8 checkpoint to review nunors who bave been reported on 18+ products like FB Dating, eic..
eotablish as basie company principle that ifwe're using predicted age for business purposes, we should do the same for
enforcing on age/safety

support improving our age classifiers and operationalizing them based on a stack ranking of our most sensitive policy
markets

priortize rapid Improvemend of G age models given younger demographic

urge Contral Privacy o fast track hiving of a vouth privacy PM and to prioritize a few low business cost/high policy impact
projects for H2

581

Policy Landscape

While 551 experts support our existing policies and ovr commitment to ongoing review of our policies, the need to explain the
ever incredsing vate of death by suicide and concerns abovi the impact of sociol media on youth well-being move broadly keep
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s winider heightened scrutiny in this area — most notably in the UK. Specifically, this wansiates into concern among some
policvmakers and stakeholders that almost any exposvre to this content for minors “normadizes " it and puts them at risk, and
these concerns which help fitel online harms legislation to ensure we behiave responsibiy. At the same time, some policymdakers,
most notably the IDPC, and health policy experts ave raising privacy velated guestions w/v/t ovr work in this avea. creating o
tension berween thase who push for increased scanning and those who want us 1o take o more privac
tension heg

v sensitive approach. This
Jor a forward leaning approach invelving both sets of stokeholder 1o come to agreed upon norms.

Legisiative/Regulatory Action

o LI Coroner’s report from mauest info the death by suicide of British teenager Molly Russell due {pre- nquest review
hearing September 23); Online Harms Act;-UK Samaritans guidance for indusity released 9/10 recommending a single
Pol, clearer policies to prohibit “normalizing” 531 and no encryption™ to ensure can scan for flus confent in messaging

s freland/HDPC/EU: IDPC has continuing privacy sonserns around processing of mentad health data when running our 881
classifiers, as a result we are taking a far more Emited approach in the EU which means we are susceptible to mowe press
fires

« ELI under the e-privacy divective schedaled to take effect in Decernber 2020, OTT communication services have to get
explicit mdividual opt ins (~GIPR) for the classifiers we nun, including 351 classifiers.

» Denmark: Documentary on Danish group suicides leading 1o proposals from Danish regulators for regulating social roedia

¢ Korea bullying of celebrities in Korea (K-Pop) driving regulatory initiatives, incl Hability foo platforms fatling to rernove
content, or compelling data disclrsure to vistims in civil claims.

e Japan: Proposed 'defamation’ and eyber-bullying regulation following celebrity cvber ballying case commected o a suicide.

Immediate Product Yulnerabilities

£ ]

only one classifier running in the BEU - escalations, beightened risk on 1G specifically because of how #ags work

®

lack self-harm support resources {e.g. eating disorders, cutting); cuerently, we send suicide prevention rescurces and tips

=284

1o people engaging in any kind of self-ham; facing particular serutiny on this w/irt cating disorders

« lack different resources and spacific actions for vsers who are using our platform to prowote versus admit suicidal wdeation

s lack population/
s I

< specific resources on the 8581 checkpoing

o lack classifiers to detect and take action on problematic aggregated content on surfaces like Explors, hashtag
pages, Reels
o spaces Hke IGD being used to encourage or promote suicide e.g., group suicides in Norway that ocearred
last vear and we don't scan there, without e2e resilient detection mechanisins
» Bovderline content: borderline 881 policy in place but st waiting on a classifier; labelling exercise required to form the
classifier is on hold due to Himited COVID- 19 reviewer capacity
s Product ifrastructure limitations: inhibit our ability to make necessary guarantess around protostion of mental health related
dats; resourcing and priovitizing Purpose Policy Framework for protection of health informoation

Areas of Iimprovement

Resolving the conflict with the IDPC so we can use our existing S8 classifiers in the EU will go a long way to addressing the policy heat
we face in the UK m particulbar. That said, we should continue to stress test our SS1 policies and implementation standards mehuding on
borderling content and 851 prwnotion vs. admussion, and build a mote context sensitive response systern with differentiated actions and
resources, We also have an opportunity & lead here by 1) working with privacy and safety stakeholders together to develop best
practices with regard 8 Al responses, data retention,... and 2) helping build a global crisis text line systom,

Fxtent to whick there is work ongoing to addvess the "aveas jor improvement’ and opportunities flagged.

Internal Headiness/State of Play

On 881, we are making progress on policy developrment re boderline contont and strengthening our engagement X-industry and with
axperts. Our key limitation here remains the mabifity to use ouwr existing S81 classifiers in the EU, We also don’t have work wnderway to
buikd classifiers on 3G to detect and take action i problematic aggregated content on surfaces like Explore, hashtag pages, Recls. In
addition we need to continue tr refine our ability to provide people with more local/ culiurally relevant resourees depending on the crisis
they are experiencing (seif harm vs cating discaders vs suicidal ideation. ),

A B & D E F

i | Avea Additional notes

)

Rusdds: work s
complets Canoning and
oh thack

("5

S51 mdustry guidelines Launched, with a focus on

providing tech companies witha
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merw of options rather than
prescriptive guidance
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Detection and actioning of
Bordertine S8 content
based on new policy

Cngoing (ETA: HI)

Splitting out our violativn
types between mote
narrow satogotics within
Admission and Promotion
and action appropriately

Ongoing (ETA: end of O3}

Priotitization to weigh
vartous safety risks
associated with the types
of 88 videos.

Cngoing (ETA: Qdy AU SSE five
vides currently carry same waight
for reviewers, need 1o assess how
to sireamline more severe ones
and how defined.

Addressing harmtil

content by understanding if
4 frequency based
prevalence metric can
meastre harnm

Cmgong (ETAH2)

Lpdating search
miersitials and content
takedown messaging
meorporating more helpful,
aducational, and
empathetic language

Ongoing (HTA: Q4)

Somewhat ready; wrk
s ongoing but nune
reronrces aie needad

16

Hatablish processes io
fook for SSI misses,
mnprove escalation
connections and protocols
for LIVE, improve our
escalation recall, and
merease the rumbsr of
escalations to Law
Exdorcernent

Better umderstand and respond to
content indicating eredible ntent of
suicide; potential consteaints due

to classifier limitation in the EU

i1

Addressing gaps in
resources and coverage
for specific types of self-
harrs, breaking apart
cating disorders, cuiting,
suicide, ete.

Address current resourcs
provision {or all forms of 881
centering around suicide;
particularty relevant for eating
disorders on IG

Address gaps in LIVE SS1
escalation protocols

Exploring feahue blocking in
specific circumstances, removing
VI3, betier defining movement
from passive to active attempt}

Adoption of self-apphied
warning screens for people
demonsirating an intention
to share self~harm.

Testing adoption, need clearer
policy education for violations
without appearing to punish those
using platform for admission and
TECOVETY PUTpOses

14

Detection and actioning of

Borderlme S5 content
based on new policy

Ongoing (HTA: Q3)

encourage of promote
suicide i the BT

Build classifiers to detect and take

action on problematic aggregated
content on surfaces like Bxplore,
hashtag pages, Reels

[
~3

Bullying of celebrities

Revisiting defimitions of public
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deiving regnbatory initiatives | figares with OCP and making the
case {0 MOYe Narrower sCoping,
but we may not maks movement
on policy in time and past effiuts
o narrow what can be said
towards public figures have been
challenging

How we might kick start conversations on this work.

Recommendation

To the extent we want i ynake faster headway on the “arcas of inprovement” w/r/t 881 and well-being, safety policy needs more HC
tor support ovr health policy lead as she currently manages 351, health and well-being policy. The product teams have grovwn in these
areas and need more policy support.

Well-Being

Policy Landscape

While we have made product adiustments to address concerns in this area (e.g. changes (o Newsfeed, hiding likes on ¥x,.. )
thought leaders and aoademics continue ta ask guestions about the impact of ouwr apps on the social and emotional
development and well-being of young peaple (e.g., recent velease of the "Social Dilenima ") Ar the some, the physical
distancing vequiremenis of the COVID-19 pandemic have generated greater appreciation among paolicy makers and the press

Jor the rale technology can play in supporting mental health and well-being (e.g., keeping people connected, managing
loneliness, ete. ). This shift of focus fram how tech may create, increase or exacerbate mental health and well-being issves to
how tech can asyist in combaiting some of them is an opportunity for us. Of course, g faifure to execute well could surfoce an
even worse “tech bacilash” around mentad health and well-being izsues negatively associated with technology (e.g., pussive
time spent, pressure to be perfect, FOMO, et } and fite! some ongoing legisiative/vegulatory efforts.

Legisiative/Regulatory Action

e US: FTC to update COPPA rules (expected in 20203

o LK Women and Bqualities Seleet Committoe Changing the Perfoat Plcturs: an nguiry into body imagge to study imopact of

advertising and social media on body tmage
¢ Denmarle concerns around wellbeing and loneliness have led to calls for regulating content on social media.

s Zimbabwe: Cyber Security and Data Protection Bill

» Mexico: Porsistent bulbving wsoes n schools spilling over online, President’s son b

raising questions of

censorship on social roedia,

immediate Froduct Yulnerabilities

¢ Some core features of products conneet to farger soc
{e.g., AR face aliering filters on Instagram, likes, ele)

+tal challenges around body image and objectification of women

« Some core features of products conmedt o larger societal jssues around social comparison and picture perfect lives {e.g,
likes and comments)

« Prominence of cating disorder-related content in searches and recommendation surfaces like Explore because of both {a)
limited policy definitions around what constintes ED content and (b) no ED-related classifiers that we can run across our
surfaces,

s Some gaps in tools to protect against bullying:

o G DM: minimal conirol re: who can send you a DM request
o 1G BM: no keyword filter tool

o FB:ne mass comment moderation took

Areas of improvement

There is a need for stronger rescarch arcund how our apps and social media broadly imapacts the sociad and erotional development and
well-being of young people, particularly w/i/t 1o issues of social comparison. Until we have that we will be chasing the narrative and
those who want 1o capifalive on the ssue. To lean o the issue, not only can we support research etforts, which will fake time, i the
short term we also can o deronstrate our coronuiment fo building a supportive commumily through eftorts such as bulding group adnun
support kearmung unils, expanding WA business AP for erisis support orgs, funding CSOM and the connected geverations initiative,

» Research: support miermal and external research around social comparison and loneliness wir/t social media, and any
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pontential connections 1o SSL, bullying, and harassment

e Product:
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o Prosetive bullying Al comment filters on FB to get parity w/ 1G and mass connent moderation tools

o Need to ensure global menial health efforts are culiurally sensitive and align with existing approaches towards
mental health:

s Pelicies: Refining public figurs definitions and developing more protections from harassment for public figures, meluding

protecting them from attacks on their plrysical appearance, gender, race, or other protected characteristics; including

focusing on U118 public figures as this is an area of valnerability for IG

« Resources: Expanding mental health resource pages that are easily accessible to users and regionally and age applicable

FExtent to which theve is work ongoing to address the 'aveas for improvement’ and opportanities flagged.

Internal Beadiness/8tale of Play

We'te making progress connecting people with rescurces on the COVID Information Cender and with a new menial health resourses
landing page. We need more product work on issues such as social comparison, bullying of minor public figures. We are expanding

CSOM bt need more resources on product given the need to demonsirate value of eoerypted surfaces for cormecting people with safe,

private and secure support

&

B

Area

Additional notes

b2

Beadv: work s
complets [ anonins amd
i frack

[o%)

Mental health resources
aimed at addressing
specific challenges
sxparionsed during
pandemic

Fuller set of tips and
TESOUCES COVEring a range
of mental health topics and
needs appearing on
COVID- 1% mformation
center

New mental health
resourees landing page
vrder development

Cngoing: Pilt in subset of
countries 1o ensure cultural
risks are mitigated

Wellness Guides

In-app, mvite-only product
for mental health
organisations to share
willness and mental health
tips. Partnerships with IG
creators to amphfy Guides

3

Somewhat ready; work
is ongoing but more
resources are needed

~1

Social commparison

Soeial cornparison product
work was deprioritised in
H2 i favour of election
preparation; we need to
remmvest m it in HI

Expanding crisis service
OVer Iessenget

Expansion with one US
pariner onder way, product
resaurces secured; should
explore global

expansion tiod o
concurrent Connected
Care health work

Creating loneliness
focused product
axpariences

More important than ever
to help connect people
during this time: research
continuing, goal for product
ideas 34

16

Hating disorders

Build classifiers o detect
and take action on cating
disorder content
specifically on both FB and
1G; Conumission research
o eating disorders and
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herw people engage with
this content on Instagram
and Facebook (pending
final agreement and
fimding)

11 |Hiding Likes
Users commonly corpare
validation metrics such as
like & tollower counts to
trigger negative social
comparison. While we
mutially experimented with
Project Daisy (uding
{ikes}, broader rojlout on
Instagram has been put on
hold while Facebook
considers bringing Daisy t
the Blue app. We need to
priontise rollout on
Instagram as soon as
possible given the younger
demographics.

How we might kick start conversations on this work.

Recommendation

Given the lack of solid research i fhis area, making it hard for us to move guickly and thoughtiutly on the product side amid contimung
pressure from thought leaders and influencers in countries of junisdiction, we'd reormamend a high profile demeonstration of our
corpimitinent to the issue that also helps us advance strong actionable research such as supporting the launch of the Digital Wellness Lab
with the Center for Madia and Health at Boston’s Children Hospital and Harvard Medical School, A commitroent of this kind, alongside
ciforts like hiding Likes, building ED classifiers for content removal, expanding suppott resourses, should help us fean in to this issue and
be seen as acting responsibly,

Racial Justice

Also suggest internal audit to ensure that all safety clossifiers ave globolly resilient, globally eperational and without bias.

Additional Quips/Docs

o hibd Safewy Stte of Play Interim updais - September 2020

Siate of Play (7/240

»  PHZG20 Global Safery, Health and W

e Polioy Pl
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