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Postmortem — WSJ Algorithm
Investigation

Privileged and Confidential

Issue Overview

The Wall Street Journal ran a series of bot TikTok accounts to investigate TikTok's Al and
For You Feed, with a particular interest in our approach to minor safety.

moiithis, The Wall Streat Journal set up more than 100
i./

31

Over tha course of s
TikTok accou

with little hurnan infervention, |

gistered as
software o guids the

The Jourmal a i
| add searamimed with various misresis, wi wers ravealed

 to TikTok oniy through lingering on videos with related hashtags or images

and through scrolling quickly past the others. Most didn't search for content i
iy walched videos thot appe: in their feed,

and instead simy
About a dozen of the Joumnal's 31 minor accounis ended up being y
dominated by a particular theme... Even when the Journal's accounts were \
programmaed {e express interest in multiple topice es zuroed ih on \
single fopics and served thern hundreds of videos about one in close succession,

WSJ published two stories regarding their experiment;

s Published 7/21: https /Avww.wsj.comivideo/series/inside-tiktoks-highly-secretive-
algorithm/investigation-how-tiktok-algorithm-figures-out-your-deepest-desires

> Published 9/8: hitps:/iwww.wsj.com/articles/tiktok-algorithm-sex-drugs-minors-
11631052944

Videos viewed by WSJ Accounts - A Breakdown

After publication, we [ HYPERLINK
hat

WSJ ran at least 6 devices and 121 accounts as part of their project. Breakdown of accounts
registered age ranges:
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Deponent.
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i Commented [1]: Fram WSI: " Most findings come from

the process of the bot watching, rewatching, or not
watching - carefully loaked at watch time and amount of
time:spent on videos!

| Commented 2]

sevre your longer term
research this week to ensure to pull lengthof ezch VID,
UID's watch time per VID, and number of times the bot UID

\i watched each VID

Commented [3]: Unfortunately the archived data for
video play doesn't have watch duration, but the other data
are available

Rebecca Pober @ [FINGERHEART] 2021-09-15 22:29:35
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B sumestall
FINTEY
1318 8%

16,1

EEusuno

iMOderat.ion Breakdowni R . e = Commented [4]: @Rebecca PobarWhat are the key i

L W el Ll
[ HYPERLINK 2 Among all N , percentage of violating content is quite high. |
120+ accounts ran by WSJ, all the content they viewed had a ~5.13% average violation rate ;
and ~5.83% average NR rate. Current policy lacks guidance on nuanced areas for
moderation {especially for Minor vs General).

{ Commented [5): Added a tldr

Video Moderation Stats

For all of the videcs seen by the WSJ accounts:

. Average number of times moderated - 3.3
’ Highest number of times moderated - 49 Commented [6]: Although the article zlso mentions the
; L :1 serving the bot accounts content promoting paid sex sites
¥ Highest number of policy titles chosen - 9 *} (likely OnlyFans), | don't see a lot of data indicating this. Did
W5 sent us anymaore examples of this or is ANSA primarfl
* Number of successful appeals - 1,162 4 - P Y

focused on Kinks/Fetishes/Language?

Commented [7];] tagged you in the

External Perception Im pact o spreadsheet of WSJ's examples, While WSI did not send us

4 many examples like this before publication, the'published

kinks/fetishes/language: "Several of the Journzl's accounts
. s were programmed to rewatch videos with sexual text or

! VV : images, and soon fell into rabbit holes of sexual cantent,”
Content Sent from SJ ¢ There's ANSA under nashtags like these (having Ops sweep)
#knktok Hspicycontentereator #accountantlink
#spicycontent Before the article published s a prévention

While working on the publications between June to August 2021, WSJ sent TikTok

thousands of videos surfaced to two of their bot accounts, one surfaced a prominent amount measure for discoverability, we removed from Search auto-
. ; ; ; iR

of continuous drug-related content and another a prominent amount of continucus sexual ;ﬁ;ﬁ;ﬁa‘“d keywords: <st tyges'1 href="hiipsi/fbyil

and kink-related content. Prior to publication, these were the only two accounts for which we

- \h Jut the presence af OnlyFans content:

: Unfamiliar with how we are
hinking about the Search experience for <18 accounts, but
nlyfans terms also pop up in Search auto-suggest:

had data.

Account 1 - drug content
UID 6937396511799411718

‘ [image]
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The WSJ programmed "set interests” for one bot around topics: kink, bodybuilding, fitness,
weight loss, marijuana, sex and 18+ content, stripper content, modeling, LGBTQ, and
cosplay.

On July 20, WSJ sent TikTek 3,000 videos surfaced to this bot account that was almost
exclusively served drug-related content beginning around video 2,271.

Moderation

The large majority of the videos surfaced to this bot account did not violate our policies, but
60% of the drug-related videos should have been Not Recommended {NR). The root cause
was that the global TnS team’s "mention of drugs" policy was worded differently in the US
market and led to many of videcs being approved instead of NR, specifically around the
glorification or mention of cannabis.! This was corrected and the policy was rewritten and

cascaded to US moderation sites May 17, 2021. The content found by the WSJ was

published between June 17, 2020 to March 11, 2021 before this policy iteration. | o= Commented [81: 5o We Wor't clean past vidEas When e
~ upgrade policy 7 [ just want to make:sure | understand the
Prominence of Drug-Related Content T M e ) e
i Commented [9): Hii atpresent no. We are daing a
Word cloud of most commoen keywords used in Caption, Sticker Text, and OCR across the i sweep for legacy content that we will NR but it is niot

3,000 videos surfaced to this bot account: sn_:n_lcthing that we do after a policy iteration.

Account 2 - kink content
UID 6937430093322322949

On Aug 20, WSJ sent TikTeok 1,278 videos surfaced to another one of their bot accounts that
was almost exclusively served content focused on sex and kinks after a few hundred videos.

Quote of this account from WS article:

Moderation

441 (35%) of the videos violated our policies, mostly for sexually explicit language. 253 of
these violative videos were missed by moderation:

Confidential TIKTOK3047MDL-060-01110550
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Policy interpretation might be a primary cause of the mismoderation.

Background
The videos sent by WSJ were published between June 18, 2020 through March 11, 2021.

There were at least six US/CA QA alignments conducted for R1 and R2 between
June 18, 2020 through March 11, 2021 across sexually explicit language, allusion to minor
sexual activity, normalization of pedophilia, digital character content, and mention of drugs
and other controlled substances.

@

@

US/CA relevant policy cascading:

June 18, 2021: cascaded a policy reminder for "sexual explicit language” through
policy refresher training

rrvecrun«

1§
August 13, 2021: re-incorporated guidance on "allusion to sexual activity" into policy
refresher training
Prominence of Sex-Related Content

While only 35% of the overall content surfaced to this bot was violative or NR'd, 982
out of the 1,278 videos were related to sexual topics.|

(77%)

Filed 03/25/26
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i Commented [10]; For nem s'ceps, it wguld be worth

[
uverrmderdtes onsexually explicit language compared to
GB. My hunch from the Badniess anglysis Isthat much of
the content we "overmaderate {violate) on Is ikely OK for
518 users, butnot so much for' <18. Would be good to see if
that hunch js corrett and see how that atlgns with policy
frWes that <at type="0" hre@Tara Wadhwa"
hr
+ Commented [11]: @Amy Classenincreasing vison this
i point. Even though numerous Videns we'te false pasitives,
:i that doesn'tindicate it was not adultor sex related Ifyou
filter here! <at tf HYPERLINK

] only False
Pasitives, you can see in the "Why violative or not violative”
column the type of content depicted ~ includes quite a bif |

T T S S B s nhm»u»»)n»m:}:n:i—gyl

Commented [12] this is
© /| anarea I'd lika you to both explore in terms of 1. Whether |

[ '..".']l

Commented [14]: @Amy Classenl do think this is an {ssue i
of hftermg and curstlon, nu* pollcy gaps. Based onsome

v Commented [13]: | see from the video review that:all
! | 'mentions of fetishism' and educational content on

Word cloud of most common keywords used in Caption, Sticker Text, and OCR across the
1,278 videos surfaced to this bot account:

Wn |

i Commenled [15]: We should definitely cor
» fetish related content out for our U16 users

Commented [16]: Ok so it sounds Ilke EDSA and
‘mentioning fetish' content that is currently marked as

1

1 Commented [18]..Imr—.‘tw:th_nboux

Coniment Palicy, which is tangential, but Ifeelit is similar("

(

(.

Commented [17]: Noting here that as we've thought
about content classification we've focused alot on using f—

Commented [19]: That is great feedback and something
we should definitely consider asa newer-version of \hel( 7

| Comr_nented [21]: egarding providing
creators with an option, they already (informally) use

‘."i Commented [22]: Also, just wanted to highlight a point
that@!u\le de Ballliencourtmade earlier, A dedicated 18+

Timeline of Events

Date Team Event
512712 Global PR initial outreach from WSJ
021

Confidential

Yoo Cummented [23]: I talked wuh- onthis and we're
‘| aligned we dont’ want an '18+ buttan yet until we actuall,

Commented [24]: _asveef

", and Fhave been of the opmlon that it's even mere than a L

\ n Commemed 125} @Rehecca PoberHow about the
M , timeline alter the second repart?

i Commen!ed [26]4

TIKTOK3047MDL-060-01110551
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5/28/2 Global PR first call with WSJ to hear what they were working on; PR
021 handling doc created: [ HYPERLINK

6/4/20 Global PR, call with WSJ to hear their findings; PR handling doc
21 Exec updated: [ HYPERLINK

Leadership
, TnS,
GSO
lLark group created with Vanessa, _

Cormac, Wenijia,|

PR informecj I Wenjia, anci of the bot behavior

6/7/20  Global PR WSJ emailed more findings about the bot accounts: |
21 HYPERLINK

6/8/20  Global PR Cormac addec-and Suzy to Lark group

2 PR notified Shou of the two working WSJ pieces
6/9/20 Global PR, WSJ given TAC tour with Michael Beckerman?l.”'[gr_g,_ e 7]: @Rehecca PoberMichael Beckerman or
21 ™s, PV R

. US Safety advocates to Vanessa for more attention

on harmful echo chambers that may form in response to
8/10/2 TnS TnS [ HYPERLINK

WSJ's claims that TikTok hosts accounts seeking

to redirect traffic to sex sites using the hashtag #accountant

and serves many of these (leenage) accounts content

promoting paid sex sites, services and sex shops.
8/11/2 PR PR [ HYPERLINK
021

Jwith WSJ reporter

6/21/2 TnS WSJ sends 74 videos surfaced to their various bot account.

Confidential TIKTOK3047MDL-060-01110552
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021

6/24/2 PR
021

6/30/72 TnS
021

6/30/2 PR
021

7192 TnS
021

72112 All
021

Confidential

Content surrounds sexual kinks and fetishes, drugs,
drinking alcohol, and eating disorders. | HYPERLINK

PR [ HYPERLINK

with WSJ reporter

WSJ sends 1,000 videos from two "age 13" bot accounts.
US Safety investigates

» [ HYPERLINK

served to one bot account

[ HYPERLINK

served to other account

[ HYPERLINK

PR responds to WSJ with findings from review of the 1,000
videos

WSJ provides all[ HYPERLINK

shown to the bot account that was
prominently surfaced into drug content

WS8J publishes video piece, primarily focused on a bot
account that was prominently surfaced depression content
https:/iwww.wsj.com/video/series/inside-tiktoks-highly-
secretive-algorithm/investigation-how-tiktok-algorithm-
figures-out-your-deepest-desires/

5 [ HYPERLINK

Filed 03/25/26 Page 7 of 21
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[ HYPERLINK

Jof bot account featured in

video

8/20/2 Al WSJ provides all [ HYPERLINK
021

shown to the bot account that was
prominently surfaced sexual/fetish content

8/25/2 TnS Review of the sexual/fetish bot account complete: |
021 HYPERLINK
k
9/8/20 WSJ WSJ publishes written piece — particularly pointing out
21 accounts dedicated to sexually oriented content, including

violent sex acts

https:/iwww.wsj.com/articles/tiktok-algorithm-sex-drugs-
minors-11631052944

Business Impact

Why do we need to solve this problem from a T&S perspective?

The safety of our user community is at the core of TikTok's mission to inspire creativity and
bring joy. Gaps in our product protections for minors can particularly have downstream
reputational and revenue impact. For example, one Wall Street Journal article has put
approximately $20-30M revenue over the next 12 months at risk, in addition to losing
approval to run ads in 20 markets (specific to [ HYPERLINK

. Our business partners
hold us to high standards on user safety and issues uncovered by the WSJ's investigaticn
pose significant risk to the TikTok brand, impacting user growth and the ability to scale
business partnerships.

Protecting the safety of minors is at the heart of all company goals and objectives. Minor
users and their guardians should feel confident in TikTok's ability to safeguard them from
harm and Inappropriate content. Improving the minor experience will help to establish TikTok
as a committed partner to drive positive change and safety throughout the platform.

Confidential TIKTOK3047MDL-060-01110554
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Next Steps

1. Dedicated PM to ensure accountability and feedback loops
across all efforts to ensure coordinated company effort

a. Collect all current proposed or live projects related to addressing the key issues
highlighted by the WSJ escalation into a single project tracker to reduce redundancy

and ensure collaboration and alignment whenneeded| | Commented [28]: @Eric Han@Rebecea Poberls this een |
i done actually? P

~\
i Review all projects to identify dependent work-streams or processes that are £ st
i Commented [29]: @Rebecca Poberlust for live projects?

necessary lo each projects success. Ex. If an algorithmic solution requires accurate
moderation and labeling, then moderation accuracy will need to be reviewed to
ensure that accuracy rates are high enough for the algorithmic solution to work

i Analyze identified dependencies to ensure functicnality

2. Comments on Current Known Projects

» Sources: [ HYPERLINK
[ HYPERLINK

Current Current Knawn Project Proposed Projects and
Team Comments
Search [ HYPERLINK [ HYPERLINK

Content [ HYPERLINK Consider grey area content
Classificati areas. Policy is working to
on _ build out a list of grey area/on
the margins content that
should be labeled L1, but
ensure reliance on product
interventions rather than policy.
Algo Short-term: Dedicated resources on filter

bubbles, as filter bubble
projects were deprioritized in
2020: [ HYPERLINK

[ HYPERLINK

[ HYPERLINK

Confidential TIKTOK3047MDL-060-01110555
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[ HYPERLINK

Long-term:

[ HYPERLINK

[ HYPERLINK

Strategic Recommendations

Age-Appropriate Content Filtering and Age Appropriate Design

Starting with a simple question around what an age appropriate design looks like can help
guide our resolution efforts. Cur hypothesis is that we would like to develop a framework that
is capable of recognizing minor accounts and is able to throttle back and restrict access to
inappropriate content. However, there are considerations to be made around what we would
consider inappropriate content for minors. This requires significant focus on search and
discoverability, content classification efforts, filters and bubbles, and policy enhancements.

The Basics

Short-Term: Define what the child/ minor experience is supposed to be and identify
where we need to build/ fix accordingly

P Medium-Long Term: Determine what mincrs should and should not see. Develop
and revise content classification system to attach a label in Round 1 that would prohibit
inappropriate content from entering a minor's FYF

» Confirm how we identify minor accounts and dedicate resources to building age
detection solutions
- Age Detection Features

Current Project Status (CN TRACK): We are rolling out our Underage
Appeals test in the EU (aiming for Oct 14th launch) to test for 3 months. During
which, we will also launch more aggressive detection strategies for minors. After
the trial, we will expand globally.

: Launch Kids Mode globally

Confidential TIKTOK3047MDL-060-01110556
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Current Project Status (& ACKY: Targeting to test Kids Mode outside the
US inin 2021, but due to the complex factors of content sourcing, policy, and VPC,
we likely will not revisit launching until 2022,

= Restricted Mode Launch and Family Pairing Efforts

Current Project Status (UNKNOWNY: [waiting for update from Lufan] . -4 Commenied [30]: Content classification betalaunch and
i Family P Efforts {see details in{ HYPERLINK

Keyword-Based Dispersion

H current project status: we are planning 1¢

i
; i filter out content with L1/2/3 maturity tags for logged-
Based on an analysis of [ HYPERLINK | 'out/Kids Mode and Restricted Mode users. And we'll

we recommend : upgrade Restricted Mode to content classification user
n : E i i settings and parents can adjust this settings for the linked
starting to disperse content with 2 or more keywords for L1.f.L2 Lljsers, which is about 50k | seen accaunt vis Family Paiing,
videos per month. To address borderline content concentration in L1/L2 users’ feed, we will
try two options:

3 Short-Term: Apply protected mode on borderline content keywords and disperse for
L1/ L2 users

Investigate 'Kink' community to better advise on the associated risk - Hunt Team

“ Work with P&P to implement dispersion logic for L1/L2 users and create SWL to
facilitate expansion of keywords
- Send cases for labeling to build the model training dataset

LR Medium-Term: Build a detection model to flag grey-area content and disperse for
L1/L2 users

LS Long-Term: Content Classification (refer to Content Classification sub-section)
Search and Discoverability

Minor Safety Gaps

TikTok's search function allows users to locate content on virtually any topic. Current [

on "wanting to raise awareness of potential uncomfortable search results and allow users to
consume if they decide to”. While this customizes the search and discoverability for aduit
users, it abandons the minor search experience. This can often be considered patient zero
for a minor's exposure to inappropriate content and has downstream impact on bubbles and
the volume of inappropriate content available to minor users.

5. Short-Term: Dedicate resources to minor search optimization efforts

7 Medium-Long Term: Align with age detection and content classification efforts to
begin restricting search options for minors

Media Response Tooling and Resource Gaps

TikTok's tools and processes for limiting Search and Discoverability of high-risk trends in
rapid response crises such as the WSJ article currently cause severe limitations to quickly

Confidential TIKTOK3047MDL-060-01110557
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act upon violative content being promoted in Search to prevent negative headlines and keep
the TikTok community safe, often impacting the brand and business. Currently, the process
is highly manual, requiring multiple XFN teams with sometimes 12+ hours delay to
appropriately . Search is also one of the most common tools journalists utilize to identify
harmful content on TikTok and publish negative press.

2. Short-Term: [ HYPERLINK

= Medium-Long Term: Ensure adequate Search and Discoverability rescurces in US
timezone; invest in building long-term tools to control the Search and Discoverability pages.

Filter Bubbles

Currently, we don't have a way to identify when a user has entered into a bubble.
Furthermore, we don't have a way to identify harmful bubbles. To effectively restrict a user's
involvement and exposure to inappropriate content, we need 1o find a way fo identify and
break harmful bubbles and clusters. This also requires the consideration of what content is
ok for adults, but not minors. What risks do we inherit when grey area bubbles surface
across various verticals? When and if we do break harmful bubbles, do we negatively impact
the adult user experience? For adult users, how do we balance and accurately measure
benefits of bubbles such as product stickiness with potentially harmful safety risks?

10, Short-Term: Revitalize [ HYPERLINK

around (1) detecting
harmful filter bubbles (2) diversifying harmful bubbles when detected and (3) recall
potentially problematic content to downrank or enqueue for moderation review

11, Medium-Long Term:

= ldentify cross-functional team to define and identify harmful filter bubbles:
Team should include Product/Alge, RD, T&S, and Security. In collaboration with
peripheral stakeholders (e.g., Public Policy, Comms), T&S can help define what a
harmful filter bubble is (e.g., eating disorders, pornography, self harm, misinformation)
and build a spectrum of acceptable content and violative content that may exist within a
bubble -- for example, an eating disorder bubble may include exercise videos
(acceptable) and "proana” videos (violative).

Analysis on identified bubbles: Once defined and identified, conduct analysis
focused on areas such as (1) the number of users that are in bubbles (2) the
engagement of those users (3) the make up of those users - i.e., L5 rural male (4) the
time it takes for a user to enter a bubble (5) the percentage of users that eventually
leave a bubble (6) the percentage of violative versus accepted content within a bubble,
etc.

« Develop bubble interventions: Once analysis is complete, develop interventions
that can "bust" harmful bubbles when we identify that a harmful one may be forming. It
has been suggested that we increase diversification efforts by either (1) uploading more

Confidential TIKTOK3047MDL-060-01110558
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"harmless" content -- i.e., puppies, food and (2) resetting their feed back to an
experience like the New User Feed.

“ Use our harmful bubble detection for moderator recall: The formation of harmful
bubbles en platform is a negative user experience and hurts our brand safety, though
the benefit may be using this technology to help recall or detect this type of content
before they amplify. For example, if we are able to harness the formation of harmful
bubbles to (1) downrank content and (2) enqueue videos that surpass a certain model
threshold to a moderator for review, we'll have a powerful detection tool that will be
complementary to our computer-vision risk medels and user reports

Content Classification

Content Classification is critical to elevate TikTok to the next level for minor protection.
Providing an appropriate experience for minors is required by legal and regulatory.

v ] Short-Term: Grey area content poses a significant risk to minors. Policy is working to
build out a list of grey area content poses significant risk. Policy is working to build out a list
of grey area/ "on the margins content” that should be labeled L1

i3 Medium-Term: Ensure reliance on product interventions rather than policy

Model Improvements

i Medium-Long Term: Improve the Ad Adjacency/ Brand Safety Verification model by
supplying WSJ data set to train the model to avoid ad placement/ adjacency to bad content.
This will reduce the need for third party verification (i.e. OpenSlate, IAS) and alerting of ads

being run against adjacent to bad content for our business partners

> Understanding how good content is nested with bad bubbles - find breakdowns in
logic, queues, vetting, and moderation that allows for badness to get on the FYF (Ads
Policy)

Target Improvement Timelines

Keyword-Based Dispersion (November 2021)
Video-based Maturity Model v1 (EOY 2021)
Age-Appropriate Search Experience (ECY 2021)
Video-based Maturity Model v2 (EOQ1 2022)

Questions

Appendix

Confidential TIKTOK3047MDL-060-01110559
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Description Document

Full list of videos [ HYPERLINK
sent from WSJ

Comms handling [ HYPERLINK
[ HYPERLINK
Comms final [ HYPERLINK
[ HYPERLINK
Sweeps of

"accountant"-terms
for paid sexual
solicitation content

Review of related HYPERLINK
hashtags to
kink/fetish
communities

I Z I

IARG PnP review of [ HYPERLINK
WSJ's drug bot
account and next

steps
[ HYPERLINK
IARG keyword [ HYPERLINK
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enforcement for

drugs

Audit of anlidirt inconsistencies for drugs: [
HYPERLINK

Project [ HYPERLINK

sin

Respo

nse to

WwsJ [ HYPERLINK

article

Parking Lot

* Recommendations
a. Content Diversity

s Sensitive content: Diversify content by instituting enforcement actions
associated with dispersion in sensitive policy titles

. Content shown to miners: Align Product and Policy teams around sensitive
policy titles (e.g., mention of fetishism and drugs) to classify this content and filter
from the For You Feeds of minors.

4. The In-App Search Experience

i Evaluate the Search strategy from the TnS perspective — what should be
searchable at all, what type of content should surface high on Discover page,
should there be a different Search experience for minors vs. general users, etc,

. Evaluate-how-Search-wwimpascts-whatissufacedto-the FYR

it Alighwith-keyword-expers-to-ensure-censisient-experiences-across-keywerd
MR@S—(—F@’ FEXW?&M&MMM@FM' i LA T uld—eighteeﬂplus—" | ",
ele)

¢. Policy Development & Risks

i Evaluate the primary policy categories and playbook rules central to the WSJ
videos:

Confidential TIKTOK3047MDL-060-01110561
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Mismoderation Issues
based on| HYPERLINK

Filed 03/25/26

Suggested Al

These videos were posted in March and a
[ HYPERLINK

was cascaded

to moderation sites on 5/19/2021.
Continue to monitor.

Align US and Global position and
approach to cannabis policy development.

Check calibration and training for "sexually
explicit language" policy playbook rule

Clarify the "Mentioning a sexual fetish”
exception to "Fetishism involving adult”
policy playbook rule

Minor Safety and ANSA teams should
evaluate and clean up content where
needed surrounding the ddlg, subdom,
littlespace, and ageregression
communities on platform — [ HYPERLINK

All GPIOs

from WSJ
IAR 310 videos needed fo be Not
G Recomma‘ndéd for "mention
of drugs”
26 videos needed to be
Violated for "depiction of
drugs™ (primarily cannabis)
AN 206 videos needed to be
SA  Viplated for "sexually explicit
language”
At least 28 videos needed to
be Not Recommended for
"mention of fetish"
MS  Fetishizing minors (e.g.,
"littlespace”)
Issue
Policy
issue Poe ||~ c'o:
Product

Confidential
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Detection

Aggressive Machine Learning detection (20% reduction in violations for minors) rolling out
now, and planning to try more aggressive approaches this coming bimonth. This approach
uses two techniques: first, if the Gandalf machine learning model believes that content
violates our existing policies, we will not put it in kids' FYF. (This is similar to
automoderation we already do for adults, but we will use more aggressive thresholds for
children.). Had this strategy been in place, it would have eliminated some of the content that
was missed by moderation. The other strategy we use is "dispersion” - if we believe this
content is likely violative, we will put less of it in kids' FYF. (So, if we're pretty sure - we take
it out; if we're less sure, we show less of it.)

In the coming bimonth, we will experiment with two variations on this approach. For one
variation, we will simply use the same technique, but with even more aggressive thresholds
(take out and disperse more content; need to determine impact on user engagement.)
Second, we will try to specifically target some of the worse policies (Suicide, Self Harm,
Eating Disorders, Dangerous Challenges, Drugs). If we think that content even might
possibly violate these policies, we will remove or disperse it from the FYF especially
aggressively for minors.

Content Classification

ey ...

\h1

. I - r<nt'y mapping 4.0 policy titles to maturity ratings

» This project Is in progress now (still determining timeline — can give detalls).
This project will mark certain content as inappropriate for minors. The previous machine
learning approach attempts to more aggressively enforce our existing policies; Content
Classification looks specifically for content that is OK for adults or older teens, but not OK for

younger users. y 2 =771 Commented [31]: This s a sighificant step in the right
direction. We have toprioritize it to the top and have
~ For example, analyzing existing [ HYPERLINK effective x-team collaboration. Gaod rews is that a’lot of
and E%SSE,‘SSiﬂg :ground work is completed.

potential rating. The current Drug Model can be conservatively rated M3 (age 18+).

Profanity Filtering

® Profanity filtering - partially rolled out. This might have removed some of the worst
content, especially some content with kink, sexual or other explicit content.

“ [HYPERLINK
have been assigned

Mature Hashtag Filtering
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"Mature” hash tag filtering - will trial filtering content with certain hashtags indicating adults
only. If successful, we will consider making this official. The WSJ article mentioned
specifically that some aduit users are unofficially using hash tags to mark their content as
inappropriate for minors, and we'll try filtering that content from minor users. Depending on
what we learn, we will trial more official approaches, e.g. giving creators a button to mark
their content as inappropriate, or suggesting that they add a certain hash tag.

Ay Glassen are working
to filter the 'M3 - MATURE (18+ years)' from minors and aim to have a test complete on
ANSA and Substances this bimonth once we create the models |

Search

[ HYPERLINK
are working together
with the new investigations team to audit the keyword strategy and make recommendations
for search. But, we're starting with inappropriate Miner safety + ANSA keyword combinaticns
(ex: hot + 14 year old) but this is an area that can and should be reviewed by all issue
verticals. It is a cross-issue problem and we have a lot of basic misspellings that are still
missed. We need tostart to move away from only using keywords. |

Algo & Product

* [ HYPERLINK

» [ HYPERLINK
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G Commented [32]: | think this is 3 specific aspect of our

~,
[ HYPERLINK lrhp hroader Content Classification initiative.

‘| Commented [35]: From a scalability perspective, thisisa

' Hkeywords to train the classiier for M3, - built and
i maintains o keywerd list for MS and we could work with

\ month BUT the problem is the keywords aren't
't compreherisive encugh

Page 18 of 21

i Content Classification approach, and we should merge with
Content Classification section above?

Commented [33]: Agree. This would be a subtask within }

Commented [34]: Searchis a topic Wenjiz and | discussed
at length. Here is a quick summary that was put tagether
reflecting on our current gaps with regards to Search:|
HYPERLINK

Jforward, can we make sure to have folks on
the US side involved as well — including myself and <at
type:

Rebecca Pobel

* [FINGERHEART] 2021-09-1502:11:58

textbook definition of the need lor & texi-classifier. Have we
explored the handling of queries with a text-classifier? For
precedence: This Is what SafeSerach mode on Google
Search does. It checks for any violative searches: For ex: "12
yr old porn”; is illegal to search for inmast countries in the
world. SafeSearch classifies this string as violative and
serves a hotlinefrelevant ngo contact info, Or searching for
"how to commit suicide” gives a result of suicide prevention
lines based on the region the user is querying from.

Commented [36]: We do have these ciassifies for ssh and

for other violations we just don't serve the content. But M3
Js working wilh—un new messaging this bi-

Commented [37]:if it's a question of having enaugh

them go get that list and train our classifier.

Commented [38]: It is now part of the safer toolkit from

. hitps://safer. ofresources/csam-keyword-hub/ Let
me know if this can unblack the model training for MS. | can
getus in touch with the right folks aj
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