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: A Vision for Responsible Al (Was “SAIL 2020”)

Al s fimdamental to Facebook's mission, It helps us keep our community safe and solve mtegnity problerms at scale, it improves the
relevance of the content people see and helps them build meanmeful connections, and it enables new product experiences n AR and
YR,

Al is a general purpose technology that is wansforming every fisld it enters. The stakes are high The use of AT is under inunense scrutiny
because the risks and unintended consequences of its wide deployment are not well undersiood, Faczbook's use of Al is no exception,
People expeci Facebook 1o develop and depioy Al in our products responsibly.

Our invesiments in the responsible development of AT have started Jater and are smaller compared 1o other technology companies that
are similarly powered by AL As a result; our main concern is when it comes 1o responsible AL people expect and will expect more from
us than we are able o deliver, However, we believe we sl have an opportusiity 1o catch up and potentially get ahead of the curve.

| This note outlines some of the challenges posed by the responsible development of Al a1 seale, and propeses elements required 1o meet
r‘ them. The Society & AJ Lab {SATL} team should play 2 key role m matenalizing this.

1 Outline - REVIST ONCE WE FINALIZE STRUCTURE

| Objectives
Problem Areas
Strategy
Elenents Needed for Success
Discussion
Appendix A: Example chalienges and opportanities
Appendix B: Sources and Competitive Landscape

What Success Looks Like

Facebook becomes a rusted Jeader in the responsible development and use of Al Faeebook shares best practices with the industry
and wider commurity,

| The Challenge

Al offers unprecedented opporiumities to berefit people and society. Buat it also brings new urgency to old social questions and magmbes
underlving challenges that have vexed Facehook for years and society since existence.

Many of these questions have no technical solution; they are questions of principles and values, They are questions about fairness.
safety. privacy, and accountability, At their core, they are about sur social responsibilities and how decisions related to those
responsibilities should be governed.

Furthenmore. we have only just begum o undersiand the difficult challenges posed by the widespread deploviment of AL Anticipating
and addressing these challenges will require fundamental changes 10 how we conceive and build Al-powered products, And it requires
us fo take explicit responsibility and to have clear govemance mechanisms (o resolve the tensions and dilemmas that will inevitably anise,

The challenges we face can be grouped in four broad categories. This list is not comprehensive {or in prionity order) but is consistent
with the corminen problem areas mdusiry leaders, civil liberty groups, and the academic world have identified.

Fairness and inclusiveness, Ensure Al systems work for everyone, and that they don't have unfair biases m favor of
groups of people. This is challenging because the data Al Is trained on can reflect biases that exist in society, and might net
represent everyone.
Rohustness, reliability and safety. Ensure Al systems work as intended, that they are robust to adversarial attacks and
that they do not have unintended harmfis] consequences. This is a challenge because if's much harder to assure quality in AT

! systemns than in raditional computer systems,

Privacy and security, Guarantee people’s data will be used as they expect and not shared without their consent, or be

[ vilnersble fo attacks. Empower people with control over their privacy and ensure Al does not accidentally reveal private

[ details aboul people.

L ‘Transparency and accountability. Enable stakcholders of Al systems (maintainers, users, policy makers) to understand
~ and verity the system behavior conforms with the principles and responsibilities we commiit to.
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‘Two important remarks:

Al engineermg exeellerice znd a focts on quality are necessary in order to address the challenges above. bot they are not

sufficient. Some of the clallenges above sl stand affer we've built very high quality AT systems that work as intended.
: Y augn g ¥ )

Addressing the challenges above will surface tensions, for example between privacy, profitability, transparency and
fairmess. This highlights the imponance of having clear govemance structures and escalation paths.
BALLE ¥ & g

Strategy and Approach

Tohelp Facebook become a trusted Jeader in the development and use of responsible artificial intelligence, SAIL must do three things:
Po 4 st

-

v

Rationale: Why This is the Right Approach to Address the Challenges We Face

When we built the Faimess Assessment Framework we quickly realized fairness isn't primarily an Al problem. There is a multitude

of implementation decisions ouiside Al in the product chain where questions of unfair bias anise. An example is whether the policies and

AT

Teview guidelines treat or inpact every sensitive group equally, When it comes o fairness, there is o neutral option. The very
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definition of faimese requires taking a position or: the spectrum from equal treatment 1o equality of ouicomes, This is niot a choice an Al
team can make: this is a question of what the product stands for, and what responsibilities Facebook will take, given society itselfis
marred with histerical biases and injustice, Similaly, there are difficult questions of governance; who should decide what sensitive
groups and whose perspective o protect against wnfair bias in the context of a specific product?

Engineering excellence should alse apply to Al in the same way as checklists save Jives in the aviation industry, and we geton

1

airplanes confidently as a result, the impact of Alalgorithms in producis is so vast it js reasonsble to require a similar checklist approach,
in our infonral assessiment of ML enginesring excellence we have found basic deficiencies mhow data is coliected and labeled (2 g,
systematic fniman labeling erors in chick bait tha: go undetecied), and in the absence of buseline computations (e.g. fext understan:

C N algorithms 1900x cheaper in compute and mernory perform equally 45 2 number of procuction algorit
'iN‘J,
Al

ns we compared wi

observed ML teams n product groups are under pressure (o ship key metnics within the half, and struggle to seta

resourees (o mpiove ML engineering € Cg;

Elements Needed for Success

For the two reasons abovie wie feel In order fo succeed SAIL will need instimational suppast in two ways:

Company wide commitment to responsible Al

XFN support for “responsible mnovation™ with broader scope than Al
The details are not comprebensive and open for discussion, the nfent is to capture elements of the support we beliave will be required:
1/ Company wide commitment to responsible AT

Tt is very difficult to drive change at scale withou! a clear mandate or a clear articulation of what aspects of responsibie Al Facebook will
hold itself accountable to. To succesd we wiil need:

Top down executive support that camies throngh to ncentives

*

Clanty on what societal impact derived from the use of Al in our products Facebook will take responsibility for

A supporting sct of Al principles that clearly stare what Facebook will hold itself accountable to.

A clear governance model thal stzes who should be consulted and whoe will decide when etbical teasions arise in the

applicaion of Al to our products

A strong culture of quality in the design and mnplementation of AT systers i owr products

2/ XFN support for “responsible innovation™ with breader scape than Al

Discussion

o What is the best way fo create 2 company-wide commitment fo responsible AT
o Can we get Mark 10 personally validate the work and commit the company to it?

o Can we tie this work 12 the company’s 4 prioriies and Mark's listening our?

o Would it make sease for Facebook Inc to publish Al principles and report progress against them regularky?
« How do we best structure and supyport the “responsibie AT effort?
o What role should SAIL play?
=
- I

s How docs SAIL connect o the broader cthi

s and responsible imnovaton led by M
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o Better Engineering is rewarded and encouraged but not strictly enforced. Are there precedents of other
mechanisins to enforce best practices?

o We recormrnend having dedicated senior XFN leaders for responsible Al in Policy. Legal and Corms.
« What are our blind spots?

o Should privacy-preserving Al become a major investment area, both from a technology and ethical and social
smplications perspective?

Appendix A: Examples challenges and opportunities
Here are some actual and hypothetical example problems and success states In these four arcas:
« Fairness and inclusiveness

¢ The Hate Speech classifier ncorrectly over estimates the likelihood that content is violatimg when it is
authored by Black people in the US.

o

The Community Review labeler population was predominantly composed of political liberals who made
untairly biased judgments leading to increased removal of conservative content.

o The Markeiplace mnking algorithm reflects biases that exist in society where people are less fikely to transact
with people from other groups (e.g, different perceived race), and as resuit down ranks hstimgs histonically
disadvantaged minority groups

o The Portal Smart Camera doesn't reliably detect a person of dark sldn and so incorrectly crops the shot 1o
someone of lighter skin sitting next to themm

¢ Success State

= People with dysiexia can use an Al-powered Additional Writing Help tool which, unlike a
iradiiona! spell-checker, is tailored to the types of writing challenges they face and increases
their confidence in authoring confent on Facehook products

s Faccbook for the Blind uses Al to describe the content of images and videos for visually
impaired people

+ Robustness, safety and well-being

o Our ranking algorifiun distributes click bait that tricks people into commenting or preducing other signals that
will cause a post to be ranked high, leading low guality confent to go viral,

o Targeted advertising exacerbates an liness —aleoholism— by serving highly context- optimized aleohol ads.

o Sophisticated reinforcement learning mipht increase the problem of tech addiction in Stories. News Feed or
Instagram

¢ Privacy and security

= The ads that vou are served ate so relevan: that they feel privacy- viclating because thev're for a specific
product you viewed on ancther site, or revealing that Facebook inferred something about vou that you didn't
intend to share {¢.g. you are a privately sxpecting new parent being served diaper ads),

o A “friend” uploads a photo of you to Facebook without your conserd, 1t is exposed o your social network,
and vou don't have the power o remove it

¢ Your data is used to train a machine leaming algorithm but you did not explicitly consent to this or intend to
agree to your data being used for tus purpose.

© = Whenever pople explicitly diselose personal data {e.g. gender. age, family and relationships.
" address and places. current and previous jobs, Iife events, other interests, efc) they have a clear
understanding of how (s datz will be used, including by Al algorithms, to affect teir product
= People are informed about the ativibutes we infer about them, are empowdred to correct them
if they are inaccurate {¢.g. ads preferences) and they have 2 clear understanding of how this data
wiil be used, meluding by Al algorithms, to affect their product exiperience
» People understand what data we have on them from external senrees (e.g non-Facebook
apps connected to therr Facebook profile}, and how this data is used. including by Al aigonthms

le understand which of their data is shared-with third parties

e

4 People have guaraniess that their dats will be protected from theft or unauthorized or nofie—__
; consensual access by thisd parth
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Your profile was deactivated for violating the Conmuvunity Standards but you don't understand why o how to
appeal the decision
Success state:
s People understand why they saw {or didn't see) particular housing, credit or employment ads,
and who (hurnans and Al algoritluns) is responsible for every decision
= Publishers understand when and why an Al takes down an article thev've shared on s
Facebook surface, and they know whal they should do differently in erder for thisnot to happen
{e.g. agoriffunic ransparency?,

L8

(4]

= We have implemented transparent and privacy-preserving mechanisms for assessing whether
our Al-powered products are unfairly biased dpainst proiected classes or members of sensitive
groups, and we regularly share such reports

® People understand what actions Facebook is {aking to avoid ham caused by Al {for example
the propagation of misinformation that leads to viclence or social wirest). and have access to an
honest assessment of how cffective those steps are

« Facebook shares an anmual “Responsible A" report that identifies the issues we've been
tackiing along with steps taken and their effectiveness.

Appendix B: Competitive landscape and other sources

Google

« Google Al Ponciples:

o Besocially beneficial

o Avoid creating or reinforcing unfair bias

o Bebuilt and tested for safety

o Be acconntable to prople

o Incorporute privacy design principles

o Uphold high standards of scientific excelience

o Be made for uses that accord with these principles

o In additfion to the principles, there's an explicit call out of the apphcations of Al Google will not pursue:

o “Technologies that cause or are likely to cause overall harm. Where there is 2 material nisk of harm, we will
proceed only where we believe that the benefits substantially outweigh the risks, and will incorporate
appropriaie safety constraints,”

o “Weapons or other technologies whose principal purpose or implementation 1s to canse or directly facilitate
injury io people.”

» “Technologies that gather or use information for surveillance vielating infernationally accepred norms.”

o “Techmologies whose purpose contravenes widely accepted principles of intemational jaw and human rights™

¢ Formal review siructure io assess new projects, products and deals, supporied by:
= “This group includes user rescarchers, social scientists, ethicists, hurnan nights specialists, policy
and privacy advisors, and legal experts on both a full- and part-time hasis, which allows for
diversity and inchusion of perspectives and disciplines.”

o A council of senjor executives and a group of semior experts from across Alphabet {they claim to have
)

o A semior executive from Alphabet told me thev're incorporating an ethics checkpoint m the Google launch
calendar.

« Lthics m technology and i ML training:
o Hihics in Technology Practice traning (in pilot phase. plan o roll out to the entire company)

o Ethics speaker series

o Ethics training module as part of the Google Machme Learning Crash Course

Microsoft

responsibiliny for A post:

o Faimess
o Rehability & Safety
o Privacy & Security

o Inclusiveness
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o Transparency
o Accountability
« Al and Ethics in Engineering and Research (AETHER) Conunittee, composed of senior leaders from across Microsoft
engineering, research, consulting and legal organizations. Reviews project proposals and has the power to block them,
formulates intemal policies.

and machine feaming, can raise new or exacerbate existing ethical, technological, legal, and other challenges, which may
aegatively affect our brands and demand for our products and services and adversely affect our revenues and operating
results,”

Non-for profit expert organizations

The Paytoership in Al

o Composed of 80+ partners (less than 1/3 are for-profit nchudes civil liberty groups like the ACLLT)
« Has kicked off 6§ Working Groups commposed of experts from the current 80+ parters:

o Safety-critical Al

o Fair, transparent and accountable AT

o Al labor and the economy

o Collzborations between people and Al systems
o Social and societal influences of Al

o Al and social pood

The Al Now Instituie

o Co-founded by Kate Crawiord and based at NYU,
« Focuses on four areas:
o Rights and hiberties
o Labor and aniomation
o Bias and inchision
o Safery eritical mfrastructure
» Publishes annual reports; some highlights from the 2018 report:
o warning Al can amplify already moreasing inequality,
o call to Govermments to urgently regulate AL
o call for companies fo waive trade secrets, be transparent and sell-regulate

UK Government Data Ethics Framework
« Part of the National Data Steategy, aimed at ensuring the UK public sector gets ethics right in the use of data to deliver

public services.

« Proposes a Data Ethics Workbook that spelis out 7 principles
o Start with clear user need and public benefit

o Be aware of relevant legistation and codes of practice
o Use data that is proportionate fo the user need

o Understand the nitstions of the dat

o Fasure robust practices and work within your skillset
o Make your work transpavent and be accountable

o Embed data use responsibly

» We have collaborated with them and solicited their input towards *Developing a Digital Ethical Framework” (the report is
available from Norberto Andrade upon request).

o Key recommendations:
o Adoptand implement five core Digital Ethacs Principles:
= Accountability

« Fimpowemment
= Fammess

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-040-00233675



Case 4:22-md-03047-YGR  Document 2885-23 Filed 03/26/26 Page 8 of 8

= Transparency
= Tmust
o Take the following setof actions:
= Comunit publicly to adopiing and implernenting the five core Principles
= listablisha Digita] Ethnes Advisory Board
= Create ar infemal cross fimetional Digital Ethics Team
= Embrace community, coilective interest and public good as a foundational goal
= Creale and keep updated 2 Digital Ethics Traming Curriculum
s Ackrowiodge, respect and maximize the value of diversity
a Foster dizital ethics in design
s Creaie a Facebook Digital Ethics Lab

= Publish 2 Digital Ethics Annual Report
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