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A/C Privileged: Proactive vs. Reactive Defenses

October 2020 (updated April 2021) | Safety Strategy & Operations

Overview: Define “proactive vs. reactive” defenses as we work to include it in the H1'20 Transparency
Report (TR) (to be published in the fall of 2021).

Proactive Detections & Enforcements for Listed Harms:
Listed Harm Do we proactively | Currently | Notes
review & enforce | included in
content / the TR?
accounts?
Sexual Content Autobot / rapid rules are mapped 1:1 w/ this harm.
Regulated Goods X Some autobot / rapid rules are mapped 1:1 w/ this
harm (see appendix)
Hate Speech X x Autobot / rapid rules are not mapped 1:1 w/ this harm.
Threatening / b 4 Some autobot / rapid rules are mapped 1:1 w/ this
Violence / Harm harm (see appendix)

Impersonation b 4 Autobot / rapid rules are not mapped 1:1 w/ this harm.
We have detection/enforcement tools in spam and
abuse but need to improve our data tracking tools.

Harassment b 4 b 4 Autobot / rapid rules are not mapped 1:1 w/ this harm.
Spam b 4 Autobot / rapid rules are not mapped 1:1 w/ this harm.
We have detection/enforcement tools in spam and
abuse but need to improve our data tracking tools.
CSAM PhotoDNA + rapid rules proactively detect & enforce.
Terrorism b 4 b 4 Autobot / rapid rules are not mapped 1:1 w/ this harm.
False Information X Some autobot / rapid rules are mapped 1:1 w/ this

harm (see false info doc for details)

Proactive Detections

& Enforcements for each product/feature:

A7
Product / Feature | Do we proactively %rrently Notes
review & enforce included
content / in TR?
accounts?

Snaps Autobot / rapid rules implemented for proactive

detection & enforcement.
Chats (1:1 & Autobot / rapid rules implemented for proactive

Group) detection & enforcement.
My Story Autobot / rapid rules implemented for proactive

detection & enforcement.
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m am thinking we can move these 2 charts to the other
proaciive doc to have it all captured there. and this one can just be our notes, decision

items (ie the appendix)

2 m“m you explain what you mean by proactive vs. reactive? as
of Tast week, all lenses are reviewed before they go live, so I would consider that

it
P

k)

proactive.

H3 Proactive = anything that is reviewed (by human or automatically) before a user sees
or before it is reported

M4 so in the case of lenses, bascd on last week's update, it would be proactive!

& Should we note the date when we stopped the velocity model and all lenses started to
be reviewed?

NS 1 think 1
column

fER

Technically though all Lenses are live first and then reviewed within an hour.
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Lenses b 4 All lenses are proactively reviewed before they go live
(4/2021). ALD is used in-app to filter search results.
Automation not mapped 1:1 w/ listed harms for lenses,
as the reporting menu does not capture listed harms.

Maps (Venues) X Autobot / rapid rules implemented for proactive
detection & enforcement. Not mapped 1:1 w/ listed
harms, as the reporting menu does not capture listed
harms.

Our Story Autobot / rapid rules implemented for proactive
detection & enforcement.

Snap Minis + X b 4 We review partnerships proactively, but we don't take

Games responsibility for content on other people’s apps since
we can't detect when the app developer changes
things post-submission. No proactive detection; only
reactive detection for Bitmoji Paint.

Publisher Tiles X We do near time review of Publisher Tiles. Publisher
Tiles go live and then are moderated shortly after for
compliance. We also do proactive checks via ALD and
other methods. Approved publishers can post tiles &
stories w/o additional review on Discover.

Publisher Tiles: X b 4 No proactive detection, approved publishers can post
Stories tiles & stories w/o additional review on Discover.
Public Profiles X Public profiles go through an approval process w/

partnerships team beforehand. Therefore, they are not
mapped 1:1 w/ listed harms, as they are detected /
enforced by another team. However, our proactive
detections & enforcements still apply for CSAM +
sexual content.

Web Stories (ext. b 4 Story extensions that can be shared and opened in
shared stories) browser; subject to same detection & enforcement as
My/Our story
Snap Star Tiles & X All reviewed similar to stories, but no specific
Stories detections in place for Snap Stars.
Ads b 4 Tagging & tools are implemented to catch fraud +

other ad violations.

Spotlight Autobot / rapid rules implemented for proactive
detection & enforcement.
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Appendix

April 2021 Update: In the H1'20 TR, we determined that we would aggregate proactive and reactive
detections & enforcements when reporting our listed harms in the TR. At the time, we only had proactive
detection & enforcement data for Sexual Content & CSAM. We have updated this document with charts
delineating which products, features, and listed harms we proactively review & enforce.

Moving forward, there a few things we should consider doing:
1. Amend the H1'20 TR: Either we remove the proactive detections from the listed harms tables &
country sub-pages, or the asterisk under the listed harms table, ““The Content Reports reflect

alleged violations via our in-app and support inquiries” should be edited to reflect that we included
proactive detections & enforcements.
a. Decision: We will not include proactive detections in the upcoming TR
2. No longer include proactive detections that expired. These detections, by nature, may be
misidentifications as we refine the autobot’s ML programs.
a. Decision: We will not include proactive detections in the upcoming TR

Initial Proactive enforcement for H2 2020 (not incorporated into H2 2020 TR): - - and
- < working to determine the total number of proactive enforcements across each listed harm and

feature. Currently, we have identified 203,066 proactive enforcements in H2 2020. See appendix for
details.

H2'20 Proactive detection & enforcement rules (autobot)

Conbent or Easks axpirad

Currend Queue Tokal Tasks Usar Enforced  (unreviewed]  pof eapined commen Possible Listed Harm
Spotight Expariment - Prusctve WeedsSmokng T4 0 448,725 1K Hew Rngulated Gowds
Rapi] Rl - Woler Supprassion 180, 362 418 158, 558 B4 My

Fapid Rues - Falss Inlorration LL-R . & z82 8, T2% Mew - bul spunds bos we will mclude &

Spatlight Expatimant - Proecive Duni BE.OTS 33 f--2 v B My RAaguited Goods
Fapid Rubos - Riveies B Retng 67318 18 &0 400F% Miw - reprasents ol kinds of abusas, has enforraments

Fapd Rubes - Poleriinl Inctement 25518 &30 0,170 B Mew Threatening | Viclenos ¢ Harm
Spatight Exparimant - Proeciive Wead 13,702 1732 450 AT Huw Ragdaned Goxds
Proactre Public Siory - Wesd 12003 ann 2,787 2% New Regasfed Gowds
Cnten! Ismurs - Uncalsguriced & A58 ir a,084 SEE Mew

Proaciive - Traflicking 4,920 4,850 100% How

Spotight Exparmaent - Prosctyve Orugs 1,084 ] 1,044 BIs New Rpguisted Goods
Proesiia Pusl: Siory - Quns 1.048 a1t ] % Mew Raguated Goods
Fapid Rubos - Polontal Inctement w' Guns r 2 T 26% Now Aogulated Goods
Total AEJ 103 20,044 THL B4 2%

Initial Proactive enforcement for H2 2020 (not incorporated into H2 2020 TR):

Listed Harm Content and Accounts Enforced
Sexual Content 148,915
Regulated Goods 10,389

Hate Speech --

Threatening / Violence / Harm 4,229
Impersonation* --
Harassment --
Spam* -

False Information 4,964
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CSAM 34,551

*There are proactive enforcement tools for mitigating spam and impersonation, but our ability to track
data in the spam & abuse team for these particular categories need to be fleshed out (improvements by

EQY).

October 2020 Research & Considerations

Definitions:

e Proactive - We proactively found the content or user (by human or automatically) without the
need of a Snapchatter reporting it.

@]

In H1, it was solely Public UGC (discover, map, our story, my story w/ visibility = public).
We also scanned Photo DNA (PDNA) private stories & PDNA private chats

In H2, we are going a bit further and scanning private content, specifically private stories
for voter suppressions & “rapid rules”

“Rapid rules” = detections based on rules the t&s team creates (eg. media caption
contains "covid is a hoax")

We're also adding new technology that can match CSAM videos (launch is public story
and small test w/ private 1:1)); quip

The discover content moderation team uses the proactive definition to mean before
the publish time, and reactive means after the publish time.

e Reactive - We reacted to a Snapchatter's report of content or user.

Open Questions

e |nH1:

What listed harms categories (e.g. harassment & bullying, spam, etc.) are captured by

proactive and reactive detection? Which categories fall under proactive detection and which fall
under reactive detection?

O

A: all listed harms categories are captured by reactive.
m In H1, sexual content is captured by proactive detection.
m In H2, it will be misinformation, voter suppression, and possibly more

e |s Photo DNA considered proactive detection when reporting on it for the TR? Yes

Reactive Detections

Listed Harm Reason ACCES::T:T;;);G q Cont;r:]tf;)rrcle:\;:;:ount Report Expired®
Sexual Content 6,063,523 33.6% 46.0%
Regulated Goods 520,426 33.4% 45.1%
Hate Speech 229,375 55.4% 13.5%
Threatening/Violence/Harm 1,062,895 42.9% 17.3%
Impersonation 1,459,480 0.1% 1.5%
Harassment 857,334 26.8% 20.5%
Spam 552,731 11.0% 18.9%

10,745,764 32.9% 28.7%
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Proactive Detections

Sexual Content 2,459,057 13.5% 86.3%

" Unique pieces of content or number of accounts flagged by reactive or proactive means
2 Unique pieces of content or number of accounts determined violating community guidelines
8 Unique pieces of content or number of accounts found not reviewed before media expiring

Presentation of the data:
e Option #1: Include a high-level, total breakdown between proactive and reactive detection,

combining all listed harms categories. Additionally, break out proactive vs reactive detection per

each listed harms category.
Option #2: Only include a high-level, total breakdown between proactive and reactive detection.

Option #3: Do not include it at all.

Understanding product proactive tools
e Step #1 - what is the number
e Step #2 - can we map those to a category
e Step #3 - what will it take to do so to map it

Reference Documents
ALD & Proactive enforcement metrics
Product & feature reporting flows
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