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In our Q1 Adversarial Threat report, we’re sharing threat research into six new covert influence
operations that we’ve disrupted around the world, including in Bangladesh, China, Croatia, Iran,
Israel, and an unknown origin CIB network that targeted Moldova and Madagascar. Many of
these cross-internet campaigns were detected and removed early in their audience building
efforts. In addition, we’re including our latest findings into a long running covert influence
operation from Russia, known as Doppelganger. Finally, as part of our mid-year update on the
global threat landscape, we’re sharing some key insights that stood out to us in our threat
research to date. This threat research helps inform our defenses as we work to protect public
debate globally this year, including ahead of its many elections. You can read the full report
here.

Government Requests for User Data

During the second half of 2023, global government requests for user data increased 11% from
271,692 to 301,553. US requests declined, while India became the top requester, with a growth
of 30% increase in requests, followed by Brazil, Germany and France.

In the US, we’ve received 73,390 requests- a decrease of 0.7% - from the first half of 2023,
which includes non-disclosure orders prohibiting Meta from notifying the user 74.5% of the
time. Emergency requests accounted for 5.7% of the total request in the US, remaining steady
from the first half of 2023.

Additionally, as a result of transparency updates introduced in the 2016 USA Freedom Act, the
US government lifted non-disclosure orders on 9 National Security Letters, which we received
between 2019 and 2021. These requests, along with the US government’s authorization letters,
are available here.

Further, based on a regular review of our reporting processes, we have made adjustments to
our reporting of Foreign Intelligence Surveillance Act (FISA) content requests from three prior
cycles. Specifically, the reported range of reports from H2 2022 has been made more precise
(from 145,000-149,999 to 146,000-146,499); the range of reports from H1 2022 has been
reduced (from 145,000-149,999 to 135,500-135,999); and the range of reports for H1 2021 has
been increased (from 125,000-125,499 to 128,500 to 128,999). We continually review our
processes and protocols to help ensure the accuracy of our reporting.

As we have said in prior reports, we scrutinize every government request we receive to make
sure it is legally valid, no matter which government makes the request. We comply with
government requests for user information where we have a good-faith belief that the law
requires us to do so. In addition, we assess whether a request is consistent with internationally
recognized standards on human rights, including due process, privacy, free expression and the
rule of law. When we do comply, we produce information that is narrowly tailored to that
request. If we determine that a request appears to be deficient or overly broad, we push back
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and will fight in court, if necessary. We do not provide governments with “back doors” to
people’s information. For more information about how we review and respond to government
requests for user data and the safeguards we apply, please refer to our FAQs.

You can read more on requests made from H2 2023 here.
Content Restrictions Based on Local Law

For many years, we’ve published biannual transparency reports, which include the volume of
content restrictions we make when content is reported as violating local law but doesn’t go
against our Community Standards. This report includes information where in limited countries
we are obligated to automatically restrict content, at scale and in country, based on local law
requirements, which is reflected in the comparatively higher volumes of content restrictions.

During this reporting period, the volume of content restrictions based on local law for
Facebook and Instagram increased globally from 200,000 in H1 2023 to 48,000,000 in H2
2023, driven by obligations in Indonesia where over 47 million items were restricted under the
Electronic Information and Transactions (EIT) Law and KOMINFO Regulation 5/2020 on
Private Electronic Services Operator for gambling content.

In addition, based on a regular review of our reporting processes, we have also added instances
where we restricted access to content to comply with court orders and requests under the
European Union’s General Data Protection Regulation as well as in South Korea where we are
obligated to automatically restrict content, at scale and in country, under the
Telecommunications Business Act for illegally filmed sexual content.

We continually review our processes and protocols to help ensure the accuracy of our
reporting. You can read more here.

Intellectual Property

We report on the volume and nature of copyright, trademark and counterfeit reports we receive
each year as well as our proactive actions against potential piracy and counterfeits. In 2023, we
saw an increase in reports of intellectual property infringement, much of which was
attributable to fraudulent reports impersonating legitimate rights owners; we announced new
resources for brands to protect against fraudulent reporting earlier this year, and expect to see
the impact of those efforts in future transparency reports.

We’ve also improved our transparency reporting by adding more metrics like ads takedowns
based on reports we received, as well as proactive actions — the former of which was
previously included in the overall Facebook and Instagram enforcement volumes but is now
broken out separately for the first time. Finally, we saw a decrease in proactive counterfeit
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