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Friday, 27th March 2020
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Objectives for today:

1. Provide an overview of the safely mitigation strategy (and execution against
that strategy) for child safety and terrorism.

a. Align on the extent to which we can (and cannot) mitigate these safety
challenges post elee

2. Assess impacts of safety work on pressure from key stakeholders and
implications for landing encryption externally

a. Align on priorilisation of eZee safety mitigation work vs. other company
priorities (Interop), and timeline for execution
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TL;DR:

1. Thereis a gap between what we think we need 1o be able 1o say and where we are in the safety
mitigations for E2EE — both currently and in the expected end state. This could jeopardize the
launch of EZ2kE across messaging services in the form of government action or other external
pressure that biocks our ability 1o do s0.

a. Partof the gap will never be closed with the current technical implemeniation and product privacy
decisions on how we will implement edee on messaging (&.¢., no client-side scanning or backdoor).

L. Parof the gap will be closed, but, at the current investment rate, we don’t foresee adding any additional

talking points for external engagements before Q4 2020 due to competing pricrities (interop, profile+,
atc).

. The Policy team has oullined the claims they think we will need to be able to make prior to launching
encryplion across our messaging platforms to help mitigate the risk (slide 27).
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TL;DR:

2. Based on the Cl work done to date, and at the current investment rate, we assess that

a. We will lose visibility over 82% (13M/y) of current CEl reports to NCMEC across the family of apps,
based on a near-total loss of Messenger-derived reporis. We believe we will be able 1o recharacterize
half of the reported content as non malicious after we ship the intent framework., Policy and product
agree this will have limited impact on government and safely expert pressure.

b.  We expsect to be able 10 escalate ~30% of reports in DOI Credible threat review flows with the loss of
inbox. We will aim to further increase that number as we begin 1o roll out EZEE optimizations to tooling,
rep training and using other indicators, but we are still likely to miss 50% true positives.

C.  We don't foresee adding additional talking points for government and other exiemnal engagements
before Q4 2020.

d. Re-prioritization of integrity effort, including mitigations for COVID-19, will most likely see the priority
on safety mitigations work decreasing, and conseguently the timeline stretching further into 2021.
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Agenda
For each of A) Child Safety and B) Terrorism:
1. What are the harms related o eZee?

2. Whatis our product strategy o address these harms? How is our ability to
address impacted by e2ee and how much can we miligate the impact?

3. How far along are we on execution?

4. To what exient do these safely impacts address external pressures we face
from our key stakeholders?

EWR]

5. Where and on what timeline should we prioritize mitigation efforts going
forward?
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Child Safety: how bad actors use our platforms?

On platform Incentives for

Qutcomes

Real world
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bad actors

harms

Discover

yvietims

Share and trade |
content

Exploit broadcast and
sharing tools

Explolt our cormmunity
building tools

Explolt discovery and
recommendation suwrfaces

CEl distribution Minor
sexualisation

Grooming
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1. Harms

Context: CEIl distribution

1. In 2019 we sent 16M reports (84% from G Direct / FB Messenger in 2019) of Ckl to
NCMEG ~ This is the number which is most often quoted externally as indicative of the size
of the problem of CEl sharing on Facebook’s platforms.

2. We do not believe that this is an accurate representation of the problem and we are
currently working on being able o better contextualise this data publicly and give more
clarity to NCMEC and Law enforcement about how much actual harm exists on the platform

a.  We have anecdotal evidence of CEl sharing without malicious intent - we intend (o
publicly ship a quantifative breakdown of intent {L.e. malicicus vs. non-malicious
sharing).

b.  We have some evidence that we may be over reporling even against our current
liberal reporting guidelines.

¢, We are beller understanding how CEl is copled/fre-uploaded onto our platforms in
order {o give more signal about where the actual abuse is taking place.
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Child Safety: Impact of Encryption

Discover
victims

Share and
trade
content

Build
communities
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Grooming

CE! distribution

Minor
saxualisation
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Prevent victim discovery

. Detecting and reporting inappropriate

interactions
Encourage reporting
Support victims

Disrupting CEI networks

. Aggressive content moderation

Prevent CEl seeking behaviour

. Prevent discovery via recommendation

surfaces

Aggressive content moderations: delete
violating content and reduce exposure
to borderline content

Post e2ee enforcement coverage
META3047MDL_REPROD_VOL021

£. Strategy and e2ee impact

. Will lose ability to detect grooming where the adult and
_minor already knew each off-platform. '

. Will continue to be able to leverage all 4 strategy levers for
_ bad actors discovering minors on our platform.

. Will only be able to send detailed reports to NCMEC (LE)

. for reported cases -

<25% | | ~50% >75%
META3047MDL-014-00053460

METANMAG_REPROD_VOL016 METANMAG-002-00285155



3. Execution progress

Context on Child Safety mitigations

1. In Q3-2019 we sef up an E2EE taskforce focussing on a small collection of encryption
technigques in order to hit a timeline for encryplion of Q2-2020

2. Asencryption is now expected until late 2021 at the earlies!, we have decided o prioritise
foundational work 1o understand the intent of actors commitling child safely abuses on
our platforms {i.e. HC and CEl}.

a. We believe that this will give us the best chance of mitigating the impact of encryption
when we come {0 ship it

3. Direct foliow ups coming out of the the taskforce are still being worked on, albeit at a
siower pace, and are likely to be completed by the end of 2020.

4. Qurfocus on Child Safety continues making progress on public surfaces (ie.. Minor
Sexualization) while keeping the lights on MSG detection (maintaining our escalation rate
to Lk for Tier 1 and CEL.
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3. Execution progress

Child Safety: Mitigating ‘grooming’

Preventing victim discovery. Blocking friending between LAUNCHED: Experiment ~30% decline in prevalence of
‘suspicious’ adults and launched to 100%. Effect is IIC victims (caveat:
unconnected minors. measurable. measurement is not yet e2ee

resifient).

Proactively detecting & Behavioural classification of RISK: Not actively improving Behavioural classification

reporting inappropriate adults with suspicious public behavioural classification or bounded by ability to measure

interactions. square activity/ messaging improving metadata based recall/precision without inbox
patterns. NCMEC reporting (readiness
for interop is currently being NCMEC reports may not
NCMEC reports based on prioritised ahead of e2ee). provide enough ‘evidence’ to
limited meta data and public be directly actionable.
square signals.
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3. Execution progress

Experiment Example: Limit connect-ability

Tost View:

Hunter Heany
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& gk Peivvg & ket Brinndg

Bridget Sharp
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DR e Frieng

Minor Target
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3. Execution progress

Child Safety: Mitigating ‘grooming’

Encouraging user reporting Increasing reporting and self EXPERIMENTING: Ran ~50x Increase in lIC victims
and other forms of remediation entry points (more | several successful who report from 0.1% t0 4.8%.
self-remediation. visible, contextual upsells). experiments, but blocked from
launching due to capacity Increase in perpetrator
constraints. coverage to ~18%.

Launched ‘proactive warnings’
which up-sells blocking to 1IC

victims.
Supporting victims. Ship support material to EXPERIMENTING: On the Targeting 20% engagement
confirmed victims of Tier 1 lIC Child Safety roadmap for H1 from lIC victims with support
over Facebook and work planned for Q2. material.
Messenger.
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3. Execution progress

Experiment Example: Increasing high-quality reports

Report after thread delete Report after message remove Long press 1o repot REPETT ITOHT NR0E HEOrger U ean Rewns FEPOIT JRT BIOCK
LR Bl
&
Delete this entire Hermove for you? Blork sice?
conversatinn? b Trevor Phillippi
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3. Execution progress

Child Safety: Mitigating ‘CEI distribution’

Developing heuristics to UNDERSTAND: We are inthe | We have promising early
distinguish malicious from analysis stage of results (up to 50% of sharing is
non-malicious CEIl sharing. understanding actor intent. non-malicious) but it's too soon

to tell how effective we will be.

Disrupting CEl sharing = .. e O T

networks Developing actor and network UNDERSTAND: We have We believe that can getto a
level classification to detect additional work to do to similar precision to WhatsApp
malicious CEIl sharing. understand actors and use (c. 80%) and there we may be
more e2ee resilient behavioral able to go beyond that.
signals.
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Child Safety: Mitigating ‘minor sexualisation’

Aggressive enforcement of
Child Safety on unencrypted
surfaces.

CONFIDENTIAL
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3. Execution progress

Progressing the maturity of our
unencrypted surfaces for Minor
Sexualisation.

We are have improved
proactive detection for and
shipped reporting for Minor
Sexualisation in comments in
Q1 - with groups and profiles
likely to land in Q2.

META3047MDL_REPROD_VOL021
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We have better detection but in
comparison to the rest of Child
Safety action volumes for this
abuse remain comparatively
low.
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4. External pressure

External pressure from stakeholders - child safety

Law enforcement * Content for investigations * No eZee Unlikely to be assuaged by anything short of access to

[& intelligence] | (retrospective) and :* Backdoor (device-side, ontent/encryption backdoor and/or client side with reporting

‘ ‘surveillance (prospective)  server-side)
* Useful referrals for i* Other tech “solutions” {e.g.,
.investigation and rescue ighost protocol)
‘ * Client/device-scanning with

‘ ‘reporting

:Safety NGOs +* Prevalence/sharing of * Limit e2ee (e.g., for kids) Would likely be satisfied with client/device-side scanning

: ' CSAM i* Scanning (server, client, or Some (e.g., Thorn) may be amenable to outcomes short of
* Useful referrals for LE .device side) lient/device-side, i.e. robust and demonstrable claims about
Jinvestigation and rescue * Demonstrated commitment 2ee resilient capabilities (reduce prevalence, prevent :
* Overall child safety ‘to address child safety onnections, on-platform actions, actionable reports, victim

‘ecosystem upport)

ecosystem

Others (e.g.,

. “Wln” over tech : Transparency/accountab lity Some encryptlon skeptlcs may be satlsfled Wlth

‘policymakers, .* Overall child safety ‘about the impacts of lient/device-side scanning to address child safety concerns
‘tech, media) ‘ecosystem _encryption : = * Others be amenable to robust and demonstrable claims
‘ * NCMEC numbers .* Demonstrable improvement . eDee resilient capabilities (reduce prevalence, prevent
‘ ‘on e2ee resilientcapabiltes ¢ connections, on-platform actions, actionable reports, victim
? : ‘support)
. * We should be candid about safety tradeoffs alongside
ontinued articulation of affirmative benefits of encryption,
ther eco-system efforts
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&, Prioritization

What we need to be able to say prior to launch - Child Safety

Based on the estimated impacts on our ability to make reports to NCMEC, these are the claims we think we need to be able make ahout our post E2EE safety
capabilities:

® We have significantly reduced the prevalence of CSAM on our platform: "Using tools that do not rely on inbox content, including efforts to stop bad actors
from connecting with other bad actors, we have significantly reduced CSAM on our platform."”
. Ex. measurement: a significant drop in CyberTips to NCMEC ahead of launching end-to-end encryption, attributable to new integrity efforts

. We have enhanced our ability to prevent potentially harmful connections with minors: *Using tools that do not rely on inbox content, we are able to identify
accounts that may be seeking to engage in lIC and prevent interaction with/harm to minors"
. Ex. measurement: we prevent [X#] of adults from friending minors on our platform
*Note this could count from not offering friend button and from upselling blocking, and any other integrity efforts

. We are still able to identify and remove had actors from our platform: "Using tools that do not rely on inbox content we remove...

. Ex. measurement: [X#] accounts per month for suspected child exploitation across all of our messaging apps.
. Ex. measurement: [X#] accounts per month for suspected child exploitation on Messenger.

. Ex. measurement: 250,000] accounts per month for suspected child exploitation on WhatsApp.

. Ex. measurement: [X#] accounts per month for suspected child exploitation on IG DM

° We will still provide ample *actionable* reporting to NCMEC and LE: "Using tools that do not rely on inbox content, we will provide more CyberTips that
include CEl content within end-to-end encryption than what LE investigates today.”
. Ex. measurement: X times current # of CyberTips with CEl content currently accessed by LE

. We have introduced new world-class victim response measures: "In addition to everything we are doing to prevent, detect and report child sexual
exploitation, we have built a world class system for user education, victim response and support {~to suicide/self injury)."
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Assessment of safety mitigations to support child safety ®° Prientization
claims

Est.
{ End state

ikely single-digit effect; will b
echaracterizing existing
revalence metrics

. More limited for actors tha
already know each other; could

cted on by LE, but contain less
ctionable information

Ability to

substantiate

claim
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1. Harms

Terrorism: how bad actors use our platforms?

Shock

Coord

Directory

Seek & conneclvia
discovery &
recommendation
surfaces

incentives for
bad actors

Reach a large audience
via posts, videos,
images

Individuals that pose high
risk to comimunity

Plan and communicale
via private surfaces

On platform
Qutcomes

ke T . : .
§ 0 Radicalisation via Recruitment and Attack planning {pre and post)
53 propaganda fundraising Attack broadcasting
©
4
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Terrorism: strategy to mitigate these harms

Broadcast

Directory

Communicate

High Risk
Individuals
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Radicalisation

Racruitmeant
and
fund-raising

Attack planing

Altack
broadcasting

Super-charge content moderation:
1. Expand automated actions (limit reach)
2. Utilize broad soft-actions

Prevent abusive community building
1. Disrupt connections between seekers & entities which are
enabled by FB tools
a. Expand detection of overt entity level signals
b. Prevent ‘motivated seekers’ from utilising our search &
discovery surfaces.

Disrupt existing networks:
1. Ensuring high reportability of threats to LE
2. Takedown networks using non-inbox signals

Preemptively identify high risk individuals:
1. Utilise content & behavioral signals to identify individuals

Post e2ee enforcement coverage

META3047MDL_REPROD_VOL021
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£. Strategy and e2ee impact
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Terrorism: mitig

ating ‘attac

K planning’

Ensuring high reportability
(of threats)

Takedown existing networks

3. Execution progress

Move to a no-inbox threat
review flow

Continuously improve recall for
user reports

Eliminate the perception of
safety in private surfaces by
using strategic takedowns of
networks (like CIB)

EXPERIMENTING: Completed
tooling for E2EE optimized
review flow, ETA: end H1.
Working to setup Eion’t Miss o
thing archetype approved
metrics on recall.

MEASURED: We launched the
V1 draft of the Network
Disruption Playbook, improved
existing recidivism detection
and scoped out a baseline
success measurement.

Improve user report recall

Taken down 5 networks (Proud
Boys, FARC..) with 100s of FB,
IG users, groups and pages.
Additional 5 networks by end of
H1. Tracker
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3. Execution progress

Terrorism: mitigating ‘attack broadcasting’

Utilise content and Build policies that allow UNDERSTAND: We are Recall/Precision of high risk
behavioral signals to identify | identification of probable high currently in understand phase individual detection
and disrupt high risk risk actors (mapping actor signals
individuals indicating risk) and have
Take disruptive actions to limit mapped possible interventions.
risk to community Policy development is an H1
goal.
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WIP -

4. External pressure

External pressure from stakeholders - CT/DOI

Law enforcement
{[& intelligence]

NGOs?

.* Content for investigations
 (retrospective) and

No e2Zee

nlikely to be assuaged by anything short of access to
i* Backdoor (device-side,

ontent/encryption backdoor

‘surveillance (prospective) iserver-side)
* Useful referrals for -* Other tech “solutions” (e.g
‘investigation and rescue Eghost protocol)

i* Client/device-scanning with

reporting
i* Prevalence/sharing of * Limit e2ee (e.g., for kids) kely satisfied with client/device-side scanning
'CSAM * Scanning (server, client, or ome (e.g., Thorn) may be amenable to claims about e2ee
i* Useful referrals for LE idevice side) silient capabilities (reduce prevalence, prevent connections, .
‘investigation and rescue i* Demonstrated commitment n-platform actions, actionable reports,
.* Overall child safety -to address child safety
‘ecosystem ecosystem

Others (e.g.,

‘policymakers,
‘tech, media)

CONFIDENTIAL
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. * Transparency/accountability

*Wlnovertech ay be amenable to claims about e2ee resilient capabilities

-* Overall child safety éabout the impacts of educe prevalence, prevent connections, on-platform
-ecosystem §encryption ctions, actionable reports)
* NCMEC numbers * Demonstrable improvement . longside continued articulation of affirmative benefits of

gon eZee resilient capabilities ncryption, other eco-system efforts
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5. Prioritization of ongoing efforts

What we need to be able to say prior to launch - CT/DOI

Based on the estimated impacts on our ability to make reports to LE and remove DOI/CT content on the platform, these are the claims we think we need to be able
make about our post E2EE safety capabilities:

® We are reducing the prevalence of violating content: "As a result of a new framework for soft actions on likely violating content and behaviour, users will be
less exposed violating content”:
. Ex. measurement: Our soft actioning framework reduces the prevalence of likely violating content by [X%)]
. We continue to invest in _detecting and removing violating content: “By increasing the reach of automated detection and constantly improving our
automation (e.g. precision, recall), we will continue to enforce aggressively against terrorism and hate content”:
. Ex. measurement: X pieces of terrorism content removed , out of which X% were removed as a result of proactive detection.
. Ex, measurement: estimated reduction in X% of false negatives detected for terrorism, , and likewise reduction by X% of false positives in content
removed for terrorism
. We are doing more to disrupt potential radicalisation and recruitment efforts for terrorist activity: "Through strategies to disrupt radicalisation and
recruitment pathways, we increasingly limit potential bad actors’ ability to connect with others or broadcast their agenda”:
. Ex. measurement: We impose soft actions on [X#] of profiles per month
° We will improve cross-platform enforcement to identify and remove bad actors: "Using tools that do not rely on inbox content, we remove a significant
number of accounts for terrorism violations; interoperability improves our cross-platform enforcement”;
. Ex. measurement: Ahead of end-to-end encryption, we are removing [X%] of accounts for terrorism violations without inbox signals; [X%] of these

users are simultaneously disabled on WhatsApp.
. Ex. measurement: At full interoperability we expect these types of cross-platform terrorism disables to increase by [X%]
° We will still provide *actionable* referrals to law enforcement: "By leveraging behavioral signals, we will be better able to detect [X] types of profiles and
provide law enforcement with information that furthers their investigations”:
° Ex. measurement: We proactively refer [X%] of the reports for credible threats that we did before e2ee
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5. Prioritization of ongoing efforts

Assessment of safety mitigations to support CT/DOI claims

Work to date | Est.
. End state

Ability to
substantiate
claim

CONFIDENTIAL META3047MDL_REPROD_VOL021 META3047MDL-014-00053478
CONFIDENTIAL METANMAG_REPROD_VOL016 METANMAG-002-00285173



APPENDIX

CONFIDENTIAL META3047MDL_REPROD_VOL021 META3047MDL-014-00053479
CONFIDENTIAL METANMAG_REPROD_VOL016 METANMAG-002-00285174



We have made a number of public commitments that we need to show

progress on.

Mark Zuckerberg (March 2018)

"There are real safety concemns to
address before we can implement
end-to-end encryption across all of our
messaging services.”

“owe [will tgke the time 1o build the
appropriate safety systems that stop
bad actors as much as we posasibly
can within the limits of an encrypled
service,

but

" we will never find all of the potential
harm we do today when our security
systems can see the messages
themselves”

CONFIDENTIAL
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B Gy Rosen (2H 2019)

# Prevent:

o Wa are working to better undsrstand how bad actors connect with their vichims in
the first place, and we're developing ways to prevent that initial contact,

o We are building tools to look for signals and pattems of suspicious activity so that
we can stop abussers from reaching potential victims.

o Eagch person should have control over who can find and inttiate communication
with them, who can see if they are online and what those people can find ouf
about them.

Detsct:

o We are getting better at using non-content-based signals fo identify bad behavior
o We are parficularly focused on working across the entire Facebook family of gpps.

Respond:

o Wa recently began tesfing new ways o help more minors report adufts who send
unwanted messages, and so far, our resuits show a significant increass in
reporting.

o Law enforcement will still receive valuable informalion in response fo lawful
requests.

28
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We continue to receive significant external pressure:

In addition to longstanding law enforcement calls for

encryption backdoors:

e Governments and safety NGOs demand no
reduction in user safety

* They want proof that our Al works as intended

"I'm urging you not to introduce

be compromised.”

CONFIDENTIAL
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end-to-end encryption uniess you can
guarantee that children’s safety will not
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Governments — particularly in UK, Australia, US
— 8re Dressuring us to show concrefe progress
on safety as part of "lechnical consultations”

o Australia — 2-day session posiponed from
March &, to be rescheduied

e LK — abbrevigted video conference heald
March 19, follow up [TBD

e LS — meeling with FBI on Jan. 22

Afthough we are unlikely to placate government
concems in these consultations, showing
progress on our commitments helps limit the
hikelihood of govemment aclion [0 Dlock our
encryption plans

30
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Deconstructing LE & safety NGO encryption concerns

When law enforcement and safety NGOs express concerns about "encryption,” they are talking about impacts to three things:

w  *Conductsurveillanceon (D] Server access (backdoor]
enforcement  suspectedbadactors ~ (3)"Ghost protocol”
- *[Intelligence]  * [To collect intelligenceon = (4) Lawful hacking
. targets]

*Not currently stored or provi
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Tech solutions sought by various stakeholders

“Lawiul” access (with a search warrant or court order)

0.
1.

B W DN

server access: LE access (o data onfpassing thru servers (Le., backdoor/ing eZee)
device access: LE access to e2e encrypted data on device

cloud access: no e2e encrypted backups

"ghost protocol”. LE added to e2e encrypted conversations

lawful hacking: LE exploits vulnerabilities to access data

Client and device-side scanning

5a. scanning w/in operating system without reporting (~malware)

5b. scanning w/in operating system with reporting

5c. scanning w/in app without reporting

5d. scanning w/in app with reporting

Facsbook company 2
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UNUSED /
GRAVEYARD
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Interop Safety Mitigations and Encryption Concerns
Part 1|

1. Complete review of safety mitigations

2. Explain Law Enforcement/NGO safety concerns and desired tech
solutions by audience (e.g. client-side scanning)
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Safety mitigations — overview of existing work

Prevent Detect Respond
1. Restricting adult -> 1. Inbox blind test of 65 1. Testing new
minor friending Dangerous Orgs cases reporting entry points
reported to LE and prompts
2. Analysis of “seeker”
and “producer” 2. Detecting CEl group 2. No-inbox
behavior to collapse threads without inbox proactive reports for NCM
bad actor ecosystem content =0
3. Fake minor account J. Victim support = {esling
network analysis to with sextortion victims

prevent inappropriate
interactions with
children

CONFIDENTIAL META3047MDL_REPROD_VOL021 META3047MDL-014-00053486
CONFIDENTIAL METANMAG_REPROD_VOL016 METANMAG-002-00285181



Non-inbox Reports to NCMEC

* Goal: Deliver actionable information to NCMEC in an e2ee-protective way

¢ Test: We are testing a new NCMEC reporting format that a) removes content, b) adds new non-inbox information, and c) makes reports
easier to read. We have sent four of these new reports to LE for feedback. Changes include:

Table that identifies how all the accounts listed in the report are linked to the main suspect e.g. via IP or email
Group Message thread titles for all suspect accounts

Comments and Profile posts that are suspect

Details on Page and Group memberships of suspect accounts

Details on types of searches the suspect accounts are running

* Findings: Feedback is that the new changes are "super helpful,” but if stacked against other reports with inbox content, likely won't be
prioritized. Example feedback:

Attribution chart: Using this LE has been able to tie individual reports to other NCMEC reports (either from us or other companies)
and identify whether accounts listed are linked to a person of interest in separate investigations (via geolocation)

Group chat name: LE can look these up in device searches and link them together

Comments and Profile Posts: Provides helpful context to better understand the offending user

Pages and Group membership: LE can use this information for other avenues of investigation

Search history: LE can use this during their investigation, and potentially learn new trends or identify minor targets they haven't
connected with yet

* Next steps: Continue to seek feedback and iterate on reports
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V|ct|m Support

Goal: Increase engagement and effectiveness of support

» Test: Launched an updated version of the supportive experience that involves an updated entry point with a more
informative Ul. Currently only child victims of sextortion, where a manual NCMEC report has been filed, receive
support.

* Findings:
s 4.27K users have seen the expanded {V2) support with an overall CTR {click through rate) on resources is
~18%

* Of the users who clicked on any options:
* 39% of users clicked “Get Advice and Find Immediate Support”
* 35% of users clicked “Report to Facebook” (note: only 3% of this group actually reported)
* 25% clicked on “Talk to Someone You Trust”
*  25% clicked on “Get Help if You're Thinking About Hurting Yourself”

» Next steps: (1) evaluate which populations to expand support to, (2) evaluate whether moving the support closer
to the event will lead to more positive outcomes, (3) explore why reporting conversion is so low
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Sextortion Victim Support- Suite of Options
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‘Security “Concerns “Openness - Unknown Mixed views
Community {eyber  (Carnegie
. Sseewrity) o orepori)

NCMEC .~ Nostated  No stated .~ Nostated No stated No stated position Favored Sellable . Favored prefer
Spostfion. . position . Cpesition . position. L on08
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4. Execution progress

Terrorism: mitigating ‘radicalisation’

STRATEGY TACTICS STAGE OF EXECUTION EFFECTIVENESS

Launch InfoFirst reviews to  EXPERIMENTING: We have

Expand upda’tg_clj_lgwdehnles forthCI). Automation rates:
auto-actions to New s was launched as .
detect and . experiment and requires ~92% for terrorism
enforce against Classifier updates (Mtm/, follow ups. 75% for Hate Orgs
propaganda CNN, PyText, and WPIE.)  COVID capacity loss means

we can only roll out to FTCs in

limited queues.

expand automated actions.

Utilize

Soft-actions to Feed demotions for OPERATIONAL: Launched Reduﬁ?\/lb;/ivi by
detect and probable violating approved feed demotions on over 1. aily tor
enforce against content FB for Hate orgs. Hate orgs.
propaganda
41
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4. Execution progress

Terrorism: mitigating ‘recruitment and fundraising’
STRATEGY TACTICS STAGE OF EXECUTION EFFECTIVENESS
Disabled 41K

Expand detection
of overt entity
level signals

Remove entities with
clear support and
representation

Build actor level
classification

LAUNCHED: Launched
detection & review flows to
enforce on profiles.

In H1, we are developing
entity level scores for
profiles, groups & pages.

profiles that
represent terrorist
entities on their
public profiles in Q2
2019

Prevent ‘motivated
seekers’ from
utilising our search
& discovery
surfaces.

CONFIDENTIAL
CONFIDENTIAL

Search filtering,
demotions, tiering

Filtering on
Recommendation
surfaces

Downranking in Feed

LAUNCHED: We have
reduced searchability of
Terrorist content and now
have measurement for
entities. Expect to impact by
end of H1. Expect to be at
measured for non-search
discoverability by end of H1.
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Reduced searchability
by over 80% on FB
content in H2 2019,
plan to reduce profiles
& pages in H1. Also
developing seeker
success metric &

experiments.

META3047MDL-014-00053493
METANMAG-002-00285188



£. External pressure

Context: external pressure from stakeholders

When law enforcement and safety NGOs express concerns about "encryption,” they are talking about impacts to three

things:
Who cares? What they want to be able to do? What tech solutions they would like to
see?”
Law enforcement Obtain information relevant to 1. Server access (backdoor)
existing investigations 2. Device access
3. Cloud access (backups)

Law enforcement Conduct surveillance on suspected 1. Berver access (backdoor)
[Intelligence] bad actors [To collect intelligence 2. "Ghost protocol"
on targets] 3. Lawful hacking
Law enforcement Receive useful referrals for rescue 1. Server gecess (scanning)
and investigations 2 Client/device-side scanning
a. OS w/ reporting
Child safety Prevent sharing of CSAM and other b. OS w/o reporting
non-profits harmful content c. App w/ reporting
d.

*Tech solutions described in more detail on slide 25 in the appendix
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What we need to be able to say prior to launch

Purpose: Following are the claims we need to make prior to launching encryption to avoid government action that blocks our ability to do so.
We are delineating these claims in order to work with the product team to develop a plan for externally demonstrating measurable

incremental progress toward these claims over the time it takes to fully move to encrypted interoperable messaging.

Whether or not we communicate it in this way externally, we need to align internally on the baseline:

"Without scanning the content of people's messages, we will be able to make (a) [1%] of the Messenger and IG Direct reports of CSAM to
NCMEC ([15%] of total Facebook family of apps) and {(b) [~30%] of the reports of CT and DOI to law enforcement that we currently make.
® Fx. measurement: Number of reports to NCMEC compared to prior years
® Ex. measurement: Number of CT/DOI reports to law enforcement compared to prior years

44
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What we need to be able to say prior to launch

Purpose: These are the claims we need to make prior to launching encryption to avoid government action that blocks our ability to do so. We are
delineating these claims in order to work with the product team to develop a plan for externally demonstrating measurable incremental progress
toward these claims over the time it takes to fully move to encrypted interoperable messaging.

We need to pivot to strong, metrics-driven proof of the impact of new mitigations:

™ We have reduced prevalence of the bad activity: "Without scanning the content of people's messages, we have (a) reduced the sharing of CSAM and {b} seen no increase in
terrorist/DO| content on our platform."
] Ex. measurement: a significant drop in CyberTips to NCMEC ahead of launching end-to-end encryption, attributable to prevention measures
™ Ex. measurement: steady or decline in CSER numbers for CT/DOI attributable to prevention measures
. We have enhanced our ability to prevent harmful connections: "Using tools that do not rely on inbox content, we can identify and take action against accounts that may be (a)

seeking to engage in IIC or CEl trading shating {b) seeking to radicalize/recruit for terrorist activity."
™ Ex. measurement: [TBD]
° We are still able to identify and remove bad actors from our platform: "Using tools that do not rely on inbox content we remove {a) [##] accounts per month for suspected
child sexual exploitation and (b} [##] for suspected terrorist-related activity.”

& Ex. measurement: similar to current WA takedowns
° We will still provide ample *actionable* reporting to NCMEC and LE: "Using content from the public square and user reports, we will provide {a} more CyberTips that inciude
CEi content within end-to-end encryption than LE currently accesses and {b) continued actionable reports to LE on terrorist/dangerous org threats identified on the platform.
] Ex. measurement: X times current # of CyberTips with CEl content currently accessed by LE
. Ex. measurement: X times current # of actionable CT/DOI reports
° We introduced new victim response measures: "In addition to everything we are doing to prevent, detect and report child sexual exploitation, we have built a world class

system for user education, victim response and support {~to $5I})."

45
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What we need to be able to say prior to launch

Purpose: The following pages include the claims related to child safety and CT/DOI that we think we will need to
be able make prior to launching encryption to avoid government action blocking our ability to launch e2e.

Backdrop: At present, product anticipates that post e2ee we will be able to...
® For child safety: make [1%] of the Messenger and IG Direct reports of CSAM to NCMEC (or, put another
way, [15%] of total reports by the Facebook family of apps)
e For CT/DOI: make {~30%] of the reports of CT/DOI to law enforcement that we currently make, and remove
[X%] of the CT/DOI-related content that we do today across the platform

We are delineating these claims in order to work with the product team to assess feasibility and develop a plan for
demonstrating measurable incremental progress externally toward these claims over the time it takes to fully
move to encrypted interoperable messaging.
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