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v a l idat i on o f  the a g e  o f  u s e r s ,  a n d  the 

p re s e n c e  of  a very  m o t i vated  and adve r s a r i a l  

s e L  o f  perpe L r a L o r s . "  

A .  I f  I can  f i n i s h ,  "And a demo n s t r a b l e  

l a c k  o f  ab i l i t y  to  m i t i ga t e  a b u s e  on the i r  

p l a t forms has  r e s u l t e d  i n  a s c a l e  o f  C SAM/ C S E C  

i n c i de n t s  n e v e r  s e e n  b e f o r e . "  

Q .  S o  that  i s  what you  w r i t e . 

I wanted to  a s k  you  about  t h i s  

r e f e r e n c e  " to m o t i v a t e d  a n d  adve r s a r i a l  s e t  o f  

p e r p e t r a t o r s . "  

Wh a t  d i d  you mean by  "mot ivated and  

adve r s a r i a l  pe rpe t r a to r s " ?  

A .  So i n  my expe r i en c e  f rom t a l k i n g  to  l a w  

e n f o r cement - - l e t  m e  s t a r t  a g a i n  i f  t h a t  i s  

o kay . 

I f  I l o o k  a t ,  f o r  examp l e ,  I w i l l  g i ve 

you  two examp l e s . I f  I l o o k  a t  the numb e r  o f  

repo r t s  to NCMEC f r o m  M e t a  P l a t forms o f  known 

c h i l d  sexual  abu s e  mate r i a l ,  that n umber is so 

l a rge that it i s  not  j u s t  an a c c i de n t a l  c l i c k ,  

i t  i s  n o t  a n  a c c i de n t a l  u p l o a d .  I t  seems  t o  me 

a l o t  o f  people  who are  motivated  to t r y  a g a i n  

a n d  a g a i n  and  a g a i n  to  upl oad k n o w n  content , 
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t h o s e  c ompu t a t i o n a l  metho d s ,  a n d  Meta t a l ks 

about th i s ,  s ometimes  the items  were  pub l i s hed 

and Lhen  Lhey  l e a rned  Lhey  were C SAM and  Lh a L  

generated  a repo rt . S o  n o t  a l l  o f  the repo r t s  

a r e  d u e  to  M e t a  c a t c h i n g  i t  b e f o r e  i t  w a s  

pub l i s he d .  That  i s  a motivated  s e t  o f  

pe rpe t r a to r s . 

And I have s e e n  m y s e l f  that  o n  

I n s t a g r a m ,  f o r  examp l e ,  there  a r e  people  who 

w i l l  c r e a t e  a n  account  and then s a y ,  when I get 

suspended,  here is my n e x t  account  name . And 

then they w i l l  get  s u s pended and then that i s  

the  next  a c count  name . S o  that  i s  a l o t  o f  

motivat i o n  and aggre s s i o n . 

Q .  S o  when you say  " m o t i v a t i o n , "  you a r e  

t a l king about  m o t i v a t i o n  by  c h i l d  s e x  

p reda t o r s ?  

A .  

Q .  

Y e s . 

And when you s a y  " adve r s a r i a l , "  you 

mean that they a r e  adve r s a r i a l  in t rying  to 

evade Meta ' s  c o n t ro l s ?  

A .  We l l ,  the example I j u s t  gave i s  one 

where they  s a y ,  on Meta ' s  p l a t f orms , they  s a y ,  

" M y  n e x t  a c count  when I g e t  s u s pended i s  the 
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u s e r  r e p o r t i n g  s y stems  b e f o r e  r o l l i ng out  i t s  

d e f a u l t  e n d - t o - e n d  e n c ryp t i o n  o n  M e s s e n ge r ?  

A .  S o ,  a g a l n ,  I w o u l d  q u lb b l e  w l lh Lhe 

word " e nhan cement . "  B u t  i f  you a s ked me did  

they  make  e f f o r t , I s a w  s ome d i s c u s s i o n s  about 

it  i n  i t ems I reviewed i n  d i s cove r y . 

Q .  And did  you e v a l u a t e  whe ther  t h o s e  

e n ha n cements  w e r e  - - l e d  t o  p o s i t i v e  

impr oveme n t s  that d i dn ' t  requ i r e  s c a n n i n g  o f  

c o n t e n t ?  

ATTORNEY GRU E T Z MACHER : Ob j e c t  t o  the 

f o rm . 

A .  I d i d n ' t  have a n  opp o r t u n i t y  to  

evaluate  that . 

B Y  ATTORNEY H E S T E R :  

Q .  Are you  aware that  Meta  enhanced i t s  

s y stems  f o r  p revent i n g  the p o s t i ng o f  C SAM and  

C S E C  b e f o r e  r o l l ing out  end-to-end  e n c r yp t i o n ?  

A .  S o ,  agai n ,  the word " enhanceme n t "  l e a d s  

m e  t o  s a y  I wasn ' t .  T o  my knowledge ,  d u r i n g  

d i s c ove r y ,  f r om what I r e a d ,  there  w a s n ' t  c l e a r  

documen t a t i o n  o f  a n  enhanceme n t , b u t  perhaps  a 

change o r  a de s i r e .  

Q .  

877-370-3377 
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S o  i f  the  s u s p i c i ou s  behavi o r  i s  based  o n  the  

content , we l l ,  then it  won ' t  be ava i l ab l e  i n  

L h .l. s  s y s Le m .  S o  I a m  g o l n g  L o  h a v e  L o  l n fe L  

that  i t  i s  a n  a c c o u n t  that they  know thr ough 

metadat a ,  I w i l l  c a l l  i t .  For  i n s t a n c e ,  i f  

they b e l i eve someone i s  o f  a c e r t a i n  age , a n d  

we a l ready d i s c u s s e d  t h a t  M e t a  d o e s n ' t  a l ways  

have a good  e s timate  of  s omeone ' s  age , then 

they  might s u sp e c t  why is  th i s  a du l t  t a l k i n g  t o  

a c h i l d  who i s  n o t  known t o  t hem b e fo r e . 

That  i s  a s u s p i c i o u s  behavi o r . 

Howeve r ,  n o t h i n g  b e a t s  a c ryp tog raph i c  

m a t c h  t o  known C SAM t h a t  i s  o b s e rvable  o n  

content . And ,  g i v e n  the eva s i o n  t e c h n i q u e s  

t h a t  are  t r i v i a l  and  y e t  unde t e c t e d  by  Meta  

that  we  t a l ke d  about  b e f o r e ,  they are  r e a l l y  

t ying  a h a n d  beh i n d  the i r  b a c k  here  t o  go  w i th 

these  r e a l l y  l i g h t  s i g n a l s . 

I j u s t  - - i f  I could  say  o n e  more 

t h i n g . Fl ipping through t h i s  document j u s t  

n o w ,  th i s  app e a r s  t o  b e  a document w r i t t e n  by  

peop l e  a t  Meta  about Meta w i t h o u t  a n y  p e e r  

r e v i e w ,  e x t e r n a l  comm i t t e e  s t andards , o r  

a n y t h i n g . 
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So that i s  the c o n t e x t  that I am s e e i n g  

h e r e . 

Q .  We l l ,  I w a n L e d  Lo  a s k  y o u  a n a L L O w e L  

qu e s t i o n  aga i n ,  wh i c h  i s ,  I t a ke i t  y o u  d i d  not  

evaluate  t h i s  t e c h n o l o g y  that i s  b e i n g  

d i s c u s s e d  h e r e  t o  u n d e r s tand how e f f e c t i v e  i t  

w a s ?  

A .  I d i d n ' t  have the opp o r t u n i t y  to do 

that  in the d i s covery mate r i a l s  I was  p r ovided . 

N o r  was I g i v e n  the opp o r t u n i t y  to exami n e  

Meta ' s  s o u r c e  code ,  Meta ' s  running s y s tems , 

Meta ' s  dat a . The s e  are  a l l  p r i vate p i e c e s  o f  

i n f o rma t i o n  that  weren ' t  ava i lable  t o  me . 

Q . You c o u l d  have found th i s  document  that 

I have handed you , Exhib i t  4 ,  b e c a u s e  it  i s  

pub l i c .  Right ? 

A .  I s  i t  pub l i c ?  

Q .  

A .  

Y e s . I mea n ,  i t  i s  on t h e i r  web s i te . 

I was f o c u s e d  on the 2 m i l l i o n  

documents  that  were p a r t  o f  d i s cove r y ,  pe rhaps 

a p a r t  o f  that a s  we l l . S i n c e  i t  i s  relevant  

t o  what  we are  t a l k i n g  about , I expect  i t  wa s .  

ATTORNEY GRU E T Z MAC HER : I j u s t  want  to  

note  f o r  the  r e c o r d ,  this  document h a s  been  
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m a r ke d  as  h i g h l y  c o n f i d en t i a l ,  a t t o r ne y ' s  eyes  

o n l y . S o  we w i l l  r e s e rve o u r  r i ght  t o  d i spute  

L h a L l L  l s ,  l n  f a c L ,  p u b l l c .  

ATTORNEY HESTER : Oka y .  

BY ATTORNEY H E S TE R :  

Q .  But  you  are  not  aware - - you have never  

seen  the  documen t ,  so  you d i dn ' t  evaluate the 

t e c h n o l o g i e s  that  were d i s c u s s e d  i n  t h i s  

documen t ?  

A .  We l l ,  s o ,  aga i n ,  I don ' t  know what i s  

d i s c u s s e d  i n  t h i s  documen t . B e c a u s e  we r e a d  

about t w o  s enten c e s . S o  i t  i s  hard  f o r  me to  

the  a n s w e r  t h a t  que s t i on . B u t  I am aware  of  my  

t r a i n ing  a n d  expe r i e n c e ,  and  I t h i n k  it  i s  

p r e t t y  - - i t  i s  n o t  hard  t o  s p e c u l a t e  and  i t  i s  

j u s t  a specu l a t i on that  exami n i n g  content  i s  a 

much h i g h e r  - - w i l l  l e n d  you a much h i gh e r  

a c c u r a c y  than exami n i n g  subtle  s i g n a l s . 

ATTORNEY HESTER : Let ' s  go o f f  the 

r e c o r d  j u s t  a s e cond . 

THE VI DEOGRAPHE R :  The t ime i s  

2 : 1 7 p . m . ,  and we a r e  o f f  the r e c o r d .  

( Re c e s s  taken  at  2 : 1 7  p . m . )  

( R e c e s s  ended a t  2 : 1 7 p . m . ) 
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information to evaluate them . 

Q . So my question i s  actua l l y  pretty 

narrow . You dld noL evaluale Lhe reasons for 

the dec l ine in NCMEC reports on Facebook 

Messenger between 2 0 2 1  and 2 0 2 3 ?  

A .  I think you are right that I didn ' t  

have the opportunity to evaluate that 

preci sely . 

reports . 

ATTORNEY HESTER :  Let ' s  mark these two 

( Exhibit 5 ,  2 0 2 4  CyberTipline Reports by 

Electron i c  Service Providers (ESPs ) ,  marked 

for identification . )  

( Exhibit 6 ,  2 0 2 3  Cybe rTipline Reports by 

Electronic Service Providers ( E S Ps ) , marked 

for identification . )  

BY ATTORNEY HESTER :  

Q .  Dr . Levine ,  I have handed you two 

documents . Exhibit 5 is  entitled, " 2 0 2 4  

CyberTipline reports b y  electronic service 

providers published by NCMEC . "  

And Exhibit 6 i s  the 2 0 2 3  Cybe rTipline 

reports by electronic service providers also 

publi shed by NCMEC . 
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A .  I d i s c u s s  - - I p r ovide  NCMEC ' s  

s t atement  on i t  on page 9 8  o f  my  repo rt . 

And L h e y  s a y ,  " E v e n  w h e n  NCMEC a d j  u s  L s  

f o r  Facebo o k ' s  b u n d l i n g  a n d  rea l i gnment  o f  

content , i t  repo r t s  to  the Cybe r T i p l i n e ,  the 

numb e r s  demo n s t r a t e  that Facebook  r e p o r t e d  

approxima t e l y  6 . 9  m i l l ion  l e s s  r e p o r t s  i n  2 0 2 4  

than i t  d i d  i n  2 0 2 3 . "  

Then they  s a y ,  " Fo r  yea r s ,  NCME C "  - -

a n d  t h i s  i s  t h e i r  o p i n i o n . " Fo r  ye a r s , NCMEC 

has  a n t i c i pa t e d  a negat ive impact on 

Cybe r T i p l i n e  rep o r t i ng a s  more  onl i ne p l a t forms  

adopt i t ,  d e f a u l t s  E 2 E E ,  on the i r  p l a t fo rms 

w i thout adequ a t e  s a feguards  f o r  c h i l d  

p r o t e c t i on , " and then they c o n t i nue . 

Q .  S o  that  i s  e x a c t l y  what I wanted to 

f o c u s  o n . 

S o  you have the s t a t e me n t  i n  your 

r e p o r t  o f  page 98  that  NCMEC says  t ha t ,  a f t e r  

y o u  adj u s t  for  t h i s  b u n d l i n g  change i n  Facebook 

repo r t i n g ,  that  Facebook  had 6 . 9  m i l l i o n  fewer  

repo r t s  than  in  2 0 2 3 . C o r r e c t ?  

A .  I t  d i d .  And i t  i s  i n  the  context  o f  a 

r e a l l y  n e g a t ive s t a t ement f r om NCME C .  

877-370-3377 
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a p o l o g i z e .  L e t  me s t a r t  a ga i n .  

So Cybe r T i p s  a n d  the a c c o u n t i n g  o r  

c o u n l lng  o r  C y b e L T l p s  l s  a comp l l c a Led l s s ue .  

What you know f r om C yb e r T i p s  b e i n g  f i l ed i s  

that  t h a t  i s  a comp a n y  t h a t  has  something i n  

p l a c e ,  whether human mode r a t o r s  o r  a l g o r i thmi c ,  

t o  d e t e c t  known C S AM .  

And that  j u s t  b e c a u s e  - - I think  I draw 

two gene r a l  c o n c l u s i on s .  I f  there  i s  a l o t  o f  

Cybe r T i p s ,  i t  might  mean the comp a n y  i s  a c t ive . 

But  i t  a l s o  means  that  so  are  pe rpe t r a t o r s  on 

the  p l a t f o r m .  I f  there  a r e  n o  C yb e r T i p s  f i l ed ,  

o r  v e r y  f e w ,  you cannot  n e ce s s a r i l y ,  without  

o t h e r  i n f o rma t i o n ,  a rgue there  are  no 

pe rpe t r a t o r s  on the p l a t f o r m  o r  that  they 

are -- o r  whether it  i s  the case  they are 

i g n o r i n g  content on the i r  p l a t f o rm . 

Q .  Right . S o  l e t  me go b a c k  and j u s t  

b r e a k  that  down a l i t t l e  b i t . 

You s a i d  when you see  a l a r g e  vol ume o f  

Cybe r T i p s ,  i t  may mean t h a t  a comp a n y  i s  

a c t ive . And when you  s a i d  " a c t i ve , " you mean  

a c t ive i n  d e t e c t i n g  CSAM? 

A .  

877-370-3377 
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a l go r ithmic  methods , but i t  d o e s n ' t  mean t h a t  

they  - - f o r  examp l e ,  i n  t h i s  p a rt i c u l a r  

s e n Lence , I s a l d  Facebook repo r L ed 1 5 . 8  m l l l l o n  

repo r t s  to  NCMEC . 

I don ' t  know whether t h a t  i s  9 5  p e r c e n t  

o f  t h e  content  o f  Faceboo k ' s  p l a t f o r m  o r  

1 p e r c e n t  o f  t h e  c o n t e n t .  A l l  I know i s  j u s t  

that  they made that  many  repor t s . 

So i t  t e l l s  me t h a t  perpet r a t o r s  are  

a c t i v e ,  and  it  t e l l s  me  that  they have 

s om e t h i n g  in p l a c e ,  but I don ' t  know whether 

they  are  doing a j ob good . Nor  do I k n o w ,  

s i m i l a r l y ,  whe ther  c ompa n i e s  that  don ' t  report  

or  have very  few repo r t s  have done a good j ob 

preventing  p e r p e t r a t o r s  o r  whether they are  

j u s t  not  l ooking . 

Q . Right . S o  p u t t i n g  i t  the  other  way 

a r o u n d ,  you c an ' t  t e l l  j u s t  from the level of 

NCMEC repo r t i n g  whether that  r e f l e c t s  that  a 

company  i s  doing a r e a l l y  good j ob o f  d e t e c t i n g  

t h e  C SAM o n  i t s  p l a t f o r m .  

f rom the NCMEC repo r t ?  

Y o u  c an ' t  t e l l  j u s t  

A .  B e c a u s e  I don ' t  have enough 

i n fo rmat i o n . 

877-370-3377 

We can  o n l y ,  f o r  examp l e , a s sume 
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that  many a t temp t s  were made o r  s u c ce s s fu l l y  

made t o  pub l i sh C SAM o n  s omeone ' s  p l a t f o r m .  

Q .  B u L  l f  Fa cebook l s  repo r l l n g ,  a s  y o u  

r e f l e ct e d  here , 9 4  p e r c e n t  o f  t h e  NCMEC rep o r t s  

f i led  i n  a ye a r ,  i t ,  at  a m i n imum,  r e f l e c t s  

that  Facebook i s  l o o k i n g  f o r  C S AM o n  i t s  

p l a t form . 

A .  

C SAM . 

I t  r e f l e c t s  that  they a r e  l o o k i n g  f o r  

What i t  doe s n ' t  t e l l  m e ,  I j u s t  c a n ' t  

evaluate , i s  whether they are  d e t e c t i n g  

1 p e r c e n t  o f  t h e  a c t i v i t y  on the i r  p l a t f o r m  o r  

9 9  p e r c e n t  o f  i t . We j u s t  don ' t  have the 

i n fo rmat i o n . I t  a l s o  t e l l s  me that 

pe rpe t r a t o r s  c ome a g a i n  and a g a i n  to  a ttempt 

i t .  And that  i s  a s t rong s i g na l . 

Q .  But  pe rpe t r a t o r s  could  a l s o  be c orni n g  

a g a i n  a n d  a g a i n  to  other  p l a t fo rms t h a t  a r e  not  

repo r t i n g  that  level  of  repo r t s  to NCMEC . 

C o r r e c t ?  

A .  

Q . 

A .  

know . 

Q . 

877-370-3377 

Y e s . 

And that  i s  wh a t  you don ' t  know?  

That i s  one of  the t h i n g s  we don ' t  

You go  o n  i n  that  same p a r a graph to  s a y  
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