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facebook and Instagram submitted a total of 17,368,320 reports to the CyberTipline in 2018, containing a total
of 42,189,867 uploaded files {23,470,087 uploaded files were reported files; 18,719,720 were supplemental).
The CyberTipline received feedback from law enforcement regarding 26,819 of these reports, including 584
that appear to be related to an arrest. This report further details features or trends seen in CyberTipline
reports submitted by Facebook and Instagram.

Facebook will be represented as ESP #5 and instagram will be represented as ESP #28 on any anonymized
group presentations shown during the 2019 CyberTipline Roundtable. The specified or named information in
this report has only been shared with the Facebook and Instagram representative(s) in attendance.
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! Defined as a report where all reported files have been tagged as Potential Meme by the reporting ESP.
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41,521,716 20,739,990 20,765,850 15,812 7,331,901 18,719,720
668,091 247,268 420,643 180 111,246 0

22,801,994 1,625,350 0 5 49,396 26,539
667,732 166,446 0 0 2,962 1,998
8 5 3 0 & 4.50
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2 Count of files tagged as Potential Meme by the reporting ESP.

3 Count of files tagged as Supplemental by the reporting ESP.
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v April 30, 2019
v April 10, 2018 May 09, 2019
v

20,418 1 493 2,571 17,353
6,029 0 64 625 5,340
346 0 27 22 297
26 0 0 1 25

4 Updated file tag options include Anime/Virtual/Hentai, Viral, Possible Self-Production, Physicai Harm, and Violence/Gore.
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This appendix overviews five improvable ESP reporting trends seen in CyberTipline submissions and details NCMEC's
feedback and suggested best practices. This appendix may be referred to when reviewing the “ESP Report Features” section
of this information report.

- Trend:
o Submitted reports do not contain enough context or pertinent incident infarmation to be actioned by law
enforcement.
- Feedback:

o Reports that do not contain incident information cannot be actioned because it is unclear how the report
was generated or when incident occurred.
=  Example: report does not contain a description to indicate what the incident date and time
reflect.
= Example: IP events are unlabeled so it is unclear if an upload occurred.
s Example: IP events do not contain timestamps, so it is unclear when an event occurred or who
was associated with the IP address at that time.
o Reports that do not contain enough context cannot be actioned because it is unclear what incident
occurred.
= Example: possible enticement where there is no indication that the victim is a potential minor.
- Best Practice:
o Include a description of any incident times, label IP events, provide timestamps for IP events, and provide
clear context for the incident that is being reported.

- Trend:
o Submitted uploaded files are not labeled with industry classifications or other available reporter tags.
- Feedback:

o Use of industry classifications and reporter tags assists in the initial triage of reports by providing context
of what the uploaded files depict.
o When files are not annotated, international {aw enforcement agencies do not receive any uploaded file
contextual summary for auto-referred reports.
= Example: if the files are not annotated, the summary of an auto-referred report containing 500
images of anime would appear the same as the summary of an auto-referred report containing
500 images of egregious CSAL
o When files are not appropriately tagged by the reporting ESP, any automated processing or triaging
systems are unable to occur. This can cause a disproportionate amount of time to be spent workingon a
large volume non-actionable reports.
= Example: When a report resolves internationally and contains untagged Potential Meme images,
it is auto-referred as an actionable report to international law enforcement.
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¢ Example: When a report contains untagged Potential Meme images, CyberTipline analysts must
manually review and process the reports.
- Best Practice:
o Utilize the available uploaded file reporter tags {Potential Meme, Viral, Possible Self-Production,
Bestiality, Violence/Gore, Physical Harm, and Anime/Drawing/Virtual/Hentai) and industry classifications
when submitting uploaded files.

- Trend:
o Reports containing adult content, inanimate objects, or other non-reportable incidents are being
submitted.
- Feedback:

o CyberTipline analysts spend a disproportionate amount of time identifying and manually processing these
reports, which are not sent to law enforcement as they are not actionable. This takes time away from
processing actionable, high valuable reports.

o These reports may be auto-referred to international law enforcement agencies, which similarly affects
their triaging and takes time away from processing actionable reports.

- Best Practice:
o Ensure reports submitted to the CyberTipline concern child sexual exploitation.

- Trend:
o Submitted reports contain pertinent information in free text fields rather than the available structured
fields.
- Feedback:

o Reports contain free text templates indicating the reporting ESP has viewed the uploaded files submitted
in the report, but the structured File Details field does not contain this information. These files must be
manually overridden by a CyberTipline analyst to be viewed, and as they are initially unviewable they do
not receive initial triage by automated system alerts (such as unigue PhotoDNA clusters or alerts
concerning available EXIF metadata).

o Reports contain free text templates indicating the reporting ESP has viewed EXIF metadata associated
with the uploaded files, but the structured File Details fields do not contain this information. When this
information is not provided in a structured field it will not receive initial triage by automated system alerts
(such as EXIF metadata alerts for a recent create date or EXIF metadata alerts for included GPS
information).

o Reports contain free text templates indicating the uploaded files appear depict anime or were shared for
comedic effect, but the structured File Details fields do not contain this information. This prevents
automated report triaging from occurring, and CyberTipline analysts must manually process these reports.
Similarly, these reports may be auto-referred as actionable to international law enforcement agencies.

o Reports contain additional identifiers associated with a reported user in a free text field rather than
available structured fields. This prevents automated system alerts from running {such as a suspicious
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email domain or suspicious IP address), and slows down CyberTipline analyst processing as information
must be manually deconflicted from free text fields.
- Best Practice:
o Enter report information into the available structured fields whenever possible.

- Trend:

o Multiple reports related to the same user are submitted in guick succession, and each report only

contains one uploaded file.
- Feedback:

o This creates more work for law enforcement when they are referring reports out for investigation, and
some agencies must freat each separate report as an individual write up.

o Some law enforcement agencies’ downloader or triage systems are unable to receive large volumes of
reports at once, which can cause referrals to span over several days and prohibits their ability to receive
other reports.

o Reporting statistics are skewed when numerous single image reports are generated for the same user.

o This slows down report processing for the CyberTipline, as analysts must identify related reports, group
them together for law enforcement, and access them individually to review the reported information.

- BestPractice:

o Rather than submit numerous related reports in quick succession that contain a single image, submit one

report with multiple images.
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