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Meta is a quintessential technology company of our time. It offers services that exist only due 

to software they wrote, which is only available due to their deployment of computers and 

systems. They control the rules of social engagement, the terms of use, who is eligible to 

become a user, and who is connected in groups. There is no content exchanged between 

members other than through the software they control and deployed, and content is not 

transferred other than via computers they control. When new features are present, such as 

recommendations of “People You May Know”, it is because Meta elected to design and 

deploy them. When Meta offers end-to-end encrypted (E2EE) connections that prevent it 

from viewing its users’ contents and reporting abuse, it’s because they have decided to do so. 

Detection and response to CSAM and CSEC is an active area of research and widely 

practiced by law enforcement, NGOs, and companies around the world.22 It often involves 

techniques from computer science. Meta has deployed a variety of computational methods for 

detecting and responding to these incidents, including tools such as PhotoDNA,23 that 

recognize near duplicate images, and machine learning tools that can sometimes recognize 

new CSAM or CSEC activity.  

But there is no silver-bullet computational method that Meta can apply to stopping CSAM 

and CSEC. Meta has a yearslong history of knowing about, qualitatively and quantitatively, 

the proliferation and prevalence of CSAM and CSEC on their online platforms. And Meta 

has for years known that stopping these problems, or even appreciably mitigating them, is a 

deep challenge that they cannot solve computationally, particularly given the perfect storm 

they’ve elected to create.  

If Meta’s priority was the safety and privacy of children, they would change the setup of 

platforms that they control. Instead, as I show in this report, their practices are aligned to a 

for-profit perspective, and they prefer to assign themselves a low-bar for successfully 

protecting children from sexual exploitation and are satisfied with the resulting costs that are 

paid for by others in society.  

There is a long history of child sexual exploitation on Meta’s platforms. These harms are 

often and repeatedly discovered by third parties — law enforcement, NGOs, advocacy 

groups, and journalists — and they are often “rediscovered” by Meta’s own employees year 

after year.  

It is in this context that Meta introduced algorithmically based recommendation features that 

act as a force multiplier for perpetrators of CSAM and CSEC. These recommendation 

features include suggesting to adults, who are already known to Meta to attempt to groom 

children into sexual relationships (and yet are still users of the platform), that they follow 

 

 

22 See, e.g., “Expert Report of Rickey Kitch.” I understand Mr. Kitch also played a central role in the 

State of New Mexico’s investigation into the easy availability of CSAM on Meta’s platforms even in 

the wake of many purported “fixes” by Meta, as documented in its complaint. 
23 See “An Overview of Perceptual Hashing,” Hany Farid. Journal of Online Trust and Safety, 1(1). 

2021. https://doi.org/10.54501/jots.v1i1.24. 
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Like),57 suggested posts,58 and suggested Reels.59 A typeahead/autocomplete feature suggests 

related search terms.  

WhatsApp is a chat app that Meta owns. Users can send each other text, images, and video. 

They can communicate by live voice and video calls.60  

Meta’s platforms, including Facebook Messenger, WhatsApp, and Instagram’s Direct 

Messages, all feature a technology called “end-to-end encryption” (often called “e2ee” within 

Meta). In April 2016, WhatsApp became the first widely used Meta-owned platform (then 

under Facebook) to implement default end-to-end encryption for all chats, calls, and media.61 

Around the same time, Facebook Messenger introduced an optional end-to-end encrypted 

chat feature called “Secret Conversations,” though users had to manually enable it for each 

chat.62 In 2023, Meta deployed end-to-end encryption for Messenger by default and has 

 

 

57 “When someone visits your Page, they may see a Related Pages section on the left side of your 

Page, which may list Pages similar to yours.” https://www.facebook.com/help/514622715244231/; 

See also “Facebook Feed Recommendations AI system” Meta.com 

https://transparency.meta.com/features/explaining-ranking/fb-feed-recommendations/, 
58 “How Instagram determines which posts appear as suggested posts” Instagram.com 

https://help.instagram.com/381638392275939.  
59 “What kind of reels you may see on Instagram,” Instagram.com 

https://help.instagram.com/1525585517644948. “On Instagram, you can find and view public and 

suggested reels in places like the Reels tab, Explore, and in your feed. You’ll see reels from accounts 

you follow and from suggested accounts. The suggested reels you see are recommended to you based 

on a variety of factors, including which accounts you follow and the reels you’ve watched, liked or 

engaged with recently.”  
60 WhatsApp features are used in the sexual exploitation of children. For example, “South Carolina 

man pleads guilty to sexually exploiting two children in Virginia,” U.S. Attorney’s Office, Eastern 

District of Virginia. March 18, 2025 https://www.justice.gov/usao-edva/pr/south-carolina-man-

pleads-guilty-sexually-exploiting-two-children-virginia: “Schoenmann and the Minnesota man used 

WhatsApp to discuss their sexual interest in young girls, and to trade images of their victims. Between 

July 2019 and July 2022, Schoenmann created at least eight images depicting MV1 [minor victim 1] 

engaged in sexually explicit conduct. MV1 was between six and eight years old when Schoenmann 

sexually exploited her. Schoenmann also created at least eight sexually explicit images of MV2 

[minor victim 2], who was between less than a year old and two years old when Schoenmann sexually 

exploited her. Schoenmann distributed the sexually explicit images of his victims to the Minnesota 

man.” 
61 Metz, C., Forget Apple vs. the FBI: WhatsApp Just Switched on Encryption for a Billion People, 

Wired (Apr. 5, 2016), https://www.wired.com/2016/04/forget-apple-vs-fbi-whatsapp-just-switched-

encryption-billion-people/.  
62 ParentZone, Facebook’s Secret Conversations: a parent guide (Sep. 13, 2024), 

https://parentzone.org.uk/article/facebook-secret-conversations; see also, e.g., METANMAG-002-

00285620 (May 2020 “Monthly Product Update” contained a mention of a “Disappearing Mode Test” 

for Messenger which would include e2ee in ephemeral messaging despite “decrease abuse reporting, 
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Concurrently in March 2019, Zuckerberg posted a statement that his vision for the company’s 

products included end-to-end encryption (E2EE).110 Once enacted, Meta would no longer be 

able to detect CSAM, CSEC, or any other type of violating content based on scanning content 

from users, whether text or images.  

Internally, employees struggled to find a way to not lose the ability to detect and respond to 

harms to children due to the planned E2EE deployment. These struggles reveal some of the 

limitations that Meta’s infrastructure had in protecting children, even ahead of the 

deployment of E2EE. (See Section 5.1.7, below, for a detailed discussion of Meta’s E2EE 

efforts.)  

For example, in April 2019, Meta began a “proactive risk investigation into inappropriate 

interactions with children [IIC] with a focus on preparing for end to end encryption.”111 Meta 

employees hypothesized that “we may be facilitating possible groomers finding young people 

through following, hashtags, explore, and search.”112 They continued, “Currently, in order 

to identify something as IIC we have to know the relative age of the two parties (adult and 

minor) and the two must be engaged in sexualized conversation. This has been historically 

challenging to enforce on IG both because we do not collect age of users and the detection of 

sexualized conversation usually occurs in messages which receive limited review and will no 

longer be accessible going forward (unless user reported)” because of the planned change to 

E2EE.  

Several experiments at that time confirmed that hypothesis and several others.113 But still, 

Meta did not resolve to separate adults from minors on the platform or to raise the minimum 

age of the platform to 18 and over. A sample of the results is as follows.114  

• “[We are] recommending groomers follow minors”: Meta was recommending teen 

users to accounts they labeled as “groomers” and 22% of the time, the groomers 

followed the teen. 

• “We are facilitating adults finding minors and minor-focused content through 

recommendations and explore. …  

 

 

2016 in the UK to garner more than three million posts last week on Instagram alone. … Instagram, 

Facebook and Twitter had done little beyond attempting to restrict it to adults even though there are 

under 13s unofficially on their sites.” https://www.telegraph.co.uk/news/2019/08/03/lolita-

phenomenon-allowing-men-groom-teenage-girls-without-fear/ And in September 2019, the 

Independent reported that “Sexual grooming crimes soar by a third as paedophiles turn to Instagram”. 

https://www.independent.co.uk/news/uk/home-news/sexual-grooming-instagram-social-media-

children-paedophile-children-sex-a9099016.html. 
110 https://www.theverge.com/2019/3/6/18253472/mark-zuckerberg-facebook-letter-privacy-

encrypted-messaging. 
111 METANMAG-002-02373893. 
112 METANMAG-021-00151987. 
113 METANMAG-021-00151987. 
114 All quotes from METANMAG-021-00151987.  





















        

            
                

  

            
               

            

             
                

           
            
           

             
             

             
            

                
             
       

              
                 

      
              

             
     

             
       

        
 

 

 
            

        
     

 



        

       

 

 

  

 

 

 

 

 
        

        

               
             

              
             

              
              

              

           

 

            
             

             
           
             

            
           

            
           

  

 



        

          
       

               

             
               

           
             

           
            

              
            

           
             

               
                 

             
          

        

              
               

             
               

          
           

     

              
              

  
    

 
             

                
           

 
                 

        
       

 

 



        

             
            

            
             

               
           

              
              
                

            
               

               
                
                 
           

               
            

               
              

               
       

              
              

           
           

 

 

              
  

    
 

    
 

          
 

 













        

              
              

             
             

             
     

  
   

 

 

   
  

       
  

          
       

    
  

         
        

    
  

        
         

   
  

         
    

     

                 
              

              
               

                  
               

                 
            

 

                
                 

                
    

    
            

          

 



        

             
       

            
             

               
      

              
            

            
      

            
            
              

           
      

             
                

              
              

             
       

            
               

            
               

  
            

               
            

             
             

         
  
   
   
               

                
                   

               
      

 



        

              
              
                

     

               
              

               
                 
                 

                
              

             
              

           

          
         

                  
               

                 
               
                 

                   
               

                 
                  

               
      

             
              
             

              
      

 
                    

         
 

             
      

 

 


