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What are your privacy focused principles?

e Private interactions. People should have simple, intimate places where they have clear control
over who can communicate with them and confidence that no one else can access what they
share.

e Encryption. People's private communications should be secure. End-to-end encryption prevents
anyone -- including us -- from seeing what people share on our services.

e Reducing Permanence. People should be comfortable being themselves, and should not have to
worry about what they share coming back to hurt them later. So we won't keep messages or
stories around for longer than necessary to deliver the service or longer than people want them.

e Safety. People should expect that we will do everything we can to keep them safe on our
services within the limits of what's possible in an encrypted service.

o Interoperability. People should be able to use any of our apps to reach their friends, and they
should be able to communicate across networks easily and securely.

e Secure data storage. People should expect that we won't store sensitive data in countries with
weak records on human rights like privacy and freedom of expression in order to protect data
from being improperly accessed.

APPENDIX I: Facebook child sexual exploitation stats and background

e Service Providers such as Facebook are legally obligated to make reports to the National Center
for Missing and Exploited Children (NCMEC) when they become aware of child exploitation
imagery (CEIl) and related offenses’. Those reports are called CyberTips. One CyberTip could
have many individual pieces of content in it.

® In 2018, NCMEC had a total 18.4M CyberTip reports. Facebook & Instagram made
up 17,366,320 of those reports. (Or 94.3% of NCMEC's total volume). WhatsApp submitted
approximately 13.8K reports.

o Feedback is hard to come by. Out of our 17M reports, we received feedback from law
enforcement through NCMEC for about 27,000 reports. Most have limited feedback
such as “on-going investigation” or “closed” without more. In limited cases we hear
about child rescues and arrests.

e Year to date 2019, we have submitted 4.17M cybertips. These are made up by FB Msgr 2.87M
(69%), FB Blue 971 K (23%), 1G 316 K (7.5%), WA 19.6 K {(0.5%).

o Of the 2.87M Messenger cybertips, 531k (18.5%) hit the egregious industry standards
(A1 - B2) on child sexual exploitation {compared to 82k on FB Blue).

! The type of offenses that we report per the statute include contact offenses, possession, distribution,
production, solicitation or advertisement of CEI and planned or imminent violations, including Inappropriate
Interactions with Children (“IIC” or formerly, grooming).
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o 1.87M (65%) was severe memes (content that is depicting child sexual abuse but is
shared without predatory intent because it is communicating some type of poor humor
{majority of reports), or shared in outrage to raise awareness of the issue.)

e High Priority cases - where we believe a child is in immediate danger (e.g., abuse at the hands of
someone in a position of trust, apparent contact offense, imminent meeting, sextortion), we
submit manual report providing additional information following an investigation and escalate
to NCMEC

o Total: 2017 - 607; 2018 - 946; 2019 YTD - 849

e Arrests/Victims Rescued:
o Total Arrests (that we are aware of*): 2017 - 106; 2018 - 86; 2019 YTD - 56
o Total Victims Rescued (that we are aware of): Jan - Apr 2019 - 110

e 2019 (YTD) we have disabled 831,825 accounts for sharing Child Exploitation Imagery and
1,804,565 accounts for inappropriate interactions with children. We have checkpointed
4,372,699 accounts for sharing Child Exploitation Imagery {meme/ minor self generated).

e Country-specific information: Due to a variety of factors, we are unable to reliably trace back
exactly which countries correspond to the users in each CyberTip sent to NCMEC. However, by
approximating based on hits in our CEl banks, for 2018:

o Top 5 countries for NCMEC reports: India, Indonesia, Iraq, Pakistan, Bangladesh,
representing ~40% of reports

o Top 5 countries for A1-B2 content: Iraq, Vietnam, India, Algeria, Pakistan, representing
~50% of hits

o Top 5 countries for potential meme content:
India, Indonesia, Pakistan, Bangladesh, Philippines — ~44% of hits
Next 5: Vietham, Mexico, USA, Egypt, Iraq

e Why are we 94.3%? We scan more content and for a broader range of images. For example we
understand that Google only scan gmail for Al level images (pre-pubescent minors involved in
sexual activity). Apple only scan the photoreel.

e Existing NCMEC FB Special Projects Collaboration:
o We're funding a rebuild of the CyberTip downloader tool — which will enable law
enforcement to more easily review and action the reports sent to them. (Multi-million
dollar effort)

o Project Nix: NCMEC provided us with 1.5M images to help train a child exploitation
image classifier.
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® Facebook accounts for the vast majority of cybertips (claimed 99%).

e We know the extent of the problem: you are locking kids in an unsafe place {even if you build
protections) and locking us out.

e We won’t even be able to measure the effectiveness of the safety measures you develop, but
we know the extent of the current problem.

e This will be a PR nightmare for FB (gently making clear they will make it so).

e You effectively are undoing ALL the technological progress that has been made in the fight
against CSE online, and the entire ecosystem built alongside it over the last 10 years.

e Users want privacy, but not at the expense of child safety from sexual exploitation. We have
seen the studies.

Responses to our messaging:
1. Message that industry moving toward more encrypted services met with total disbelief:
1. WhatsApp owned by Facebook -> Facebook is moving industry not the other way
around
i. and this will provoke more calls to break you up (implication that
they would support this approach)

1. Google noted that they are NOT implementing DOH on Chrome, email not e2e
encrypted

2. Microsoft pointed to all the new content based work they are doing (grooming tool,
internal research they are willing to share with WPGA,...)

3. Claim made that at last week’s NCMEC roundtable Apple rep announced it will be
launching PhotoDNA in iMessage (need to verify as no FB reps at the RT remember this
announcement).

4. Noted that Skype not e2e and LE can access data on Google’s cloud services with valid
legal process.

2. Message that users want more privacy, ephemerality,... doubted:

1. Studies show people want privacy but not at the expense of child safety from sexual
exploitation

2. Show us proof that this is what they want

3. You are doing this because you have a fiduciary duty to make money and this will make
you more money

3. Message that we want to collaborate on best safety measures within e2e met with strong
skepticism:

1. Your CEO already committed to e2e without knowing what safety you can build {we
hear you may test/launch e2e as early as Jan, 2019)

2. We will engage but we can and should do all that work together anyway and still not
encrypt

NOTE: | emphasized that we were early to adopt PhotoDNA, embraced it fully, built a CEl classifier, built
a grooming classifier... because we fundamentally are committed to safety and we will apply the same
rigor and commitment to safety here within the bounds of eZe. Still, | barely escaped a total rebuke.
Some came very close to questioning the morality of our decision and our CEO (and me) “knowing what
we know.”

Hard questions:
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1. After we collaborate, if we don’t think you can build true safety into this platform will you
abandon e2e messaging?
2. What proof do you have users want end-to-end encryption?

Some ideas to consider/recommendations:

e A pre-emptive letter to WePROTECT Board inviting a meeting with senior leadership (e.g., Nick
Clegg — though | think they might push for Mark since they were stuck on his post).

e Providing a detailed public outline of our plans for collaboration with a timeline of sorts.

e Facilitating a series of conversations with privacy and safety stakeholders in the same room
sooner rather than later.

e Providing some data and hard proof to back any claims about what users want and direction of
industry.

e Providing examples of the safety measures we are evaluating, more than the three buckets,
examples within the buckets.

e Doing more homework on where other members of industry will land in the public debate.

Please let me know if you have any questions. | will follow up with Lara et al. on next steps.

Thanks,
Antigone
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