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Child Sexual Exploitation, Abuse, and Nudity Top Risks Identified by
CRA

Over the last year and a half CRA has conducted multiple investigations that have surfaced risks across
the PPPEP framework related to Child Nudity and Sexual Exploitation. These include:

o [ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=40299385" \h ] - IG CEI
Account Ignored

e [ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/7t=41399396" \h ] - wsJ
Child Role Play Content

e [ HYPERLINK "htips://our.internmc.facebook.com/intern/tasks/?t=43728516" \h | -
inappropriate Interactions with Children on Instagram, looking towards E2EE

o [ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=33597050" \h ] - Anne
Frank Center Deletion

e [ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=46354451" \h ] -
Newsweek Nude Migrant Children Policy Exception

o [ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?{=32260264" \h ] -
Channel 4 Dispatches report on content moderation

e [ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=44212652" \h ] -
Russian gymnastics page sexualized content

o [ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=25773320" \h ] - Viral

Messenger CEI
e [ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/7t=20947590" \h ] - War on
Pedos
Key Risks

e The move to encryption - As the problem team is well-aware of, one of the most significant
challenges with regards to Child Nudity and Sexual Exploitation on the platform is the shift to
E2EE. We have seen in countless investigations that individuals and networks (i.e. the |
HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=25773320" \h J on the |
HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=20947590" \h ]) use
messenger to share images of children, as well as to pursue inappropriate relationships with them
([ HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=43728516" \h ]). Efforts
to proactively combat this content and behavior will be significantly limited in an encrypted world.

e Definitional challenges - The questions of what is and is not ‘'sexual’, and what is and is not
‘inappropriate’ represent an ongoing risk in the child safety space. As we saw in the [
HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=40299385" \h ], the |
HYPERLINK "https://our.internmc.facebook.com/intern/tasks/?t=44212652" \h ], and the
lIC on IG PRI, this presents challenges from a policy, protocol, and enforcement perspective. The
ambiguity around these lines have resulted in low accuracy for both reps and classifiers. In
addition, our focus within the child safety space has historically been primarily on preventing
grooming, whereas the public may view what constitutes an ‘inappropriate’ interaction with a child
as much broader than that. As a result, there is currently a sizeable gap between what our
policies say is/is not allowed with regards to children, and what we are actually enforcing on.
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Related Mitigations
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