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H2/H1 2022 MWB Roadmap

SUMMARY

2021 has been a year of making significant progress on safety initiatives for company critical

audience segments - Teens and Creators, while bootstrapping company priorities - Armadillo
and Community Messaging. We expect these to remain the key focus areas as we move into
2022 and they are aligned with the key priorities for Meta and Messenger Org.

2021 Highlights

1. Increased minor reporting volume by 135% (+27K daily) and high severity harm
reviewed by 30% (+300 daily)

2. 65% of incoming report volume is now automated as compared to ~0% a year ago.

3. We have increased adoption of Hidden words of creators MAU by 560% (0.3% to 2%)
to reduce unwanted or abusive conversations.

4, Kicked off the Armadillo workstream with Cl, and delivered 52 features to close the
safety gap on foundations and high risk problems.

5. Bootstrapped the CM team, and built protections to contain safety risks for CM Beta.

2022 Priorities

Our long term goal is to make Messenger and Instagram Direct the safest private messaging
app. We will achieve that by preventing harmful conversations from starting, empowering
people with controls so they can create a protective experience tailored for their needs, and
care for people when they are having a negative experience. While our strategy remains
unchanged, we will be broadening our focus to the family of apps via Platformization so every
messaging surface from Meta has a consistent safety experience.

Teen Safety - Teens face an outsized risk on our platform and they do not trust our tools are
effective in protecting them. While we made progress this year in building controls, providing
safety notices to warn them about their interactions with suspicious adults and increased
reporting, we have a long way to go to build trust with this critical audience segment. In 2022,
we will -

1. Prevent harm - We will increasingly prevent harmful interactions for minors through
detecting suspicious adults and breaking friending/messaging, moving more messages
to spam folder through protective filtering and providing warnings for the recipients.

2. Build trust in safety tools - We will continue to push the boundaries by making
reporting a tool that minors can easily find, understand and use; building trust and

CONFIDENTIAL META3047MDL-074-00050957
CONFIDENTIAL METANMAG-011-01633788



confidence with the safety tools by making them more protective; prioritizing reviews
for high severity harm that gets reported, and communicating outcomes to reporters.
Educate and support - We have an opportunity to educate teens using our platform on
how to keep themselves safe online, and support them through visible and impactful
ways to ensure they avoid harm, and engage in positive conversations.

Creators - Creators are exposed to more harm from the platform due to their public nature,
and often become targets of harassment and hate speech. Our vision here is to ensure
Creators can be themselves and express freely without the fear of harassment due to any
differences in opinion, color, race, religion, gender among others.

1.

Reduce exposure to harmful or abusive messages - We have made a ton of
progress here and we will continue the momentum in 2022 so creators do not get
exposed to messages that contain harmful or abusive content. We will do this through a
series of sender side friction and norm setting, recipient side filtering and better
controls.

Build a scalable experience - We built an experience to consume messages from
unconnected users for people who receive a few message requests in a week and
offered the same experience to Creators who receive thousands of message requests
daily. These tools do not scale for the unique needs of creators. We need to revamp the
unconnected experience for creators and build a safe space for them to be able to
respond to messages without worrying about creating a connection.

Community Messaging - Community messaging is new and it is clear that it increases safety
risks to key audiences (Teens) and high severity problem areas (lIC, CSAM, DOI, B&H). We
built safety products and integrated with Integrity foundations, but there is stili a iot to be done.
Our focus in 2022 will be -
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Minor safety - Reduce the risk of discovery and reach between teens and unconnected
adults.

Content detection and enforcement - Build and integrate with systems trained on
messaging data to detect violating content on community messaging, and enforce on
the violations at a content, channel and actor entities.

Admin and user safety tools - Build safety products for admins so that they can keep
their community chats free from harmful content, reduce bullying and harassment and
not worry about needing to actively moderate the channels 24x7. Extend tools that do
not work well for users in large groups so they can have a protective experience.

META3047MDL-074-00050958
METANMAG-011-01633789



In addition to the above core priorities, we will invest in keeping our products in compliance
with changing regulations across the globe so we can maintain a safety baseline for all users.
And finally, we will build a safety platform starting with reporting so that the safety benefits
accrue to all messaging surfaces across FoA.

Measuring safety in private messaging has been among the most challenging problems to
solve. This year, we made progress on measuring harm reported and enforced which has
improved our ability to drive reporting volume as well as enforce on harm. Looking into the next
year, we are well positioned to establish metrics that can be goaled on for other parts of the
funnel, namely - TRIPS, Safety feedback DAU (Previously WAV), and problem specific metrics
in a ‘fact framework’ including UNiS. Beginning in H1, we will identify a few workstreams to
operationalize these metrics, and continue to drive towards maturity by the end of 2022. Qur
goal is by the end of 2022, we will have clear and established metrics to identify product
improvements, prioritize projects and drive trade-off discussions between them, and set
targets for teams to goal on.
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1. Discussion

What do you need from this review? What are the key questions/forks in the road that you need
guidance or early steer on?

1. FYI: We are working with other teams to get support on a few areas that are key to
accomplishing our H1 goals and are at risk of accomplishing them. On CM, we are
discussing with Cl and Blue Integrity teams to identify a POC and a team who can be
responsible for content detection and enforcement & co-building user safety features in
Blue. On Armadillo, we are discussing with the privacy teams to get support in building
safety features. And on Web/Desktop for CM and Armadillo, we are working with the large
screens team to identify capacity.

We have an outstanding ask for DE to support CM initiatives next half to reduce the risk of
being blocked on CM expansion due to safety. Without the DE HC, we can trade-off
between Creators or CM, but cannot support both as the scope for a CM Safety DE is too
large.

2. FYIL There are some areas we need to deprioritize in H1 due to resourcing constraints and
to get more focussed on our key goals. We will revisit them in H2.
a. Continued work on B&H (Sexual harassment and connection to FoA)
Enforcement beyond CEl groups
Support (Support Inbox, Resources and csom)
Platformization beyond reporting
On Device safety (Pressure from Apple’s announcement)
Inclusion projects (reducing hate speech, could lead to external escalations)
IGIM

@ ™o oo

3. Discuss: Building safety products in Armadillo is a moving target.
a. Build new capabilities on open threads to improve safety on high severity problem
areas (child safety) so we can prove it works and derive measurement,
b. Close the feature gap between Armadillo and open threads -> This is a moving
target based on the new work happening on open threads for Child safety.
c. Build measurement that can be used for public proof

Are we aligned on the approach?
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4. Discuss: We funded IG creator safety with a small 5 Eng team (+ XFN) in 2021 - and we are
thinking of our efforts as bounded by that resourcing and NOT planning to shift resources
from other priorities to focus more on creator safety. Are we aligned on the level to staff
IG creator safety.

5. FYI: Efforts to build IG parent controls for Teens are going to include some degree of
messaging insights/controls that will likely require MWB partnership and resourcing. We
will either reprioritize one of the projects on the child safety workstream if this would have
more impact or request the IG Youth team to contribute towards execution?

6. FYl: There are three key elections we’re tracking next year: Philippines, Brazil, France
presidential elections, and US mid-terms. We are engaged with the Elections war room but
we’re proposing to rely on our Elections playbook with break glass levers in the case of
escalations, and evergreen solutions like forwarding limits and inform treatments, rather
than build targeted solutions. We also are unlikely to have capacity to take on positive
projects such as voter empowerment which we contributed to in the past. Are we aligned
on the Elections plan?

2. Market trends

What’s happening in the world (both inside and outside of Facebook Inc.) in the problem space where
you're playing? List 2-3 market trends that influence your thinking going into 2022. Use charts where
relevant.

External perception is driving our focus on regulation, specific audiences, and promoting visible
safety features:

@ Policymakers continue to leverage the issue of online child exploitation to advance
legislative, regulatory and legal action that would limit the ability to ship end to end
encrypted messaging ([ HYPERLINK
"hitps://docs.google.com/presentation/d/1MG69HOX _mRtvgSkfcQ4le OpKnW3XcOkF 20
4SdNOuY4/edit" \| "slide=id.ge4af82fb64_2 475" \h ]) ({ HYPERLINK
"hitps://docs.google.com/presentation/d/1TM69HOX _mRtvg5kfcQ4le OpKnW3XcOkF_20
4SdNOuY4/edit" \l "slide=id.ge4af82fb64_1_0"\h ])
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@ Minors don't trust that our tools are effective. ([ HYPERLINK
"hitps://info.thorn.org/hubfs/Research/Responding%20t0%200nline%20Threats 2021-
ES-Report.pdf?utm_campaign=H2D%20report&utm_source=website" \h ]). In addition,
they care about diversity and inclusion more than ever. ({ HYPERLINK
"hitps://www.quantilope.com/en-us/blog/insight-studies-consumers-expectations-around-
diversity" \h ])

e Only 21-55% of creators believe Instagram disapproves of bullying. ([ HYPERLINK
"https://docs.google.com/presentation/d/1UQSvk46zq12tiNFWmMICEUXOCdk2p828NCHt
EpH6oixc/edit” \| "slide=id.gae878972ef 0_265" \h ]), ({ HYPERLINK
"https://fb.workplace.com/notes/742978133270041/" \h ])

@ Recent news from the whistleblower has put the notion that Meta does not optimize
for safety ([ HYPERLINK "https://apnews.com/article/facebook-whistleblower-frances-
haugen-4a3640440769d9a241c47670facac213" \h ])

Strategies across Facebook, Messenger, and Instagram are influencing our focus and have
major impact on the safety space:

® E2EE greatly reduces our ability to proactively detect and enforce on harm. We expect
encryption to impact detection of CEl on the platform by 70%.

@ Creators are an important audience for Instagram and FB. Improving their well-being on
the platform is key to retaining them.

@ Community Chats is a top company priority that introduces many safety risks and a new
user type - Admins, that are important to support.

® Supporting messaging across the Family of Apps, through platformization, is a priority for
Messenger. Safety tools need to be implemented consistently across platforms to ensure
safety and build legitimacy.

What’s actually happening on our apps and in the world:

@ Trips: Bullying and Harassment, witnessing hate speech and seeing nudity are the highest
intensity and reach on Messenger. Profanity, malicious links, false and misleading info,
being contacted by fake accounts are highest reach. ([ HYPERLINK
"hitps://fb.workplace.com/groups/183613065758451/permalink/1007235156729567/" \h 1)

@ Bullying & Harassment: 1 in 2.5M monthly active users report a bullying or harassment
incident to Facebook from Messenger; 75% of violating reports actioned are B&H,
making it the largest single abuse type we action against.

® Youth Safety: ~1in 100 IG teen users in the US are exposed to IIC convos (child grooming)
with aduits everyday; Over the last 1 year, we detect, delete and report 36.37M pieces of
content containing CEl to NCMEC, where 8 out of 10 come from Messenger

@ Elections: There are three elections this year in critical markets — Philippines, Brazil, and
US-midterms—in which Facebook’s role could be scrutinized.

Competitive analysis:
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o Engg quality/infra: We enabled complex |G Infra Unification project to proceed on
schedule.
Team made expected progress on MO deprecation working with Privacy and
Growth with progress on the account upgrade and download your info flows in
particular.
o We launched ePD compiliant filtering model in message requests in the EU
decreasing deletes by 31% and increasing accepts by 5%.
e Foundation for the safest private messaging platform
o Parity:
m On track to ship all planned safety feature parity experiences on Armadillo.
m Helped to scale the efforts across FoA - MSGR Web, IGD Web, Desktop,
Lite/MiB and engaging FRL.
o Reduce high severity harm on open threads in readiness for Armadillo:
m Substantial progress on new interventions wrt bullying/harassment (reducing
re-contacts (and safety feedback DAU) of blockers by 10%, Restrict)
m Improving child safety (40x increase in blocks/reports through IIC Safety
Notice coverage, extension of restrictions of unconnected adults<>minors to
group threads, first set of experiments against CSAM sharing showing stat
sig reduction in further CSAM sharing & exposures)
m Increasing reporting (reports/week: 2.4M v/s 8M goal and weekly mlV
actioned: 3.94B v/s 8.8B goal)
o Collaborated closely with Thorn, an online child safety organization, to identify
opportunities to better support youth safety on our platform.
e Supporting key user segments and new product launches
o Ontrack to reduce negative user actions on message requests by creators by 20%.
o Doubled the adoption of Hidden words to 2% through improved awareness and
improvements to the product.
o Launched Hidden Words for Messages on IGD, and are on track to ship Restrict in
MSGR (to enable 10M restricts/day).
o Supported the alpha and beta releases of Community Chats (13/13 features to
support product launches have been completed).

Q

Highlights
2-5 things that went really well.

e Team Health continued to improve as execution and prioritization got more disciplined. The
mission driven culture on the team continued. Attrition was low.
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e Focussed teams on Communities and Creators led to clear wins in these specific areas.
There is still a long way to go on both initiatives, but the teams have more understanding in
this space than when we began H2.

e |ooking into the next year, we are well positioned to establish metrics that can be
goaled on for other parts of the funnel, namely - TRIPS, Safety feedback DAU
(Previously WAYV), and problem specific metrics in a ‘fact framework’ including UNiS
metrics. Beginning in H1, we will identify a few workstreams to operationalize these
metrics, and continue to drive towards maturity by the end of 2022. Our goal is by the
end of 2022, we will have clear and established metrics to identify product
improvements, prioritize projects and drive trade-off discussions between them, and
set targets for teams to goal on.

e We have collaborated with multiple child safety organizations across the globe on our
overall strategy for keeping teens safe on Messenger and IGD, and specifically getting
feedback on our proposals to improve the reporting experience for teens.

Lowlights
We faced execution challenges on many dimensions.

@ Privacy Reviews: Almost every project was delayed due to long privacy reviews. Due
to the nuances of data requirements in safety, our interpretation of ePD requirements,
and churn with the core pxfn community, we were severely impacted by pxfn reviews.

@ Hiring: Slower engineering hiring in H2 so far (21 open, 12 hired, 62 filled seats)

@ Compliance: Regulation compliance for CSAM appeals was more complex than
expected and led to delays in re-enabling scanning in the EU.

@ Aggressive goals: This half we took an aggressive goal {o 4x (2.2B —8.8B mlV) the
harm reviewed on Messenger & IGD. We wanted to do this by two levers - Increasing
reporting volumes & Improvements in review efficiencies (manual and automation). As of
12/3, we are trending at 3.03B mlV (31% since the start of H2).The gap between the
goal and current projections are due to implementation challenges & some assumptions
which proved not to be true, and we are baking these learnings for the next half.

@ Child Safety Gaps and Pivots: Human labeling identified unbanked CEl from 540k
unique users, they have now been check-pointed/disabled (1); we also decided against
running tests for more private messaging defaults for minors on Instagram, leading to a
need to pivot in our strategy to reduce exposure.

® Well-being as an afterthought: CM Web surprised many on the Well-being team, and
had to scrambile to build core safety products before it can ship. There were many
instances (life events on Messenger) where the team was looped in late to help.

@ Quality at risk: While our baseline quality levels are much ahead of where we were a
year ago, we regressed this half in terms of SLA compliance and code coverage due to
execution on multiple timeline driven projects.
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through MMS. This proactive enforcement is not possible
in E2EE.

Reduce the spread of harmful content through product
interventions and user & feature gating.

Provide efficacy data around product interventions to
combat fixation on harmful content count.

narrative

Regulators and stakeholders want measurable proof of
keeping children safe on encrypted messaging.

Build proof points of our prevent, control and care strategy.

Some of the wor
measured in put

Objective 3: Support safety on Community Messaging/ Community Chats

CC increases the risk of minors engaging with adults in
ways that leads to increased discovery and downstream
severe harm.

[Prevent] [Control]

Use a combination of gating risky actors, warnings for
minors and product friction to reduce the risky
connections.

Extend existing
messaging into

Group admins are overwhelmed and unable to
independently handle moderation of Community Chats.
They do not have enough tools to keep their communities
safe.

[Prevent] [Control] [Care]

Invest in prevention tools to reduce harm in groups,
provide admins with controls to moderate their
communities and enforce rules.

Eg. admin enforcemant and modsration fools, groups
smediation strategy.

Collaboration m
communities tet

Users are worried about having unwanted experiences in
a large chat forum. They are concerned about issues
ranging from spamming to doxxing to sexual harassment.

[Control] [Care]

Invest in safety tools that keep community chats
competitive.

§ o o i e R S A o e § oFrides
g update reporting classiffers, infegrate with strike

systam, appealy system

Head start with -

Bad actors may intentionally use CM for sharing harmful
content

[Prevent]

Train content detection tools on messaging data and
calibrate to detect and enforce on violating content.

Partnership witt

Objective 4: Improve Creator Well-being

Creators are exposed to an increased number of
unwanted and abusive messaging experiences due to
their public profile.

[Prevent] [Control]

Continue our strategy of preventing unwanted message
requests and increasing adoption of controls.

Continue our wo
H2.

Objective 5: Platformization of Messaging Safety

Messaging is increasingly used across new use cases and
surfaces. This surfaces two problems - 1) Fragmented
user experience across surfaces and apps 2) Multiple
teams invest in building messaging well-being features

Strong collaboration with partner teams to understand
needs, Documentation and building the platform in a way
that enables scaling of our product in a coherent fashion.

Experts in mess:
and broadcast p

Experience & lea
teams in implem

Experience in bu
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ging infegrily principles, patfermns and | for projects suct

£g. Document
procssses, Buld plalform in & way condusive o

plafforrmization.
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5. H1 Priorities and OKRs

Priorit

Priority

ization Framework

Examples

Framework

PO

1. Regulations that we need to comply with, and not
complying has huge risks to Meta.

éePD compliance with high risk of penalties

or Company brand.

2. Time sensitive company or org priorities, with
significant risk to brand without sufficient safety
investments.

3. Extremely high severity harm to individuals and
communities, high sensitivity in public domain.

gArmadillo, Community Messaging

:Teen Safety, Creators

4. Unplanned high severity real world events,
external escalations impacting Meta brand.

E.g. Ukraine conflict, Abortion debate.

5. Current systems are maintained, Keeping the
lights on.

:Operational quality, Perf and reliability,

QED, Bug SLA, PAl, Measurement

P1

6. Planned real world events that require minimal
Integrity product and operational support (i.e.
Elections)

EReporting, Franking, safety notices.

7. Platformization of Tier 1 products and apps

:US 2022 mid-term.

7. Company or Org priorities that require safety
investments, but may not be time sensitive.

‘Reporting Scale, Parental Controls / Youth

8. Very high severity harm to individuals and
communities, sensitivity in public domain

9. Filling gaps in critical safety foundations areas (e.g.

enforcement)

‘Bullying and harassment

Message requests, Enforcement

P2

10. Improve product quality, iterate on products to
improve outcomes

gFly’crap reports, UX updates

11. Secondary surfaces

Armadillo Web, IGD Web, FoA surface

H1 Priorities

In H1, we will focus on these 4 initiatives in the Well-being team.

CONFIDENTIAL
CONFIDENTIAL

META3047MDL-074-00050969
METANMAG-011-01633800















Build robust proactive detection and enforcement
systems.

Calibration and integration for proactive content detection and €
review queue prioritization

Admin strikes and penalties

Appeals core functionality and integration for content, user and

Community Education on norms and reporting to Facebook
Messaging ) Report U13 account flow
Ensure safety for minors. . .
Safety notices for minors
Prevent minors from messaging and calling unconnected adults
Protect admin wellbeing and empower admins to | Admin Assist VO in Messenger and Blue
keep their communities safe. Extend pause group functionality to channels
Reduce exposure to unwanted message requests | We will build experiences using sender side and filtering MR'’s 1«
. We will increase awareness of Safety tools and also, increase ac
Creators Empower creators to mitigate abuse

of Hidden Words.

Refine understanding of creator messaging
interactions and segments

Continue to improve our understanding to find needs and proble
cohorts.
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