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1)  Provide an overview of Messenger and Instagram Direct policy enforcement, with a focus on

reactive enforcement (aka, in response to reports)
2)  Surface potential enforcements options under consideration for e2ee world
3) Identify others areas of concern / priority issues to address with Product teams
4)  Get initial guidance on approach to cross-app enforcement

Non-goals:

1)  Provide a detailed understanding of user controls, proactive enforcement and/or proactive product
interventions in messaging « will address in future meetings if desired

2)  Revisit decisions about client-side solutions for enforcement

3) Reuvisit basic approach to e2ee
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Summary
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Defining “reactive” enforcement

In-app reporting and review data

Reporting entry points (MSGR/IGD)

Existing review constraints and planned improvements (MSGR/IGD)
MSGR/IGD enforcement actions explained

Community Standards enforcement actions mapping (MSGR/IGD)
Improving MSGR/IGD enforcement

WA Policies, Reporting, and Enforcement

Key challenges and questions in the policy enforcement space

Appendix
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Proactive versus reactive enforcement

Reactive

_User-generated in-app report

that results in an enforcement . .

_action for Community

. Standards/Guidelines violations .

_e2ee implementation: critical ’to our

public safety and mtegrtty

Sigmflcant focus of attention in

narrative.

Future conversation if

desired
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Messenger and IG Direct Reporting

N
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Summary of reporting entry points

1:1 Message 1:1 Thread Message reporting | Thread reporting in

reporting reporting in a group a group
conversation conversation

(Ability to select or (Ability to report the last

fong-press "’f message {0 30 messages in a (Abiiity to select or {(Ability to report the last

be reported; +/- 15 conversation) long-press a message to | 30 messages in a

messages viewable to be reported: +/- 15 conversation; must select

co) messages viewable to a person to report)

Messenger
Android

“Reporting experience mocks available in Appendix
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Messenger/IGD Report Review

Tracked here...

1.30M Reporls per week

TIGK Reviewed {58% of
submitted reporis”

.................................................................................... S ,. Ny \liciating

258K Enforced {38% of

reviowed reporis]
28K Avcowunt Disables
RRBH Btrikes

*current report review bacldog: 3.7m

80% older than 20 days and about fo 7
be bulk closed
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Current Messenger/IGD report review constraints and efforts to address them
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Messenger and IG Direct Enforcement of Community Standards / Guidelines
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Reactive Enforcement Actions: Description, Applicability, Appeals

Severe Community Standards violations {captured in next Yes
slides)
Account On escalation only:
- Entire FB or IG Account is disabled. 1) Disable IG accounts if 2 or more
Disable . .
bullying/harassment, hate speech, or violence &
incitement violations in IG Direct. For other N P
| abuse areas, disable if 5 or more violations in IG © appeattor
 Primarily Direct. e§calat|on—only
- human 2)  Disable FB Profile under SOP consideration. disables
~ review; 30
- messages e e s
 are viewable
o CO Temporary restriction that prevents the violating user
3 from sending messages. Violations outside of messaging
do not impact message usage or vice versa.
MSGR or IGD
“Read-Only” After the first policy violation, the feature limit duration Community Standards/Guidelines violations where the No
Feature Limit extends. abuse doesn’t result in an immediate account disable
2 violations = 1 day limit
3 violations = 3 day limit
4 or more violations = 7 day limit; no disable threshold for 40
repeat abuse
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Messaging violations that result in an immediate account disable
(FB & 1G) through at-scale review

At-scale review: Reports primarily reviewed
at outsourcing locations; no additional context
available apart from what’s viewable in SRT

Sexual Exploitation of Children (CEl, :
- 110) (review tool).

Sexual Exploitation of Adults (NCIl, Through at—gcalel review, aIII other Community
 Prostitution, Sextortion) T8 Standards violations result in the read-only
T B | messaging feature limit.

On-escalation: Reports reviewed internally;
additional context available through tooling

Dangerous Orgs & Individuals Yes o .
_ ? ° | and through individuals who are escalating a
Fraud & Deception Ves case (safety orgs, Comms, Partnerships,
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, etc...)
*Has been prioritized for the past year but unable to ship
due to bandwidth and competing pricrities (T84070606) i
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Community Standards Violations Mapped to Enforcement Actions

- Violence and Criminal
- Behavior

Violence and Incitement

Messaging feature limit

Messaging feature limit
; during at-scale review;

- Disable account on
~ escalation-only (2+ strikes)

,f Messaging feature limit
. during at-scale review;

- Disable account on
- escalation-only (5+ strikes)

Fraud and Deception

Account disable
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Community Standards Violations Mapped to Enforcement Actions

S8l specific checkpoint with

SSI specific checkpoint with | resources;

Suicide & Self Injury . resources

. Disable account on

......................................... .. Account dlsable
Sexual Exploitation of Adults
: Messaging feature limit during
Safety _ . . al-scale review;
Bullying and Harassment Messaging feature limit :
. Disable account on
. escalation-only {2+ strikes)
Human Exploitation Account disable
Messaging feature limit during
. at-scale review;
Privacy Violations & Image Privac ‘ imi Lo
3% g Y Messaging feature limit Disable account on
. escalation-only (5+ strikes)
,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 13
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Community Standards Violations Mapped to Enforcement Actions

éHate Speech

Objectionable Content

éAduIt Sexual Solicitation & Sexually
. Explicit Language
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Messaging feature limit during
. at-scale review;

Disable account on
escalation-only (2+ strikes)

Messaging feature limit during
. at-scale review;

Disable account on
. escalation-only (5+ strikes)

14

META3047MDL-224-00001078
METANMAG-059-00001078



Community Standards Violations Mapped to Enforcement Actions

éAccount Integrity & Authenticity N/A - handled outside of messaging

Spam Messaging feature limit

Cybersecurity

_____________________________________________________________________________________________________________________ N/A - handled outside of messaging

False News

--------------------------------------------------------------------------------------------------------------------- Rely on forwarding limits as upstream product lever

Manipulated Media

Memorialization N/A - handled outside of messaging
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2)
Improving
enforcement on
Messenger/IGD:
current areas for
exploration 3)
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Disable FB/IG accounts with repeat messaging violations at scale
Establish an appropriale threshold for repeat vicolations and launch an appeals system o
snable disabling accounts via scaled enforcement. Explore i sirikes oulside of messaging

and messaging strikes should be counted togsther towards a single disable threshold

Enforcement on group threads

It is possible to report group members on Messenger/AGD, but it is not possible to report
and enforce on a group itself. When the purpose of a group thread is bad (bullving, CEl
terrorism) we should have the ability to enforce on the group itself. More investigation is
racuiired 1o find the appropriate enforcement actions that are E2EE compliant and consistent

with private messaging narrative,

Launch Support Inbox

Al present, we do not communicate enforcement outcomes to individuals who have
reported something in Messengsr or Instagram Direct, Adding transparency to the review
process and communicating report outcomes could help bulld legitimasy around our

reporting expetiencs.
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