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J Meta

18 January 2024

Attention: Prabhat Agarwal, Head of Unit
Your ref: Ares(2023)8217917

Response tothe Request for information pursuant to Article 67(1), Article 72(1) and Article 34(3)
of Regulation (EU) 2022/2065 regarding Meta’s compliance with Articles 14, 34 and 35 of
Regulation (EU) 2022/2065

Dear Mr Agarwal,

Meta Platforms Ireland Limited (“MPIL”) notes that, independently of MPIL’s obligations under
Regulation (EU) 2022/2065 (the Digital Services Act or (“DSA”), Meta already had, and continues to
maintain and evolve, effective policies and procedures to assess and mitigate any risks in relation to the
protection of minors, particularly related to CSAM, and serious negative consequences to a person’s
physical and mental well-being, among other potential risks. MPIL understands that this Request for
information (“RFI”) is limited to MPIL’s risk assessment and mitigation measures taken after the date
of application of Articles 34 and 35 DSA in relation to the designated Facebook and Instagram VLOP
services offered to recipients established or located in the EU, and this is reflected in its responses.
Nothing in this response or in the measures MPIL has undertaken to comply with the DSA, including
its risk assessment and mitigation process, should suggest that MPIL believes that using Facebook or
Instagram causes, or is likely 1o cause, any particular physical or mental well-being harms.

MPIL’s response to this RFI should be read in light of MPIL’s response to the Request for information
pursuant to Article 67(1), Article 72(1) and Article 34(3) of Regulation (EU) 2022/2065 regarding
Meta’s compliance with Articles 14, 34 and 35 of Regulation (EU) 2022/2065 of 15 December 2023
(the “15 December Response”), which overlaps with the subject-matter of the present RFI, and in some
cases duplicates the questions. This response will cross-refer as appropriate to the 15 December
Response and its annexes.

Pursuant to discussions with the Commission on 19 December 2023, MPIL understands that all
references in this RFI to “underaged users™ are intended to refer to minors (i.e., under 18s) who are at
least 13 years old." MPIL refers to such users as ‘teen’ users. For other defined terms used herein, please
sce the Glossary located at the end of this response.

Further, MPIL notes that it had originally asked for an extension of the deadline to respond to 31 January
2024. MPIL has used its best endeavours, in the limited period of time given to it by a shorter extension
granted, to provide a complete response and collect relevant documents where requested. MPIL would
be pleased to supplement this response should the Commission require additional information.

Finally, MPIL notes that, over and above its confidential and commercially sensitive nature, this
response contains extremely sensitive information on how MPIL detects and enforces against bad
actors. The broader release of this information could prejudice the effective application of MPIL’s
policies and protocols, negatively impact MPIL’s efforts to safeguard users and the public at large, and
ultimately place persons at risk. MPIL trusts that the Commission will take all necessary precautions to
ensure the information contained herein is not shared beyond those persons who need to have access.

Overview of MPIL’s risk assessment for Instagram and Facebook in relation to the protection of
minors and the person’s physical and mental well-being, in particular as regards minors

14 years old in Spain.
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2 Control ID CIDPA-001.
10 Instagram Community Guidelines available at: [ HYPERLINK
"https://help.instagram.com/477434105621119" \h ]. Control ID CIDE-034.
11 Facebook Community Standards available at: [ HYPERLINK
"https://transparency.fb.com/en-gb/policies/community-standards/* \h ]. Control 1D
CIDE-033.
12 That said, from an enforcement standpoint, SG-CSAM and malicious sharing of CSAM are treated
with distinct violation types and enforcement outcomes. See response to question 5(a) below.
L See further, response to question 5(a) below.
" See Annex 10 of the 15 December Response.
6
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12 Control ID CIDE-055.
e The NCMEC is a US based private, non-prefit 501(c¢)(3) corporation whose mission is to help
find missing children, reduce child sexual exploitation, and prevent child victimisation; see [
HYPERLINK "https://www.missingkids.org/home" \h ].
7 Control ID CIDPA-003.
18 Control ID CIDE-052
i Further details with respect to these tools are provided in response to questions 8 and 9.
20 Control ID CIDE-048.
A Control ID CIDE-194.
2 Control ID CIDE-099.
= Control ID CIDPA-287.
4 CSx is defined as content (including photos, videos, real-world art, digital content, and verbal
depictions) that sexualizes real or non-real children or Groups, Pages and profiles dedicated to
sexualizing real or non-real children, potentially contributing or leading to detrimental external party
impact.
25 MPIL recalls that it gave a demonstration of the SRT to the European Commission’s DSA
teamon 18 July 2023.
-
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25.
Classifier Surfaces Input Output Action Training
CSAM Facebook, Content | Binary score Enqueues content | Ad hoc
content Instagram indicating that passes score | retraining using
likelihood of threshold for jobs reviewed
being CSAM review in SRT and
MMS bank hits
CSAM Facebook. Content Binary score Enqueues content | Ad hoc
solicitation | Instagram indicating that passes score | retraining using
content likehood of threshold for jobs reviewed
being CSAM review in SRT
solicitation
CSAM Faccbook Group Score indicating | Top score Faccbook
Facebook Groups Facebook predictions are Groups
groups Group’s purpose | enqueued for labelled as
is CSAM or review and CSAM/Minor
Minor actioning daily Sexualisation
Sexualisation sharing
sharing
Child Facebook, Content Binary score Enqueues content | Ad hoc
Sexualisatio | Instagram indicating that passcs scorc | retraining using
n content likelihood of threshold for jobs reviewed
being CSx review in SRT and
MMS bhank hits
Google Facebook, Image Score indicating | Enqueues images | Unknown /
Content Instagram CSAM or Minor | that bypass score | confidential
Safety API Sexualisation thresholds; used | within Google
sharing in SRT queue
ranking to
prioritisc
potential CSAM
reviews
* Control IDs CIDE-058 and CIDE-036.
27
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49. Regarding the Auditing Enforcement, the CSTF undertook a review of Meta’s processes for
enforcing against accounts for violations of its Community Standards and Community
Guidelines related to child safety to identify potential areas for improvement.” Through this
review, it determined that the vast majority of Meta’s account-level enforcement process was
working as it should, mecaning that the systems correctly detected child safety-related content
and then enforced against the violating account as intended. However, the CSTF also found
arcas for improvement, which Mecta has now addressed in the other sub-themes as explained
below in paragraphs 50-62.

50. Regarding the Recidivism and hard-linked propagation,” Meta improved its policies and
processes for disabling accounts on Facebook and Instagram that are linked to accounts that
were previously disabled for violations of Meta’s child safety policies.

a. The CSTF expanded the violation areas that trigger additional enforcement to include
linked accounts across Facebook and Instagram as well as accounts that are newly-
created by the actor in question after Meta has disabled the account.

b. The CSTF also undertook a review of device blocking effectiveness and identified
some areas for improvement, including the impact of over-enforcement on benign
accounts that are adjacent to the violating actor, (e.g., internet cafe users, shared family
device). Device blocking™ is one enforcement mechanism that Meta uses to prevent
bad actors who have been removed from its platforms for particularly egregious policy
violations from returning to the platform (“Device Blocking”). For these types of
violations,

Meta only triggers device blocks where it
has incredibly high precision for high severity harms. The effectiveness studies allowed
the CSTF to get a better understanding of the logging and measurement to be
implemented for improved Device Blocking reliability. The CSTF built a new
dashboard that monitors the child safety enforcement actions as well as other device
blocking metrics. The CSTF thus helped improve logging to better understand the
volume and reliability of account-level actions like Device Blocking, which will help
Meta monitor the efficacy of its interventions and identify potential gaps moving
forward.

c. In parallel, the CSTF also reviewed and updated the Device Blocking coverage for
child safety violations through new policies and more granular violation types which
allow for more targeted, bespoke enforcement actions. Since the beginning of August
2023, Meta automatically blocked more than 250,000 devices on Instagram for
violations of child safety policies, and improvements in device blocking have led to
more than 10,000 additional enforcements on Instagram and Facebook per day.

d. The CSTF implemented a single, consolidated policy position and implementation
across all child safety violations for recidivism and hard-linked propagation, which
resulied in a significant increase in the number of accounts Meta disables globally every
day. Since August 2023, more than 250,000 devices have been automatically blocked
on Instagram for Child Sexual violations.

ol Control ID CIDE-124.
= Control ID CIDE-121 and Control ID CIDE-127 respectively.
& Control ID CIDE-123.
16
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common media results, and search terms users searched in the same secaich
session.

v.  Query backtracker tooling: Meta employs leverage tooling that associatesall
accounts and media that have been deleted for violating CSAM policies and
identifies all hashtags and search terms that return those violating accounts and
media as a search result.®*

vi.  Markets inputs: Meta will validate each month with Market subject-matter
experts (“SMEs”) if any market-specific new terms are being surfaced by the
team. These keywords will be flagged in the internal teams as marketised
terminology that may warrant addition to the keywords list.

vii.  External inputs: Meta also becomes aware of new keywords via trusted child
safety partners including ingesting lists from third parties (e.g, Thorn®),
keywords shared ad hoc by trusted child safety partners, industry partners, or
surfaced in external reports.

b. Validation: Different teams within Meta (Safety Policy, Product Policy and Core
Policy) review and approve new keywords to be added to the Unified Child Safety
Keyword List. This step can also involve the removal of keywords subject to some

c. Technical updates: Once approved, Meta updates the internal repository of keywords
lists.

d. Application: Meta ensures that the updates to the Unified Child Safety Keyword List
are applied to search/hashtags intercepts, account scores and review queues.

69. The following table sets out the different sources, commitied cadence and expected volume of
updates to the Unified Child Safety Keyword List, 10 ensure that the list remains representative
of the latest terminology used by bad actors.

64 The Query backtracker tooling is also discussed in paragraph 79 below.
0 Thorn is a nonprofit focused on fighting child sex abuse, further information available at: [

HYPERLINK "https://www.thorn.org/" \h |

22
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Source Cadence Expected volume
I3 team: Regular SNDs and | Monthly From | to 10+ new terms per SNI
investigations
I3 team: Intel vendors Possibly every Quarter Approx. | to 10+ new terms
LEI: Regular investigations Monthly From | to 10+ new terms per SNIL
DIOps: Monthly sweeps Monthly 100 query per analyst
DIOps: In-house detection tooling Monthly Cap attop 10
DIOps: Query backtracker tooling Quarterly Cap at top 100 search term
GRO: Market inputs (TBD) Possible coordinated TBD: From 1 to 10+ new terms pr
Monthly (pending {irst test batch)
Policy: External Stakecholders Ad hoc Variable
Product: ML Sourced Ad hoc Variable

70. Meta incorporates language tools such as XLM and XML-R, aimed at building classifiers that
understand the same concept in different languages.

71. In response to the request for documentation evidencing updates to the Unified Child Safety
Keyword List, consultations with third-party experts, or other information that concerns the
constitution of this list, MPIL has identified the following documents that are responsive to
these specific descriptions and relevant to its compliance with Articles 34 and 35 DSA:

a. An internal post to the Workplace group of the Child Safety Task Force of 6 October
2023 entitled ‘/Update] Keywords/Hashtags review on WSJ escalation’, Annex 3,

b. An internal post to the Workplace group of the Child Safety FYT of 2 January 2024
entitled /LAUNCH] Fuzzy maiching for Child Safety Keywords’, Annex 4, and

e. A copy extracted on 13 January 2024 of an internal document ‘Ongoing maintenance
of child safety keywords’ which sets out the process to surface new keywords across
Meta’s cross-functional teams, covering input, validation, technical updates and
monitoring, Annex 5.

08 For a full description of these classifiers, please refer to Meta’s blog page of 7 November 2019

‘XLM-R: State-of-the-art cross-lingual understanding through self-supervision® available at
https://ai.meta.com/blog/-xIm-r-state-of-the-art-cross-lingual-understanding-through-self-supervision/.

[S5]
w
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d) In its response of 29 August 2023, Meta outlines that the hashtag-list for (SG-
)JCSAM content exists in ‘multiple languages’. Please indicate if this list exists in all official
language of the European Union and explain, if this is not the case, why these languages
have been chosen.
]
It also
includes multiple languages that are not official languages of the European Union, such as
Arabic and Kurdish. The languages on the list reflect feedback that Meta receives from external
and internal experts, which informs the terms that appear on the list. As more feedback becomes
available for additional languages, Meta may expand the terms to those languages.

72

73. MPIL notes that, more generally, Meta’s CSAM content review is language agnostic. First,
Meta’s classifiers®’ and machine learning models run across content in all languages, and are
supported by an Al team, which searches across all language models for violations. Second,
Meta’s human review is language agnostic: English-language reviewers use translation tools
when needed to enable Meta to scale content reviews across other language markets, and
reviewers are encouraged to assess content with market context (e.g. specific terms used to refer
to CSAM) .

3. The Stanford follow-up study suggests proactive monitoring and discovery
through human investigators, including effective tracking and actioning of relevant
hashtags and keywords, as well as changing iconography, as effective strategies to track
the evolution of trends in the SG-CSAM network. The researchers mark that ‘assessing
emojis that take on high salience within the SG-CSAM networks and flagging them for a
comprehensive review would be a reasonable action without too much user impact.’

a) Please outline in detail the resources Meta has put in place, including the number
of human investigators, to monitor SG-CSAM related hashtags specifically for Instagram.

74. As described in response to question 2 above, Meta has consolidated multiple different keyword
lists used to regulate hashtags into a Unified Child Safety Keyword List, with tens of thousands
of terms in multiple languages, and put in place processes to regularly update this list to reflect
changes in terminology by bad actors. This draws on inputs {from a range of sources, including
Meta’s i3 and law enforcement and investigation teams, intel vendors, Meta’s specialist child
safety teams, machine learning technology, non-profit organisations, and experts in online

safety.

75. Meta’s i3 team includes ‘subject matter expert’ investigators, who review content, hashtags,
keywords and iconography in English, as well as specialist intelligence analysts, and security
engineering investigators. Together with the other Meta teams listed above, the i3 team has
conducted two SNDs on the SG-CSAM network.®® Meta is currently conducting additional
investigatory work in other langnage markets in relation to this issue. The results of these
investigations are shared with the Cross-Meta Integrity and Product teams.

o7 For more detail on classifiers, see the response to question 8(a) (paragraph (129(d)) below.

68 For more information on SNDs, see Question 1(b) above and for more information on these two
specific SNDs, please see Question 5(c¢) below.

24
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76. As explained in detail in response to question 1(b), above, Meta relies on both automated
technology and reports to take action on violating hashtags, account names, scarch terms, and
emojis. Meta works to ensure that inherently violating terms, and other terms that are not
inherently violating, but may be used by bad actors secking inappropriate content, are not
treated by Instagram as valid hashtags, and Mcta works to cnsure that it docs not show scaich
results for these terms. Because Meta recognises this is a constantly evolving area, it also wortks
regularly with child safety professionals to understand evolutions in coded language and to
identify new and cvolving terms, phrases, slang, and emojis that could be used in an attempt to
evade Meta’s detection systems and bypass Meta’s policies.

77. These ongoing efforts encompass emojis as well as text-based hashtags. Meta has identified
and taken action on emojis that take on high salience within SG-CSAM networks. For example,
the list of hashtags which have been blocked on Instagram includes not only hashtags which
clearly relate to CSAM (such as | ! 2/so those which reflect the

use of coded language within CSAM networks (such as|jiil] o GGG

b) To what extent does Meta facilitate signal sharing between Instagram’s trust and
safety teams and changes for recommendation systems and machine learning models to
better detect keywords, symbols and emojis that are misused by the network, and to see
whether they are still used?

78. MPIL refers to its response to Question 2 above in relation to the Unified Child Safety Keyword
List. Meta uses the results of its automated technology and input from child safety professionals
to train its technology so that it can proactively find new trends in behaviour and coded
language and take action. Meta’s teams also use technology to find misspellings and spelling
variations of this language, as well as terms and phrases related to child exploitation, that it can
input into its systems to proactively find and disrupt efforts by bad actors who evade Meta’s
protections and policies.

79. For example, Meta conducts regular ‘Query backtracker tooling’, whereby it takes accounts
and media that have already been deleted for violating Meta’s CSAM policies, and endeavours
to identify all hashtags and search terms that, if searched for, would return those violating
accounts and media as a search result. In this way, Meta is able to use technology, together with
the findings of its trust and safety teams, to identify new hashtags and search terms that might
otherwise be missed by human reviewers.

80. Meta continues to update its unified list of restricted hashtags on Instagram. For more details
please see the response to Question 2 above.

4. The 7 June report states that certain platform features, such as recommender
systems can lead to the discovery of small networks of SG-CSAM on Instagram.

a) Please provide information, including internal documentation, on the testing of
Instagram’s recommender system, relevant test processes implemented, metrics used in
relation to SG-CSAM, and their most recent values.

81. As indicated above in response to question 1(b), Meta’s policies — such as the Instagram
Community Guidelines” and the Facebook Community Standards”' — do not specifically
address the different types of CSAM (e.g, self-generated or “known”). Meta’s general
prohibition against CSAM applies equally to SG-CSAM.

69 The term ‘map’ is sometimes used within CSAM networks to refer to a ‘minor-attracted person’.
i Instagram Community Guidelines available at: https://help.instagram.com/477434105621119.
71

Facebook  Community  Standards  available at:  https:/transparency.fb.com/en-
gb/policies/community-standards/.
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98. Meta has a narrow exception for teens sharing their own SG-CSAM. Instead of applying a one-
and-done disable, Meta will disable the account only on the third violation. Meta chose not to
apply an automatic disable of a minor’s account in order to provide an opportunity for
education. However, this does not apply if (i) Meta suspects an adult is lying and posing as a
child or (ii) there is a commercial clement, as it will be actioned for CSAM Solicitation (which
constitutes a one-and done violation type). In these cases, the actions (i.e., one-strike disable,
hard-linked propagation, device blocking and recidivism monitoring) described above for users
sclling CSAM apply. These actions relate to the following CSAM-related SRA controls: CIDE-
133 Strike System, CIDE-124 Disabling Accounts, CIDE-125 Disabling Pages and Pages (if
relevant), CIDE-123 Device Blocking, CIDE-121 Recidivism.

99. Regarding the average time to take enforcement action on seller accounts, this will depend on
how the seller account is identified, and the nature of the violation. Content identified by
classifiers will normally be auto-actioned immediately. However, user reports will be enqueued
to specialist reviewers. When CSAM content is escalated to the Child Safety review queue, the
human reviewers have an informal, self-imposed service-level agreement of 48 hours to review
this SRT job. Moreover, since August 2023, enforcement can be immediate under Meta’s
Recidivism Policy. Once an account is disabled, any recreation, no matter how long after the
initial disable, is violating Meta’s policy.

b) Please explain whether and to what extent Meta applies proactive and/or
preventive filtering to detect seller accounts on Instagram. If any filtering measures are
applied, please explain their functioning, effectiveness and error rates, including the
internal benchmarks and KPIs.

100.  Meta’s proactive detection tools for CSAM also apply for seller accounts on Instagram. Content
on Instagram flagged by the proactive detection tools and user reports as potentially violating
is sent as an SRT job to Meta’s content review system. The SRT job is then prioritised based
on likelihood of violation, virality, and violation severity. However, if content is identified as
CSAM or CSAM solicitation, it is escalated {or review by a ring-fenced human review team
specialising in Child Safety. These systems concern the following CSAM-related SRA contrals:
CIDPA-228 MaCSA Framework, CIDE-52 Landing Page Detection Service, and CIDE-48
Detection Al / Machine Learning Models & Classifiers.

101.  Anther detection system for users selling CSAM or adults posing as a child when selling SG-
CSAM is the MaCSA Framework®?; the tools to detect keywords and URLs* and the CSAM-
related classifiers that enqueue content for human-review, trigger search interventions, and
create internal signals into the prioritisation algorithms to proactively detect bad actors.®® For
instance, accounts with confirmed general CSE terms such as || il] 2re avtomatically
enqueued in the Instagram Profile review queue. Meta has also put in place a CSAM solicitation
content filter, which functions as the CSAM-related classifiers. It enqueues content for review
within the SRT that is above a score threshold indicating a likelihood of being CSAM
solicitation.®® Further details on the functioning of the detection tools are provided in the
responses to questions 1(b), 8 and 9.

BS Control ID CIDPA-288

Control ID CIDE-052; For more information on URLs, please see the response to Question 8(a).
&5 Control ID CIDE-048.

88 Control ID CIDE-099.
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102.  As noted in response to question 1(b) above, MPIL’s risk scoring and control design
effectiveness scoring for the relevant mitigating controls for the risks associated with CSAM
are contained in the CSEAN Workbook.*” As well as the specific L4 risk for CSAM, other
related risks were considered. The effectiveness and proportionality of each control in relation
to cach of these risks was asscssed (in the tab ‘Detailed Control Scoring’). In relation to cach
risk, MPIL identified the Inherent Risk (before the application of the mitigating controls) and
then Residual Risk, applying a percentage reflecting the Design Effectiveness and Mitigation
Effectiveness of the suite of relevant mitigating controls. The Residual Risk score is the
Inherent Risk score, less the product of the Control Suite Effectiveness and the Inherent Risk
(in the tab ‘Risk Register & Scoring’). The following table sets out the overview of the
assessment of the design effectiveness of controls related to these risks on Instagram, extracted
from the CSEAN Workbook provided.®

103.  Furthermore, MPIL notes that it is in the process of developing an additional parameter of
‘Operating Effectiveness’, on top of the Design Effectiveness and Mitigation Effectiveness
described above, with a view to applying this in the SRA to be carried out in 2024. In this
context, it has prioritised the testing of a number of controls, including controls relevant to the
Problem Areas of CSEAN, and this exercise is ongoing.

Problem L4 Risk Inherent | Control Suite | Residual
Area Risk Effectiveness® | Risk”
Child Endangerment 15.0 68% 4.8
Child Nudity 14.0 63% 5.2

Child Sexual Abuse

0,
Materials 15.0 63% 5.6
CSEAN | te Int t'
nappropriate Interactions o
with Children - e G
Sexualization of Children 15.0 63% 5.6
Solicitation of Child Sexual 15.0 63% 56

Abuse Materials

o See Annex 10 of the 15 December Response.
88 See Annex 10 of the 15 December Response.
89

See page 8, Control Effectiveness Rubric, SRA Methodology, Annex 4 of the 15 December Response.
%0 Tier 1 (0-4.9) ‘Extremely Low’; Tier 2 (5-9.9) ‘Low’; Tier 3 (10-14.9) ‘Moderate’; Tier4 (15-19.9)
‘Elevated’; Tier 5 (20-25) ‘Extremely Elevated’; See page 11, Residual Risk: Tiering, SRA
Methodology, Annex 4 of the 15 December Response.
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2. 2 were disabled for SSPX/ANSA violations

107.  As regards the dates on which these accounts were created: the 161 accounts identified as
suspected (adult) sellers were created between 17 September 2017 and 1 August 2023; the 11
accounts identified as suspected minor sellers between 25 April 2017 and 13 August 2023.
However, MPIL notes that the date of account creation is not a meaningful metric, since it
cannot be assumed that the accounts engaged in violating behaviour from the outset (and it is
unclear when they did begin to engage in violating behaviour). Moreover, MPIL notes that none
of the 172 suspected seller accounts had been flagged by the SIO in its June report or the list it
provided in April 2023. (Despite this, 15 of the 161 suspected seller accounts and 1 of the 11
suspected minor seller accounts had been captured in the SND described above).

108.  After taking the above actions, Meta used the 242 accounts identified by the SIO as potential
seller and buyer accounts as the seed set for a further SND. Through this investigation, Meta
identified a broader community of over 50,000 Instagram accounts, over 35,000 of which were
still active at the time of the investigation, involved in the selling, purchasing, and consumption
of SG CSAM. This included an additional 84 seller accounts not flagged by the SIO. As a result,
a total of 8,057 Instagram accounts were disrupted and 25,446 accounts received custom
messaging, in addition to the other actions described above.

6. In the 7 June report, 58 buyer accounts were identified of persons using their real
names to buy SG-CSAM content on Instagram. One month after reporting these, the
researchers claim that 28 buyer accounts were still active. In the 21 September report, the
researchers identified 70 potential buyer accounts.

a) Please explain whether and to what extent Meta acts against buyer accounts of
SG-CSAM. Please explain the policy underlying those actions and outline potential
actions and the average time to action on buyer accounts. .

109.  Meta prohibits solicitation of CSAM and it works aggressively to fight child exploitation off
its platforms. Solicitation of CSAM is a violation of Meta’s external policies — the Instagram
Community Guidelines and the Facebook Community Standards — regardless of whether the
interaction is between two adults or an adult and a minor or between two minors. These policies
thus apply equally to users buying both CSAM or SG-CSAM content.

110.  Profiles that have confirmed Child Sexual Solicitation keywords (e.2., || EGczcNGD <
disabled and directly reported to NCMEC for CSAM solicitation.” Further, the actions
described in the response to question 5(a) are deployed (i.e., one-strike disable, hard-linked
propagation, device blocking and recidivism monitoring). These actions are reflected in the
following CSAM-related SRA controls: CIDE-124 Disabling Accounts, CIDE-125 - Disabling
Pages and Groups (if relevant), CIDE-123 Device Blocking, CIDE-121 Recidivism , CIDPA-
003 Partnership with NCMEC, and CIDE-127 Cross-Platform Enforcement.

111.  Regarding the average time to action regarding buyer accounts, this will depend on how the
buyer account is identified, and the nature of the violation. Content identified by classifiers will
normally be auto-actioned immediately. However, user reports will be enqueued to specialist
reviewers.'®

98 A total of 27,058 accounts were originally identified as a suitable cohort to receive custom messaging.
Custom messaging was not deployed to the accounts that had been disabled in the time between the
investigation and the deployment of custom messaging.
e For more information on Meta’s co-operation with NCMEC see Question 1(b) above.
10 For more information on the Specialist Review (i.e., human), please see the response to Question 5(a).
For more information on classifiers, please see the response to Questions 1(b) and 8(a) above.
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121.  The Severity score was calculated according to the Severity Rubric, which considers the
severity of the impact on users and socicety, based on ‘Scale,” ‘Nature of Impact,” and ‘Impacted
Denographic.” Where a particular risk was deemed to have a potential or particular impact on
minors, it received the highest possible tier rating (Tier 5) in the ‘Impacted Demographic’ facior
of the Severity Rubric. Where a risk was deemed to have a potential/particular impact on the
rights of the child, it also received the highest possible tier rating (Tier 5) in the ‘Nature of
Impact’ factor.

122.  The Likelihood score considered the likelihood of the risk materialising, based on ‘Scope’ and
‘Volume’ (explained in page 7 ‘Inherent Risk Rubric’ in the SRA methodology).

123, The following table sets out the Inherent Risk Score for the risks identified under (a) for
Instegram, and for completeness the Residual Risk Scoring (after the deduction of the product
of the Inherent Risk Score and the Control Suite Effectiveness), which resulted in the
determination that the residual risk was low with a risk rating at Tier 2. This information is
extracted from the CSEAN Workbook, in the tab ‘Risk Register & Scoring.’

Inherent Risk
1§ Rl Severity Likelihood Score Control Suite [Residual Ris}g
' [1-5] [1-5] [Severity x | Effectiveness'” |  Score'®® -
Likelihood]

Child Sexual 5
IAbuse Materials d P 1 o5t 540
Scxualization of = N
Children 5 3 15 63% 5.6
Inappropriate
Interactions with 5 3 15 68% 4.8
Children
Solicitation of
Child Sexual 3) 3 15 63% 5.6
IAbuse Materials

c) For all the risks identified under (a), please provide the results of the calculations
for the scores on Severity, including Scale, Rights and Impacted Demographic, and the
score for Likelihood, including Scope and Volume.

124.  The Severity score is the average of the scores attributed for ‘Scale,” ‘Rights,” and ‘Impacted
Demographic’. These are scored from 1 to 5 (5 being the most severe), according to the
‘Inherent Risk Rubric’ inthe SRA Methodology. The following table sets out the scores relating
to Severity for each of the risks identified in 7(a). This information is extracted from the
CSEAN Workbook,'” in the tab ‘Risk Register & Scoring.’

L4 Risk Severity Rating|Severity Rating|Severity Rating| Total Severity

(Scale) (Nature of (Impacted [average]
Impact) Demographic)

107 See page 8, Control Effectiveness Rubric, SRA Methodology, Annex 4 of the 15 December Response.
108 Tier 1 (0-4.9) ‘Extremely Low”; Tier 2 (5-9.9) ‘Low’: Tier 3 (10-14.9) ‘Moderate’; Tier 4 (15-
19.9) “Elevated’: Tier 5 (20-25) ‘Extremely Elevated’: See page 11. Residual Risk: Tiering, SRA
Methodology, Annex 4 of the 15 December Response.
109 See Annex 10 of the 15 December Response.
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Child Sexual Abuse
Materials s 5 . #
Sexualization of
Children 2 . S 2
[nappropriate
Intcractions with 5 5 5 5
Children
Solicitation of Child
Sexual Abuse 5 5 3 5
Materials

125.  The Likeliness score is the average of the scores attributed for ‘Scope’ and ‘Volume’. These

are scored from 1 to 5 (5 being the most severe), according to the ‘Inherent Risk Rubric’ in the
SRA Methodology. The following table sets out the scores relating to Likelihood for each of
the risks identified in (a). This information is extracted from the CSEAN Workbook,''? in the
tab ‘Risk Register & Scoring’.

. Likelihood Rating | Likelihood Rating | Total Likelihood
L4 Risk
(Scope) (Volume) |average]
Child Sexual Abuse 5 1 3
Materials
Sexualization of 5 i 3
(Children
[nappropriate
Interactions with 5 1 3
Children
Solicitation of Child
Sexual Abuse 5 1 3
Materials
d) According to the Risk Assessment, each of these scores is calculated using several

inputs “such as risk assessment workshops, documentation, data, and external research.”
Please provide all supporting documentation used for the calculation of the scores
outlined in your answers under (b) and (c).

126.  The supporting documentation used for the calculation of the scores outlined in the answers
under (b) and (c) is the CSEAN Workbook.""" The Workbook is the product of the various
workshops carried out with subject-matter experts, familiar with the relevant data and reseaich
(as detailed in paragraphs 9 -10 of the 15 December Response).

o See Annex 10 of the 15 December Response.
m See Annex 10 of the 15 December Response.
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a. Multi-block function.'*? Meta employs a “soft block™ function that is automatically
and silently initiated when a user blocks a single account. Because a single person can
create multiple accounts, Multi-block uses a variety of signals to identify and block
other accounts that are highly likely to be associated with the person who was blocked.

Multi-block silently blocks the associated accounts and
aims to block accounts that will ever be created on that device in the future. Meta does
not tell users which associated/sccondary accounts are soft-blocked. This means that
the blocked user will not be able to sce the blocker’s profile or content from their
secondary accounts; however the blocker will still be able to find and engage with the
secondary accounts. The implementation of this mitigation measure makes it more
difficult for accounts that have been blocked to return on the platform with the aim of
endangering teen users.

b. Device blocking.'** For more details on Device Blocking, see the response to question

1(c) above (paragraph 50(b)).

C. Recidivism."* Meta employs controls based on indicators that help signal whether a
new entity is meant to side-step Meta’s enforcement on a previous entity.

Meta is not only trying to
remove/disable nearly identical replicas of the accounts/entities removed, but is also
taking steps to remove all accounts/entities that are functionally equivalent to the
removed entity on the basis of the review of the content and of the purpose of these
new entities through a proactive classifier.

d. Account propagation.'** When Meta disables an account for a violation connected to
CSAM activity, it also disables explicitly linked accounts (where the user has linked
their Facebook and Instagram profiles) and high-confidence linked accounts (where
there is high likelihood that the same user is using multiple accounts).

c) Please include specific information on any policies or specific measures in place
mitigating the risks included in your answer to Question 7(a), including any evidence
collected on the effectiveness of these policies and/or measures.

135.  Question 7(a) refers to the risk of SG-CSAM, sexualisation of minors, and exploitative intimate
imagery and sextortion of minors. These risks, and the mitigating controls, and MPIL’s
assessment of their design effectiveness, are addressed in the Workbook for CSEAN described
in its response to Question 7(a).

132 Control ID CIDE-089.

Lo Control ID CIDE-123.

o4 Control ID CIDE-121.
135 Control ID CIDE-127.

42

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-072-00039071
HIGHLY CONFIDENTIAL (ATTORNEY’S EYES ONLY) METANMAG-011-00040738

DX0504, Page 42 of 61



DX0504, Page 43 of 61



DX0504, Page 44 of 61



DX0504, Page 45 of 61



DX0504, Page 46 of 61



DX0504, Page 47 of 61



DX0504, Page 48 of 61



DX0504, Page 49 of 61



DX0504, Page 50 of 61



DX0504, Page 51 of 61



DX0504, Page 52 of 61



DX0504, Page 53 of 61



DX0504, Page 54 of 61



DX0504, Page 55 of 61



DX0504, Page 56 of 61



DX0504, Page 57 of 61



DX0504, Page 58 of 61



DX0504, Page 59 of 61



DX0504, Page 60 of 61



DX0504, Page 61 of 61





