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INs optonal puestionnaire, which was croatod by Ayler and her fa:
consdarations and questions. This questionnalre is: intended io halp I

ting with Legal POCs (RL UXR Legal andior Product Safety Legal]

: Al RL UXR resparch studies involving Sensive Categoriss ane considensd "Sensitive Research”
‘and are subject 1o heightared scruliny curing ths Ressarch Review and Privacy Raview processes, and
f fegiite special mitigaions. In addifion, somatimes reseanch involving Sensiive Catogones requires
™ care and mitigalisns prior to submisskn b SRT, which may indude the Legal POC making a
lermination about whather a siudy should be conducied under attomey-cient priviege, whether the
3y should ba submitted 1o SRT ar handled offline, wheiher other legal XFN andior outside counsal may
d io review and approve the ressarch, end'or whaiber the SRT submission dotals or documents
d be fimited in any way, Please nola that iffwhen ottor legal XFN andior culsice couns=| ar required §
rassarch (lor instance. cerain studies rolated to leens o U1 plus sensitive iopickiada), the
process can lake up io fwo io three weeks. =
~ Researchers are askod 1o reach out to (he appicable Legal POCs afer corlacting the RL UXRL
memmmmHMhEMnmummq "

.'Mﬂhmh-hﬁ-h munurmmm
with in-housa Meta legal counsol, or ot the direction of in-house Mata logal counsel.

QUCIING SUCHRS NyohIng,

linors undar age 13; Iopica/subjects related o minors undar age 13
§ 13-17 {where ssnetive tapics andior dats 6fé invohved]
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ned Sensifive Data Categories, such as sensiive fopic + sonsl
data collection method, such a5 new on-device aurvey capability

11 HFE Fa (R0 CONOUCENG SRS P THYIN:

Mﬁﬂq.umwﬁ.wuﬂdﬂwfmnmm;lﬂwmh"
potentially ralsed; &.g.: )
o Use of fastures directly relaled fo user safely (e.g.. wirual boundaries (former
caled Guardian), Passthrough) :
@ Gomplex interactions between virual and physical ohjscts (s.g.. many mbmd
aiffasinegs) d :
Cartain nowvel user saperiences (e.g., mixed reality, co-location)
Tharmal tesling

Cerlocation
wmh‘qw
Evaluation of hardware, operaling system features, or contant [Ral may ghve rise
@ figk of injury or property damage ¥
- me: rdings and eflacts
= Fourdational mmmm:mﬂmnﬂ-wm:
4 Testhed for produst family
o Visually Induced wmmmm‘}mmmﬂmmm
Mhmmmn}ﬂlmmtubouwwmm

'mmum;m;mMnammmﬂﬂ,“
ko SAT for Research Raview 1o prolect the confidentiality of the study. Product Sa

WI Procuct Safety U study should be submitied ts SRT.
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planning rosaarch on Social lssues topkcs should use the Fas

isues Rosearch. It is imporiant o nole that selecting & sodal lksues in i

rewview: in ather wards, rsoanchars who select a social issun in SRT should still selec

 Data Use & Sensitivity calogorios in SRT. For example, if @ ressarcher is conducting 8

ingrity, which includes collecting data aboul bullying and harassmen, the ressarcher should

Fluqflrwimmnmmﬂmwmm.mwwmmuw_
u—:mmmnmmmmummmmmum:m i
0 mmmmmwmmmmwmrm. i

i

'mwmmmnmwm.Wmmmmﬂ i
mlrdhm-m-mmmmmmbuhﬂ.mw“mmh. o

- SRT, nsaarchars will salect an appropriale ter in the Research

~ based on the guidanco pravided an the

~ submitted 1o SRT, the system wil croas-

mmwmhmlnm.mhwparmsmm.

7 As part of the Protocols, all Social lssues resaarch must 8lso be “sponsored” by al ieast ona key i
siaksholdee bafore submiting for Ressarch Reverw. Researchers, working in conjunclion with their
Ressarch Manager, shoukd select an approprisie siakehalder, inform the stakehalder what reseach <
&l srialls If he of she is unaware, and request such sinkehsider to spansce the research preject
Sponsor should be a product manager, team kead, andior funciional lead (0.g., Ressarch Dirsclor,
erw-uhwummumehmummm.mmm_
- mmnmhmmhammmmﬂ
(e, the decision(s) il will help indarm); el

e %
uas Ressarch droft share-cuts, incluing documants, posts, and decks, 0
h'mummm.mmm-q:g,

e Rt L] ) -;-11]-&

or Bl LXH b
-fics
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ittve Research Flow

| The below flow chart shows the Sensitive Research process at a high level: the purple sections
("Securs Research Sponsdr” and “Action Transparency”) are orly applicabie to Social lssues Ressarch: i
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may be scanarios In which Human Facloms UX researchaers (formery Health snd Safes
and non-Human Factors UX researchers collaboratn on rosearch; for instance, the teams
.mﬁm:umm.mmwmu;wmm:nhnm
'y, researchers may want o stay infarmed about insights gathered by the othar part of the LIX]
s curing the course of research andior wish lo cite certain Bndings or insights in rolated research
 deliverables and sharo-culs. Addilionally, thare may be crcumatances in which Human Facioms
chars icantly a potontial healthsadety issue in @ UXR sludy, which may requine closs collaboration
dice foilowing RL Human Factors UXR processes. In these soenarias, 8 is recommendad 10 loop in bath
LIXF Legal and PSL POCs 3o thal they can review in tandam and advise on how best io proceed (aflar

User exparionce of certain fealures. such as Guanian o Passthrough
 Cerlacation

ring e course of @ reE0OrEh sludy, ressasch (hat b rot foousd
rosult in the collection of sansilhve dals or sensiive
h 8 submiing ressarch into SAT — particularty quantitative research s

Qustiativa reasarch - canshully conslder the guastions you pian 1o
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: , smetimes unanticigated sensiive responses are unavaidable despite el
mitigations. In those circumnslances, if is best fo contact your RL LIXR Legal or PSL POC &
guidance on how (o proceed wilh the sensilive dala, uwwmmmmumﬂn
st firs! censulling wilh yeur FL UXRA Legal POC ar PEL POC,

OF LEGAL OVERSIGHT CATEGORIES (IN CONSULTATION WITH, AT
DIRECTION, AMD ATTORMEY-CLIENT PRIVILEGE)

During consultaticn with your Legal FOC, a determination will be mads a5 bo whather the sansive
ch being conducied should be pursued:

1} Under atiormey-clhent privioge working under the ditsclisn of sutside counsel;
2} At the legal direction of in-house Mota Legal Counsal; or
3) In consultation with in-house Mata Legal Counassl.

WlﬂlmﬂlwﬁmlmmMalmwyhmrMMMMq
m:l‘muwm what they maan for you is included balow,

nwhmmhhmmmmwrumlmm

“wwmubmmuhummmwwnm
consuitation about popeded Soclal lssues Rossarch with in-house
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mumuwnmmmmmwmnmwlmm
hm‘mammmmﬂmymummmp-
A Data, topic, or population sensilivity level

‘Whedher the research invalves muliple Seasitive Calegones
Research sample size (0.g., quantiative studies may be higher risk than qualitative)
Whather the research invalves novel issues, novel technologies or novel legal risks
Whather the research may resull in hesghbened reguialory, legal of meda risk, and
jpolential scopa or impact of that risk

~ Sensitive research that is nol appropriate o be conducted under ACP working undar the d
outside counsed will ba reviewed 1o detarmine I il should be conducled al the legad direction of
|.|“|Puq:,m-h consultaion with in-house Meta Legal POC,

-Client Privileged Research [ACP Resoarch)

l, subject io case-by-case analysis, ACP Resoarch i used for subject matiers
g wilized to answer & lngal queslion of make a legal risk detemmination, T1
| thene is & substantal risk of lability arising out of potential resaarch oubcomes.
'hhhmuri-mh mm.ammm“ﬁ_

' hmmm-mmwwm ,
mmmwmmmm
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 Meta Legal POC may delerming thal a user sxperionce study i not appropriate o bs
' Ressarch or that i doss. net need to be run under ACP with cutside counsal, but fs stil

Wdﬂﬁlﬂﬁmﬂmwmmwimmﬂﬂh
y and limat risis.

Hmmmwmmuanwm.hMumew
of the RL LIXR Legal or FSL beams) acts as counsel for the purpose of claiming and prolecling
the atiomey-client privilege for all advice and counsel provided by the Meta Legal POC, Tha study itsell
fiiil b directed throwugh counsel, and the study resulls will not fall under ACP though the research
Subject to additional legal review and confidentialty considerations around distribution and )
mmmumwmmmmmmdnmﬂmmm o
provide legal guidance and prolect privieged information. Tmmuuplpncmhmumﬁ-‘

Mﬂm w-ummuwmwm“m
m 1 mwhmwm

SULTATION WITH LEGAL

conductsd In Consiultation with Mata Lagal

Meta Logal POC (again, typlcally @ membsar of tha RL LXR Legad or P4
ressarch does not prason the leval of risk that requires it b e
|t the legal dimection of Meta Logal FOC, and therelors. may b
-mmmmumwmu
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open dscussion with counsal for the purposa of obtaining accurats legal advica. The privils

mmhmmhmmwuummm
il is ol privileged, m:mmmmmwmmw
nmmhnmmu nmnhmm ]

" Unfortunately, ACP s not & magke shiskl thal sulomatically profects sensibive communications,
 wan when (hoss communicalions are with a lawyer. Simply adding the Meta Legal POC to a mestingor
:*' or labaling a communication as ACF |s not enough io meet the requiements. o establish ACP. s
wwmmhtmmhnmmqhmm-mumhﬂ =
of chal thresd afer-the-fact). Belaw are same examples of when ACP |8 ikely (o spply versus
lmmrhm}mMthm!-Mwmtrﬁmhmmth
s Lesgal POC If you have any questions.

Likely ACP
= lnbermal communications (such as via amail, WP chal, mmm

‘with Mata Logal (or culside counsel hired by Meta Legal o represent Mala) reganding

d i represeni Maota) (note, howevar, that sharing m
@ would wailve the priviege—mons on that below) e
gs or calls bebwean UXR and XFN who have o nosd o
o for Ehe purposs of thelr job culiss, whore the Mata Legal
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cirumstances, # may make sonse o intontionally remaove &
safions relabed 1o @ resgarch study, from ACF. ACP Ressarch or research
nmmmmmﬁww“mhmuﬂmn
whathar—and o whal esenl-removal from or waiver of ACP & appropriafe. The

hﬂmummmmummwm 1o begin the

'Wﬁhmﬂwhmnmwmmm wnﬂwhuﬁwnﬂh !
business advica. I's therefore imparant 1o ensure ®at ACP communications aren'l shared with exomal
nywhmmummmnmwwmmmnmw
~ from the Mela Legal POC. Likewise, mmhmnhmhﬂm“i‘-ﬁlh
hﬁn’nfwhwmummwwmmm
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- ot

A

SHARING RESULTS OF SENSITIVE RESEARCH

. Research (Including ACF Rossarch, Resaarch at Diirgctian .
POC, and Research in Consutation with Meta ugum:hummmm:
I5 Stages of mesarch, which ane oullined belaw;

In Consultation with Mata Legal POC wénummmnmmm i

& Any research rvelving Sensllive |* Sudies-especialy medum fo lags
. Calegories quantitative studips—maasuring :
pravalence of comprehansion or usability

of privacy setlings | bonchmarking

Qualitative or guaniitative shudies on
nevel privacy concepds or seftings, such
a5 lace and @ye iracking, of byslander
LED noifications

Research on higher sensitivity subjects,
such as low intagrity incidents, resaarch
inwalving teens + anoither sensitive lopic
or dala lypes :

« Studies (Including Social Issues Research) Studies (including Social lssues Research) [«
are submitied and reviewed in SAT. ane subemilied and reviewed in SRT with

mlligalions (sea balow bulets), ]
Ressarch plans and discussion guides may el
be aflached io the SRT and ane nof thiﬂdmm..mmm F
required to be access-resiricted. 50 as 1o nal discloss ary peivileged o |
e infigrmation in the ioal. ,

Mbwdmhmmﬂl.m
Legal POC may work with 1ha rescarch
sam rogarding framing of research and
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3 ara ﬂﬂ"ﬂﬂlhlituhu

- Researchors are encouraged io [abal
documenis as "Confidaniial; For Internal
Usa Omly™

All documents and emails regarding the

study shauld be labeled °

Privilepad and Condidentlal; For Inemal
Use Only” and should be provided io the
Meta Legal POC for review and guidance,

Legal POCs ara nod required to be included
In sommunicabions with the research leam
during planning or research.

Researchers are encouraged to lmil
comimunication about sensitive studies o
Individuals and tearms who are Involved in
the rasearch andlor need acoess |o the
rasearch for the purposes af (hairt

workipraject,

Inlemal communications regarding the
research shauld include the Meta Legal
POC far the pupase of providing legal
guidance [i.e., emails, chats, mestings,
ealls amd VCs).

Workglace chats regarding the study
gseking lagal advice should include the
Mela Legal POC and should be labaled as
ACF iin the tithe of the chat.

Mata Legal POC does not nead fo revies
" the raw research findings, unless requesied
o dio sa by the researcharirasearch leam.

LXE Manggers will noed to revies draf]

bayend the immadiate research taam. In
some cases, Managers should also loog in
ihe Meta Legal POC fo review the draft
[miudﬂﬂnumm

. Share-Outs and Deliverables® row, balow)

For verdar-conducted studies, research
delivaratlesfirdings should ba shared
wilh the Mata researchers and the Meta
Legal POGC for review,

Mela Legal POC will review the study
mummummm_
the findings. 3

ruu.mh share-outs Irvolving Sensilive
5 must be reviewed by the
pplicable UXR manager prior to sharing,
sharing intarmally. In some casas,
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‘Shane-Outs and Deliverables’ row, balow)

+ All rasaarch shars-outs involing Sansilive

Categaries must be reviewed by tho

applicable LIXR managar pricr o sharing,

nehding sharing inlermaly, In som cisoes,

this manager must also loop in the Mata
POC io raview the drafl. Sea

Thia LKA manager should work with the
resaarcher on framing and sharing sirslegy
(and, whera applicable, consull wilh the
Mata Legal POC for additional review).

Ganerally, share-guts should be Emited o
smaller, closed or secral groups.

Share-out documants, dacks and reseanch
artifacts should be access-restricled.

Fallow the Research Communication
Guidelines.

All Social |ssuss Ressanch must go through
Report Review, and comply wilh tha
guidance applicable to the research
. Sensilivity Ther around how, whese, and o
wham research reports may ba shared.

Meta Legal POC will work with the
resaarchar on framing and shanng
sirabegy. i

Ganesally, Bndings are shared in small,
closed ACP groups, secref groups, via
small read-pul sessaons, andior fo small
groups of XFNs and stakehokders who
have a legiimate feed to know as part of
Thawr job dulies.

Share-oul documaents, decks and research
ariifacts should be access-restrictad.

Findings and reports stoned on Research
Library musl be accass-rasiricted so only
accessible to individuals who have a
lagitimate nesd o know as part of their b
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