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To summarize and present early dota explorations on bad actors who seek to
interact inappropriately with or harm minors on Instagram.

TRIGEER WARNING - This deck includes imoges that llustrate bod odlors behoviors,
These include (but are not Umited to} B, CEL and MS.

&
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A recent exploration into HC on IGDM, revedaled thot there ore V38x gs maony victims on G as on
FB. This Is mostly due o there being mony more minors on G messaging with odults, Despite this,
CEl deletes on 1G are V21 lower and HC auto-enforcing on 1G is 90x lower compared to on FB.

A unigue chollenge that
Instagrom faces is understonding
new and unigue surfaces (2.g,,
hashtog poges) thal are likely
vectors of abuse which we hove
yet 1o explore deeply.

Announcing HC Tier 2 Prevalence Measurament on 1G Direct hilps://b workplace. com/grouns/ 1357087 43752034/ permalink/B2481 7758164581/
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Actors' intent range from muaolicious to non-malicious. Malicious intent includes those
motivated by underlying sexual interest in children, those would take gdvantoge of situgtions

7 the engage in CEl and those that are commerciolly driven.

Likely torgets are minors, women, teen accounts, and vulnerable populations, Women appear to
e more highly torgeted by aclors. Vulnerable populations thot moy be ot risk include: LGETG youth
{(particularty young boys), and users who may struggle with mental health issues.

Passive/Low effort behaviors include: Seeking/discovering, viewing, and collecting inappropricte
content, stalking targets, commenting ingppropriately, and networking with other actors.

Bctive/High effort behoaviors include: Contacting and developing relationship with targets, caeating/
posting and distributing contertd, and scamming targets,

We are only ot the beginning of our journey. We hove ¢ long rood aheod of understanding, sizing,

detecting, filling gaps in policy, developing solutions, and ensuring consistent and appropriote
enforcement.
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victims on G compared to FB.

HIGHLY CONFIDENTIAL (COMPETITOR)
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CEl deletes compaored to FB.

HC auto-enforcing compared to FB.

&
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actors had >=b impressions on
content flagged for CES overa
14 day period.

2.6K had >=50 impressions.

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL - ATTORNEYS' EYES ONLY

users following Chlrelated
hashtags identified by CS
investigotors. Examples include:
#goukid, #sexykid,
#3yearoldboy, #goukidz.

We've glso identified 40
additional hashtags that
appeared on ot least 10 pieces
of CEl content in the last week.

gctors left >=5 comments gcross
10.5K CED posts over the past 7
days.

The most comments left by on
actor was 67 comments.

META3047MDL-031-00192310
METATNAG-009-00203706



8t Jo L abed ‘6.600-Xd

o
actors removed for HC in lost 14d.

These accounts follow 375K teen
gccounts on iG?

Note: This may be double
counting teens who are followed
by muttiple violating accounts.

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL - ATTORNEYS' EYES ONLY

threods between actors, ultimaotely
flugged for CEIL M5, HC, and ¢ teen
over a 7 day period.

3.9K threads had over 20
messages over 28 days.

V500 actors {flagged over o 7 period), who had
threads with ot least 10 teans over the last morth.
200 actors hod 20 message threods with at
least & ieens over the lost month,

piecas of CEl actioned content
produced daily by 3-5K actors.

1-2.5K pieces of MS actioned
content produced daily by
800-2K actors.

META3047MDL-031-00192311
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identify likely bod actors - BExplore ways 1o improve our ability to identify bod octors on iG gcross

» p ot/
H %

different surfoces {(e.g., improving age prediction, understanding more nuanced behovioral signolsy
Primuarity C

Improve detection - Improve detection bosed on our understanding of the problem ond actors on G BExplore

how we con detect less overt or @égg ised abuses {e.g., texd overiald on Stories imoge). Continue 1o Improve
detection as our understanding grows and as actors evolve 1o comtinue evg ﬁé%m our detection system. Given E2E

&1 m;;ﬁ N, explore ;’zmz«»mm%m bosed signols that we con use o define ond detect violations, [Frimarily C%E

Gaps in Child Safety Detection and Enforcement: hitps://docs.googla.com/document/d/ 1 7ENEQs-GAumulOB3L GrOn4BUKF L DEnYiuM/edit
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Ensure consistency in gctions we toke acoross violoting content ond goross plotforms. in g summary of Gops
in Child Safety Detection, investigotor found inconsistencies in enforcement and escolations, Additionally,
enforcement of viral content in Slorles was found 1o be inconsistent across platforms. (Primarily CVCOT

Child safety landscape - Instagram: hitps///docs google com/document/d axautBnViod ool PO EGoril WEWue-YvibvMiigg/edit

Gaps in Child Bafety Detection and Enforcement: hitpsy/docs. goggle. com/docurment/add/ 1 7ENAQnes-CAcomulUOBSLGIOKpI4BUK Pl fvmxDFnYjul/edit
All Roads Lead to mproving Age Prediction: https:/Th workplacs.com/grouns/ 141 163790255884 Vnermalink/1 4295023707 72400/

Protecting youth from bad actors on Instagram: https://fh workplace comvpermalink.phoYstory fhid=83858442003800938id--1 000267 35820405
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@wf&fw@w of a

ctors and actor behoviors

@%’L@% dive into

actor behaviors - Examples and data

-+ Opportunities
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ounts with g high proportion of CEl or MS
s with o history of CEl M5, lIC

et

1
ts nssociated with goocounts w

- Accoun vith o
history/high proportion of 1, CEL or MS {e.g,

r M
followers, users who interact with posis, use
thot HC aocounts send messoges o)

- Foke gecounts {e.g., adulls posing as teens
to distribute content)

Note: Some actors, wf:;@a:mzzfg those who don't post

f
f, minors, may not b

inapproprigte i*"‘f‘?f@{?iﬁi irterach wi EVE
viclations or may not be picked up by our current olassifies

3

o pouth iron pod aolors on instagrany - How

HIGHLY CONFIDENTIAL (COMPETITOR) T AB047MPL.031.00162316
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CTORINTENT

There are a range of actors intents. The below toxonomic categories were developed by
the online Child Safety team and reviewed by external experts (POC: John Buckley).

Preferentiol Unintended harm
Motivation is based on an inherent and People who may not mean to cause harm to the
underlying sexual interest in children child depicted in the CEl share.

Situational Situational - Risky
Those who take advantage of situations and Users who share and consume ¢ ot of porn, through
opportunities that present to engage with CEL - which they come into sexualised contact with CEL

Commercially driven
Focilitate child sexuot abuse for the purpose
of financial gain.

Minor non-exploitagtive

Teens who are engaging in developmentolly normative behavior,

13
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These behaviors are more behind the scenes. They are likely more prevalent that higher
effort behaviors (see next slide), less directly harmful to torgets.

| Seeking/Discovering

Viewing

. Collecting

%5
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The below are key interactions that actors have with targets. These behaviors range from
low 10 high prevalence and are directly harmful to targets.

s

. Contacting istributing content

Developing relationships Scamming

Creating/posting content

%
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Note: Examples provided in the following slide were previously escalated for review and were removed if

policy violating and ignored if not violating. -
HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-031-00192321
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Seeking/Discovering

Viewing

Collecting

Stalking

Commenting

Networking

i

META3047MDL-031-00192322
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- Searching for inappropricte content.”

- Searching for gecounts with
inoppropriate or illegal content (CE!
and MS).

- Searching for torgets,

users following CElrelated hashtags identified
by CS investigators. Examples include: #gaykid,

- Reguesting images from other users/ #sexykid, #13yearoldboy, #goykidz
aciors,
oy Al . . We've also identified 40 additional hashtags
- % N H R R P {: % v : %:3 o
Jsing %%N?@% ii discover accounts that appeared on ot least 10 pieces of CE
who are sharing CEL content in the lost week,

“How prevalent is this content?

%
Hashtogs: hitps//docs.google.com/spreadsheets/d/ 70 _ozambtDIBQFPlecGIWNUKOshNh-kC3gCmMd3s/edit#gid=893326738
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Pocher — Minor Sexualizotion {(German influencers Escalating CEVMIinor Sexualization Assessment) hitps//fbworkplace.com/groups/CIPCOlncidentReview/permalink/9334443104 20805/
CEl on G Profile - hitps/fbhworkplace.com/arcups/CIPCOIncidentReview/permalink/698809797207696/

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-031-00192324
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just fshonow

curkofust

2t
iz Test User: Minor Sexualization/CE! Discoverability: https://docs.google.com/presentation/d/14AMuK _1EIGZ9gemsEWOFRtYYTmEDoVBUGi7ZaGRkgeg/edit# slide=id.p
HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-031-00192325
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FTHEIRAR0A

Hmu for % #hmugil #dmmegirls?
#dmsexting

& ,2 g T
B S-S A
fyiedt ’é{.&, EELRE

HC on G Proactive Risk Investigotion: https:/fb.workplace.com/groups/CIPCOIncidentReview/permalink/728865210878821/

Risk Assessment: https:/fh-mu.sharepoint.com/p/i/personal/jonssen._fo_com/_lovouts/15/guestaccess.aspx?e=TRayCd&share=ETZ50yZSD _VLrLhxidFwibwBQoWTEnzPvznFoRe84DXMIA
Project Gumshoe x Discoverability Archetype: https)/docs.google.com/presentation/d/1IChaGo1abZwYWI uPd-gJZi3LaReuYowwkalUQCZZ, Ro/edit#slide=id.p; hitps//docs.google.com/
document/d/kSHkOUKYTIKIxgo_gTupEbtnpctiduSgbzDif-ubwhHM/editfheading=h.iSv3nblembo2
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b DM me L am 18

#gayits fgayiol
#gaysiconcent #gayoreposti2
#gaytdyearsold #gayidy

#gay teyear #gayleen

< At Hils Sex Group Adst B Wy Prisng

Hohildpornst

Hohildnorms

#ehitdpornal

#ohitdporng

Pohildpurnonil

#ohildporisgood 16 Test User: Minor Sexuatization/CEL Discoverability: httpsi//docs.googte.com/presentation/d/14AMuiK__1EI1GZ SqemsEWOFYUTmESoVBUGI7TZaGRkgeg/editd slide=id.p
Hashtags: https://docs.google.com/spreadsheets/d/MZQ _azombtDIBAFPlecGLWNnUKOshNh-ikC3gCmMd3s/editégid=893326739
#1C on 1G Proactive Risk Investigation: https:/ffh.workplace.com/groups/CIPCOlncidentReview/permalink/728865210878821/
Post on use of hashtags: https://fb.workplace.com/groups/946056792456490/permalink/1063708817357853/
HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-031-00192327
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4 LIC

e content on accounts, Faad, Dxplors

- Viewing inapproprigte content.

- Viewing content from gocounts with
inappropriote or illegol content (CE
and MS).

Viewin ) from taraets actors had >=b impressions on
. tewing content from largets. content flagged for CES over a

Liking inappropriote content 14 day period.
- Liking targets' content
Following accounts

133K had >=10 impressions and
2.6K had >=50 impressions.

24
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S

- Soving inappropriaie imoges.

- Soving images from accounts with
nappropriate or illegol content (CEL &
MS)

- Soving images from accounts
pelonging to torgets.

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL - ATTORNEYS' EYES ONLY
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A

Watching stories
- Following
- {Persistent) Liking

25
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Commenting inappropriately on:

- inappropriote content

- content on accounts with inoppropriote or
illegol content (CEl and M5}

- targets' content

Liking inappropriate comments.

actors left >=5 comments across
10.5K CES posts over the past 7
days.

The most comments left by an
actor wos 67 comments.

HIGHLY CONFIDENTIAL - ATTORNEYS' EYES ONLY
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IHC on IG Proactive Risk Investigation: hitpsi//fbworkplace.com/groups/CIPCOincidentReview/permalink/728865210878821/
Risk Assessment: httpsi/fh-my.sharepoint.cony:p/r/personalfijanssen. fb_com/_layouts/iB/guestaccess.aspx?e=TKayCd&share=ETZ50uyZSh _VLrLhddFPwibwBQoWTEnzPvznFoRe84DXMIA
Pocher — Minor Sexualization (German Influencers Escalating CEMIinor Sexualization Assessment): hitps/fhworkploce.com/groups/CIPCOIncidentReview/permalink/933444310420809/
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g &

5o n Baran B e g 1 50w o el 3 g g bl by
Soels o oonnect with

Following other actors.

- Following accounts that other ociors follow,

e
Messaging/Group messaging with other
actors.
- Replying to other actors in comments.
sharing content/accounts with other actors,
- Togging/mentioning other actors.
- Directing others off-plotform to inferact,

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL - ATTORNEYS' EYES ONLY
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Project Gumshoe: CE! and Child Roleplay Accounts: hittpsi//docs.googte.com/presentation/d/CO1_nSB8E3wiwotx4SEF3nHEbIX42Wc8CBMAekEQ3B/edit# slide=id.g6fa958b60C_0_155

Project Gumshoe x Discoverability Archetype: hitpsi/docs.googie.com/presentafion/dAChaG9106 2ZwWYWIT (Pd-gJZI3LaROuYovwKaUQCZZ, Rofedit#slide=id.p; https:/docs.google.com/document/d/
?kSHkQquTinxqc-_unpEbtnpc‘q’émSeEzDﬁf’LJQV\{HM@QEﬁ#heGdinq:h.L9v3’n5‘Lembo2
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Creating/Posting content

istributing content

Scamming

”
o

a2
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This captures s putiding a connection with targets which may evolve 1o more interactions

- Following targets.

- Reoching out with an initiol messoge -
Many times not violating (e.g., "HI"), but can
e outright sexual {e.g., egaplant emojil. actors removed for iIC in last 4d. These

- Commenting on target's content (to gain accounts follow 375K teen accounts on G

B

thelr gttention or initiate conversation).

o . o a Note: This may be double counting teens
- Posing s o minor {e.q., in picture, blo, who are followed by multiple violating
conversations). accounts.

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-031-00192337
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Pocher — Minor Sexualization {German Influencers Escalating CEV/Minor Sexualization Assessment}: hitps:/fo.workplace.con/groups/
CIPCQincidentReview/permalink/933444310420909/
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Prolonged conversations with targedts.,

- nappropriate conversations {e.q., Sex talk)
Directing targets to meet offline,

- Directing targets to other secure plotforms,
messoging apps, or file-sharing plotforms.
inappropricte requests (e.g., Enticement -
Asking the torget 1o send imgges or produce
content for them. This is illegal in the US)

- Moving to RTC {live video call).

- Deleting messages {fo remove evidence)

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL - ATTORNEYS' EYES ONLY

s bvsrrnrigsyhen b

g 3 R o

threads between actors, ultimately
flagged for CEL MS, HC, and ¢ teen over ¢
7 day period.

3.9K threads had over 20 messages over
28 days.

500 actors (flogged over o 7 period), who had threods with
ot least 10 teens over the lost morth., V200 octors had »20
messuge threads with at least B isens over the lost month,

META3047MDL-031-00192339
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T on 16 Proactive Risk Investigotion: https/ffbworkplace.com/groups/CIPCOIncidentReview/permalink/72886521087882Y

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL - ATTORNEYS' EYES ONLY

META3047MDL-031-00192340
METATNAG-009-00203736



8 Jo L¢ abed ‘6.600-Xd

- Posting inappropriote content {originol or
cregied)
Creating on account with CEl or MS content.

- Directing users 1o cccounts with
inappropriate content.
Directing other off-plotform or to an email for
more information or content
CEVMS content paired with currency symbols
(%, usd, £, Rs, etc.l.

- Links for pogment in bio.

Actors may pose as o minor (e.q., picture or hig)

P

HIGHLY CONFIDENTIAL (COMPETITOR)
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pieces of CEl actioned content
produced daily by 3-5K actors.

1-2.5K pieces of MS aclioned
cortent produced daily by
800-2K actors.

a7
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Lh T s s s g b B Do Be
4 They may dothis b

Shoring inappropriate content, accounts, links,
or suspicious hashtogs (gouykid, sexyteens,
cuteboys, etc.) in DM (31 and group).

- Directing others 1o content {tagging,
mentioning, posting, Stories).
Directing other off-plotform or to an email for
more information or content,

- Using hashitags moke content discoverable,

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-031-00192342
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Leading model agencies say calls from worried parents are
ncreasing as scanuners use social media to exploit children

1C on G Proactive Risk Investigation: hitps://fh.werkploce.com/groups/CIPCOIncidentReview/permalink/728865210878821
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Gaps in Child Safety Detection and Enforcement: hitps://docs.googla.com/document/d/ 1 7ENEQs-GAumulOB3L GrOn4BUKF L DEnYiuM/edit
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Ensure consistency in gctions we toke acoross violoting content ond goross plotforms. in g summary of Gops
in Child Safety Detection, investigotor found inconsistencies in enforcement and escolations, Additionally,
enforcement of viral content in Slorles was found 1o be inconsistent across platforms. (Primarily CVCOT

Child safety landscape - Instagram: hitps///docs google com/document/d axautBnViod ool PO EGoril WEWue-YvibvMiigg/edit

Gaps in Child Bafety Detection and Enforcement: hitpsy/docs. goggle. com/docurment/add/ 1 7ENAQnes-CAcomulUOBSLGIOKpI4BUK Pl fvmxDFnYjul/edit
All Roads Lead to mproving Age Prediction: https:/Th workplacs.com/grouns/ 141 163790255884 Vnermalink/1 4295023707 72400/

Protecting youth from bad actors on Instagram: https://fh workplace comvpermalink.phoYstory fhid=83858442003800938id--1 000267 35820405
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