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Takeaways: 
We're t,est ing new features to help protect young people from sextortio11 and int imate image 
abuse, and to make it more difficult for potential scammers and cr iminals to find and interact wit h 
teens. 
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We're al:so test ing new ways to help peopl1e spot potent ial sextortion scams, encourage them to 
report and empower them to s.ay no to anyth ing that makes them feel uncomfortable. 

We've start ed sharing more signals about sextortion accounts to other tech companies through 
Lantern, helping disrupt this crim inal activity across the internet. 

Financial sextor t ion is a horrifi c cr ime. We've spent years working closely with experts, including t hose 
experienced in fighting t hese crimes, to understand t he tactics scammers use to find and extor t 
victims onl ine, so we can devel1op effective ways to help stop them. 

Today, we're sharing an overview of our latest work to tackle thes,e crimes. This includes new tools 
we're testing to help protect people f1rom sextort ion and other forms of intimate imag1e abuse, and to 
make it as hard as possible for scammers to f ind potent ial targets - on Meta's apps and across t he 
internet. We're also testing1 new measures to support young people in recognizing1 and protecting 
themselves from sextort ion scams. 

These updates bu ild on our longstanding work to help protect young1 people from unwanted or 
potential ly harmfu l contact. We defau lt teens into st ricter message settingis so t hey can't be messaged 
by anyone they're not already connected to, show Safety Notices to teens who are already in contact 
with potentia l scam accounts, and offer a dedicated option for peoplle to report DMs that are 
threatening to share private images. We also supported the National Center for Missing and Exploited 
Ch ildren (NCMEC) in developing Ta ke It Down, a platform t hat let s young peopile take back control of 
their intimate images and helps prevent them being shared online - taking power away from scammers. 

Introducing Nudity Protection in DMs 
While people overwhelmingly use DIMs to share what they love wit h their friends, family or favorite 
creators, sextort ion scammers may also use private messages to share or ask for intimate images. To 
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neIp aao.ress tnIs, we,I1I soon start tesnng our new nuoIty pr otect ion reature in 1nstagram uIvIs, w1n Icn 
blurs images detected as containing nudity and encourages people to th ink twice before sending nude 
images. This feature is designed noi!: only to proi!:eci!: people from seeing unwanted nudity in their DMs, 
but also to protect them from scammers who may send nude images to tr ick people into sending their 
own images in return. 

Nudity protection wil l be turned on by default for teens under 18 globally, and we'll show a not ification 
to adults encouraging them to turn it on. 

When nudity protection is turned on, people sending images containing nudity will see a message 
reminding t hem to be cautious when sending sensit ive photos, and that they can unsend these photos 
if they've changed their mind. 

Le 's: meet near t r\e library 

SooyoUMOOI 

How are you? 

sar.d me • pie? 

Miss you 

Take care when sharing 
sensitive photos 

The photo is blurred oeoau:se rudit-,· protection 
l!l turned en_ 

& Otr.t-ts Ul'II ~ ho1 or ton.,•,3((1 ~01,.ir 

pholo:s .,.,ithout ~·ou llii ncwin~-

0 '1'01,1 r.~n u~r.rul a pllOIO ii !f01t c: l1~ngf. your 
mind, bu1 the113 's. iii chance othef s hoNa 
.s:Ie.adf~lt. 
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Anyone who t ries to forwar d a nude image they've received will see a message ,encour ag ing them to 
reconsider. 

Before you share 

0 B,,e 1"$1il)Onsibl9 
Shi:!~ :;ornoon01'::; en:siti'l'lt phi.rt~ mav go 
agsirHI ourCommunit,riGuidelines or be 
il lt'.!!FJ L 

It can be wfficult to con1rol 'Alhat happens to 

i4 phcto or11;.:e you 5h~rrJ iL Pet1pl1:1: ~~ \.I.S t! 

pho1os to harm the person in 1hem. 

When someone rece ives an image contain ing nudity, it will be automatica l!ly blur red under a warning 
screen, meani11191 the recipient isn't confronted with a nude image and they can choose whet her or not 
t o view it. We' ll also show them a message encouraging t hem not to feell pressure to respond, with an 
option to block the sender and report the chat. 
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Did I toll , oo about my trip? 

Wa went :s.f'll)('k-e ling 

► Vlow~noto 

Don't feel pressured to respond 

the photo Is bl.vred becr11,se ntd W prote::.tton 

51urriei;lon. 

e Yo u ~f'I ~ lq) .fO:trM!:f:i~tiOM lMI fili:Ji:i:' ~Ou 
unaomlOftable , f'\'!!'l'l it ~ouVe crnltled 
be ore. 

Ellcck jadcd.dcphiml 17 

When sending or receiving these images, people wi ll be di rected to safety tips, developed with 
guidance from experts, about the potential rislks involved. These tips include reminders that people 
may screenshot or forward images without your knowledge, that your rellatlonship to t he person may 
change in t he future, and that you should review prof iles carefu lly in case they're not who they say 
they are. They also link to a range of resources, including Meta's Safety Genter, support helplines, 
StopNCII.org for those over 18, and Take It Down for t hose under 18. 
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Ot:1ce you share sensitive ,content , 
it can be hard to cont rol what 
happens to it 

- Othef's can scre-enshot, 1or .... ard or post 'p'OOf 

photos, 111oeos ,:ir nes-s:1Qe!i -s::--na·,.,Nr':' else 

s□mr-t'lling -~'Cu ci'e1n't W;).'11 thr,r, ·a . 

■ 'l"ciur rf!lnticn:d,ip •,1,·"lh t'll! pencin :,cu fflnr-t! with 
Blil::lht L.+).:111~, ~~rl ii )'.::,.J ls J~\ u~m IICJ\'W. 

····-. 

···· -···· 
You're in control of who you chat 
w it h and c ain stop conversations 
anyt!1me 

• Se-lore )'OU Chat,, th someone N!Y,' <ev~1.,. ll'le1r 
proril':' c..aretJ ly. Aoco1Jnts l'lilY i:iret'i!nd qo be 
S,OTl.;(lnD c; S9 to Q(I" ','00 10 ,i;,h;Jro priir.it..:tll'l"O 

• ~c~.trci ~nnc rr,ou'rn l)i)t r~~,cl!,, toboc:k 
1hr.n. Thr?'i r::.1n !'i"ill ~rl mc!!i~1gr.s

1 
bi,1 'f'mr I 

ltllO' .... ir ~uu'•,'t! fl:!!Hd Llt.'.!111 .1:1 r!od Ll 'M:! ,cf1:tl h: t1ii.:ILl1:!'" 

• ]lock ~□ ii1t:'l.!il·~ lu ~WJJ th~1c1 rr u1·1 t:i:.1·1..:IL·l;r1y )'OU 

Trev ,.,or- l be Elbe to me~sage or c:!111 ','::)Jal'" I ~d 
',-.c..Jr J:f"o:Jtlle. l eam more aoom sa ·e~ tools 

Help is a\1--.-.ilable ii YQ1.J or someone :,,ou kno~•i s 
:..1rugglin-:, or f&illing unsu-to, n; n&\'i:r'!,10 • fault if 
~mconc ,;end~ 1;1Wt,ilntcd ~;..-igr.::; m .._h,1 rr.:~ :,Qm 

pri •'3Le ca111ent anlir'le 

Nudity protection uses on-device machine !learning to ana lyze whether an image sent in a OM on 
Instagram conta ins nudity. Because the images are ana lyzed on the device it self, nudity protect ion willl 
work in end-to-end encrypt,ed chats, whe!r,e Meta won't have access to these imag,es - unless someone 
chooses to report them to us. 

"Companies have a responsibility to ensure the protection of 
minors who use their platforms. Meta$ proposed device-side 

safety measures within its encrypted environment is 
encouraging. We are hopeful these new measures will 

increase reporting by minors and curb the circulation of 
nnlinP r.hilrl PYnlnit::Jt inn ;; 
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- John Shehan, Senior Vice President , Nat ional Center for Missing & Exploited Children. 

"'As an educator, parent, and researcher on adolescent 
on line behavior, I applaud Meta s new feature that handles 

the exchange of personal nude content in a thoughtful, 
nuanced, and appropriate way. It r ,educes unwanted 

exposure to potentially traumatic images, gently introduces 
cognitive dissonance to those who may be open to sharing 
nudes, and educates people about the potential downsides 

involved. Each of these should help decrease the incidence of 
sextortion and related harms, helping to keep young people 

safe online." 

- Dr. Sameer Hinduja, Co-Director of t he Cyber bullying Resear ch Center and Faculty 
Associate at t he Berkman Klein Center at Harva rd Univer sity. 

Preventing Potential Scammers from Connecting 
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with Teens 
We take severe action when we become aware of people engaging in sextort ion: we remove their 
account, take steps to prevent them from creating new ones and, where appropriate, report them to 
the NCMEC and law enforcement . Our expert teams also work to invest igate and disr1L1pt networks of 
these criminals, disable thei1r accounts and report them to NCMEC and llaw enforcement - induding 
severa l networks in the last year alone. 

Now, we're also developing techno logy to help ident ify where accounts may potent ially be enga,g ing in 
sexto:rtion scams, based on a rang,e of signa ls t hat could indicate sextortion b,ehaviO!r. While these 
signals aren't necessarilly evidence t hat an account has broken our ru les, we're taking precaut ionary 
steps to help prevent these accounts from f inding and interacting with teen accounts. This builds on 
the work we already do to prevent other potent iallly suspicious accounts from fonding and interact ing 
with teens. 

One way we're doing this is by making it even harder for potential sextort ion accounts to messa,ge or 
interact with people. Now, any message requests potential sextortion accounts try to send will go 
stra ight to the recip ient's hidden requests folder, meaning they won't be notified of the message and 
never have to see it. For those who are already chatting to potential scam or sextor t ion accounts, we 
show Safety Not ices encouraging them to report any threats to share their private images, and 
reminding t hem that they can say no to anything that makes them fee l uncomfortable. 

For teens, we're going even further. We already restrict ad1L1llt s from starting DIM chats with teens 
they're not connected to, and in January we announced stricter messag1ing defaults for teens under 16 
(under 18 in certain countr ies), meaning t hey can only be messaged by people t hey're al'ready 
connected to - no matter how old the sender is. Now, we won't show the "Message" button on a teen's 
profile to potential sextortion accounts, even if they're already connected. We're also test ing hiding 
teens from t hese accounts in people's follower, folllowing and like lists, and making it harder for t hem to 
find teen accounts in Search resullts. 

INew Resources for Peool,e Who Mav Have B,,een 
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Approached by Scammers 
We're test ing new pop-up messages for people who may have interacted with an account we've 
removed for sextort ion. The message will direct them to our expert-backed resources, inclluding our 
Stop Sextortion Hub, support helplines, the option to reach out to a friend, StopNCII.org for those 
over 18, and Take It Down for those under 18. 

We're a, lso adding new child safety helplines from around the world into our in-app reporting fl ows. 
This means when teens report relevant issues - such as nudity, threats to share private images or 
sexual exploitation or sollicitation - we'l l direct them to loca l child safety helplines where avai llable. 

Fighting Sextorti,on Scams Across the Internet 
In November, we announced we were founding members of Lantern, a program run by the Tech 
Coalition that enables t,echnology companies to share si,gnals about accounts and behaviors that 
violate their child safety policies. 

This industry cooperation is critica l, because predators don't limit themselves to just one platform -
and the same is true of sextortion scammers. These criminals target victims across the different apps 
they use, often moving their conversat ions from one app to another. That's why we've started to share 
more sextortion-specific signa ls to Lantern, to bui ld on this important cooperation and t r y to stop 
sextort ion scams not just on individua l pllatforms, but across the whole int,ernet . 
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Our Story 

IHt LAI tu AH 1111..;t.t:::; 

Check out more announcements 

#INSTAGRAM #ANNOUNCEMENTS 

Close Friends Only: Megan Thee Stall ion and GloRilla on 
I nstagram 

#ANNOUNCEMENTS 

Survey: What are Threads' Users Texting About? 

#ANNOUNCEMENTS 

Close Friends Only: Renee Rapp & Rachel Sennott on 
I nstagram 

View More ➔ 

Feat ures Safety Communit y Threads 

□ .... ,..Ir- C..,J.,..,,.,, T,-.,..lp. o ........... e ...... p, 
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News 
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Brand 

Brand Kit 

Working at Instagram 

Politics 

Stories 

Messenger 

Shopping 

Search & Explore 

~~•~•y ,u~,~ 

Privacy Tools 

Account Security 

'' ~~•u,.,~ 

Anti-Bullying 

Parents 

eoeo•• 

Dusiness 

Creator s 

English (US)Instagram from MetaAPIPrivacyTermsSitemap 
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Family Center 

Help Center 7l 
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