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Immediate Product Vuinerabilities
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to proactive harmful content scanning much as we do for FB Live) or public
Messenger threads (forked off from ¢Zee MSGR infia) thet contain more than 1K
users. Any such solutions will require improved CEL proactive image and video
detection.

o Before we move {0 ¢2z¢, we should prioritize veducing CEI VPV's (views) aud preventing bad acter
conncctions: Data analysis has shown that large message threads may harbor a higher concentration of bad
users and harofuld content shares, I we can deive down our NUMEC report numbers prior (0 our move to
¢2ee with demonstrable reduction in CEI shares, we could be better equipped to push back against calls for
cxeeptional access. As product expands into “Community Chats” (chats for > 11X users) and seeks to raise
the ceiling on thread sizes as we move to Cross- App Conununications, we need o invest in data science and
product intervention experiments o understand what solutions best achieve these goals.

a

Emmature minor sexualization classifier: Implicit Minor sexualization policies may lavnch this hatt but our
Al tooling is nudt maature encugh o proactively detect coanplex objests (where a page/group/profile shows a
colleetion of borderline to benign images of mincrs aceompanied by minor sexualizing conumernts/captions)
because our page/group/profile-level detection has not been set up yot. In addition, we've boen detecting and
ato-setioning explicit roinor sexualizing conments after launching a policy to enforce against explicit minor
sexualization last half Howev

, our detection only runs on comament text, which can lead 1o false positives if
the media being conunented on is benign/borderline, or false negatives if we do not detect explicit minor
sexualizing caplions attached to a photo/video featuring a minor.

o Provide uscrs with mweaningfol ways to report epherneral content:

= Vanish Mode (VM) and Unsend: Hwe are to stay within ot commitrent (0 onsuee users san
report harmos even when we're e2ee, we must provide users with a meaningful way to report.
o Chur current safety mitigations for VM inchude (1) Gating suspecied groomers from
the product experience aliogether: (2) allowing users o report within | howr (for
Messenger) and 14 days (for IG, though ths 1s Bikely to change to achieve parity
with Messenger) after the message is seen; {3) educating users about their ability to
report vanish mode messages; (4) VM is only available inexisting threads.

Educating users about their ability to report is likely o be a low retum

on mvestment without extending the | hour retention period of VM

messages. Recent data analysis shows that enly 57% of grooming

reports oceurred within the hour of the first reported message sent.
For CEl, it’s even worse - only 46%s of CEl reactive repotts were
sent within the hour. However, the data also shows that after the first
herae, the number of repoats drop off dramatically (2-5%% made within
each subsequent bour). We should further explore upselling reporiing
so and provide sufficient (O review capacity to work the quenes ina
timely manner.
o Unsend is also (1) reportable within 14 days of unsend: and (2) accompanied by
user education regarding their ability to report within 14 days of unsend.
o Close enforcement g gaps rwudui by NCMEC reports data mmh sis:
& Child Bafety ¢ &

SOIE 10 Sl WOMEC repost numbers, CUme of
the key {:;Lfors:cment gaps that have emerged is what to do with CE recipicnts. Currently, we
neither detect nor enforce against CEE recipients. However, recent data analysis has
shown that for only 38%% of recipients of NCMEC-reported content was this the fiest content
they received while 29% had received § or more NCMEC-reported content (1.8M accounts).
When compared against the fact that only 796 (38K accounts) of CEI uploaders, whom we do
proactively detect/report/disable, have uploaded 5 or more pieces of NCMEC-reporied

# solenes work is

content, we see that our current enforcement regime is capturing an incomplete picture and
perhaps incorrectly over-enforcing against uploaders and/or vnder-enforeing against recipients.
Interestingly, Asian and MENA donunate both uploaders and receivers and only 3% are from
the ULS.

= Based on this ongoing wotk, we should refine the way we currently gate or featurs block
NCMEC veported users from products and product expeviences. Cunrently, only
Messenger Kids and Rooms are using a filter to block MCMEC reported users who have
shared viral or severe meme CEI content but have not yet been disabled from our platform. This
is a sfop- gap measure to protect our most vilnerable users and risky products but i the near
ﬁmm: we 1‘1eed o 3} revise our em'brcemem poiicv against CFI reci pi”‘] its and inel ude malicious

tany o tonths o daie for laras pooks of qu@u% (3251{ ok sieross all wdsm} Wi th i
protesied supply B e near Bore.

= With ihe ecintion of MIVIS and U1 chnienl Chssifions wone not ciorently nuninims clssition

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00027365
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY METATNAG-011-00145396

PX-00020, Page 4 of 42



o

comont WEH xesmmwns wﬂi h»ip o addrass dis

O

Need move investment i proactive detection of Minor Sex Trafficking: Need a proactive classifier
that altows us target minor sex tafficking and distinguish it from adult prostitution activity. Also need further
definition of what constitutes rafficking and where our policies draw the line betwveen it and prostitution,

» Classifier global resilience: Meed a comprehensive audit to assess whether our child safety classifiers are

¢}

globally resilient and do not operate with bias, There i ongoing Child Safety engineer work o update our text
classitiers to more easily internationalize and itegrate new languages for proactive grooming detection but we
should do the sare global work even for owr kmguage-agnostic, image-based classifiers.

o]

2 Tmpreve our fext classifiers that detect inappropriate interactions with children: Child Safety Clis
warking to develop a text model across both FB and 1G that will caphure conversations with minors where

sonweone solicits irsages from them. Proactively defecting this type of conversations within posts and
comments would be incredibly belpfisl, Tn addition, there is ongoing work to mprove owr existing text
classifiers that detect grooming o achieve two goals: 1) help us land automation of hard actions

port) against groomers who are making plans to meet minoss in real [ife for sex and 2) eliminate the
nead for new engincering when adding new markets because these new text models will perform well even in

{anguages for which we have no training data.

» Tmprove ability for users to report child safety issues anywhere on our platform. Child Safety Clhas
contimed to charge forward on their goal fo ensure that anywhere someone could see or experience cluld
sexual abuse on our platform, they could ell us about it. As part of that offort, we recently shipped a user
report feedback tag, “Invobves 3 Child)” on 1G Profiles. This was met by significant praise from stakeholders
who had petitioned for this improvernent. However, we nieed to continue closing existing gaps in reporting

o

coverage and fmmeh the “lnvolves a Child” feedback tag where it is missing across the platform, for example,
1 FB Groaps and IG conunents.

» 1G
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Improved age detection models: These will significantly help our actor classifier on Ynstagram, As we ol
out mproved age affindty maodels, this will be valuable classification data for our metrie to perfiorm betier,

(¢}

o

Disrapt the abiity for predators fo discover minors on our surfaces: Unlike ¥
May Know model, which prevents anconme:

ook’s People You

cted adults from discovering or initiating conversations with
minors, Instagram has no similar logic for Accounts You May Follow. We'rs In the process of deep-diving
it true positive prevalenee fabels to determine the most coomon suefaces where vielators find their victions,
sowe can measure the impact of our offoxis to reduce munor discoverability on selected surfaces {e.g. searchy,
suggested acoounis}.

o

Understand actors who engage i violating behaviowr on Instagram: IGWB Research iz developing
archetypes of child safety violators for Instagram partnering with members of the Child Safety XFN o
in:coxpﬁr:xte the Intent Taxonomy X Persona framework that has already been developed.

w@/;e:wsd, and uzkm dowa for viclatng o paha.' s We need imore sevisvier c&pawy as well as the ability to
bring our proactive detection techmology to the ELL so that we can proactively scan for and take action on
violating accounts / content,

o Bring our 881 proactive detection fechnologies to Europe: We are limited fom rnuoning our self-hann
classifiers that account for both text and media signals and detenmine 1f'a post has a high likelihood of being
actionable for suicide or self-harm.

o ¥ :z*aim i E’m?ewvmm"

S Tiow viralite on Bitapninn anacks voug peopke and thel saitizations foe Bus et

o

Public accounts: Instagram as a place for discovering new creators also means a laxge percentage of minors
on the platform Hve their lives out in the public eve, Encouraging moore use of private aceounts for nunors
wonld aflow them 1o creatively express thermselves without inmediately opening them up to sitangers or
unknown hferactions. We currently have a two-week test nmming to explore the viability of Private by
Default for all minors; we should strongly advocate froa the policy side that the safety, privacy, and legal
benefits of defiudting minoss to private aceounds should outweigh any Growth concerns, Private by Defaudt for
Teens would provide a tangible example of IG not only generally considering the interests of minors, but
actually implementing distinet product feator eslexpmr‘m o8 catering s their needs. This could go a long way
towards helping us address regulatory pressure in Europe and avoid legislation requiring us to Implement aven
ictive default setty

£301C

(o}

Media perception of new Instagram products Hke Reels: We are genesally perceived as being ‘behind”
our competitors ~ especially TikTok - in youth safety. For example, they do not allow anvone under 16 to
receive divect messages, and have parental controls that allow a parent to Hink their TikTok account to their
teen's and st controls. As we advance our cormmitrment in Reels and male i the next big bet for Instagram,
we need more visible interventions and product commitments to avoid fielling this external narrative.

o Child Safery bmdscape ~ Bistagram for more details

s Age
7 c?w«.kpmm s *d m
,?S mr suy ol th
o Age madek do nor work a8 we!! o 10 Besiine 10 iy deted f callote aie data Bor new slen e
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Content Policies

ncad apsinst ipon el
Srandands wdines

e Suicide and self- injury:
o Better definitions for eating disorders - While cating disorders currently reflect a small 96 of our reposts under
suieide and self-injury, comnuumitios around cating disorders do not fend to report one another, and we see
many accounts, hashiags, and coroments that continue to promote eating disorders.

Some of the hypatheses that we've been thinking theough is that ED content is too narrowly defined by our
policies so we under-entorce on what the broader public might consider & be ED content, ED is also rarely a
single piece of content. and mewe a collection of content and behavioural signals. We need mors research in
this space.

a

Enforcement

s Add and staff an “imvolve:

achild” reporting optien across all reportable surfaces ¢.g. acoount, conunent, DM, hashtags

o Tests and faunches of the “involves a child” reporting option at the post and profile levels have increased the
precision of detecting and enfiwcing against child s safe ty. Adding this repotting option across all surfaces will
allow posts to be priotitised for moving vut of the broader MNudity & Pornography queue and being reviewsd
for child safety violations,

a

Current reporting structures hinder cur ability to rocasure the true prevalence of CEI or other child safety
vicdations, as reports are aggregated along with other nudity and pornography violations.

O

include more granelar reporting options to capture different types of child safety violations e.g, distinguishing
between a comment soliciting CEE and a comment implicitly sexoalising a minor

5

Move child safety reporting options out of the “Nudity & Sexual Activity” category to appear earlier in the
reporting flow, with more granular options to capture 4 wider range of behaviours

Resources / Education
There are 2 number of opportunities to {1l gaps in education and resourees related to child safety:
s reate a well-funded digital eitizenship and wellbeing program combining Get Digital (Global), We Think Digital (APAC)

and other outhiers {e.g., My Digital World - SSA) into a robust, global learning platform engaging families, educators and
youth to take an active role in online safety.

afety tw}s o enﬂ\/ available on the pla &f()rm
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W e
that way, Thne fora sethink,

policy peals und KPIs. Ti
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VGRS in oty e 2 safety mmvpumz uaiay :i’nls..,ahon Alwady qum Resnove hias. becﬁ v Juabk wa\« 1o
dmmmlmk oty m»annml. amnmd rqxvmn" Wc: necd $he same maund prc&cmmn ami mmn mppurt Thcre wm: aha

often suffer fmm inertia. 1 also thk we uaed dmriy - deflinable Facehook mvestmenisinitiatives that we ean mmt toasa
demonsiration of our Jeadership. Yes, we may be the calalyst for a broader eross-mdustry initiative but we should take the
credit

o Tncrcased investment in improving DEY fooling
o More PR support - we have to find 2 way 1o counter the pressure and riarrative 1o pish buck dnd really showeise our
resourees and products that can help with child safety,

o AMET: Nezd for more funding 1o support online safety awarcness programimes i the region. We currently do not have
any safety progranuoes budgel support for this. Our competitons have imade huge investments and are currently leading the
efforts in developing localised programimes fo address the digital liieracy sues n the region.

July 2020

Conversation History

Lizl opened your conversation with Jennifer Amber -, S-zxmh- Ravi Sinha, Karuna -Amigonc Davis,
Holly Deepali [ syvia Vaishnavi J, MC (I sebastion [Rod Davic I Sep 24, 2029 ai

8:50 pm

Sm'ah-’dhod Sep 24, 2020 at 7:49 pm

o Educating users about their ability to report is likely to be a low return
on mvestrnent without extending the 1 hour retention period of VM.
of the first reported messaga sent. For CEL it"s even worse - only
46%5 of CEl reactive reports were sent within the hour. However, the
data also shows that afier the first hour, the number of reports drop
off dramatically {2- 8% made within cach subsequent hour). We
should further explore upselling reporting so and provide sufficient
CO review capacity to work the gueues i a timely manner.

f\mbcr- Sep 24, 2020 i 6:33 am

Ha sorry it was so late. .. meant media classification board

Karum-S'ep 24, 2020 at 6:29 am
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s what does this mmean?

Raruna Nain edited Sep 24, 2020 @i 9:07 am

Child Safety State of Play Interim update -

September 2020
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Immediate Product Vulnerabilities

e Rooms: Jivestrearing abuse

« Fphemerality: negative impact on abii

7 to report

L]

® AEC reporting: 1issing context

° sApp groups: link sharn social platforms + apps on 108 and Android store enable C
a COVID review constraints

s Unconnected aduol able 1o find and message minors i Instagram Direct

o Implicit sexualisation of mmimors across multiple posts and comments on Instagra

o Sex trafficking and sexual so ion networks on Instagram
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Areas of improvement

While some governments will not be satisfied with anything short of a backdoor, offering limited client-side scanning will satisfy leading
safety stakeholders (INCMEC, TWE, NSPCC, Thom...) and many governments. It will, however, alienate some privacy stakeholders.
Other areas where we can step up our eftorts fo help manage our vulnerabilities and push back against efforts to require encryption
backdoors are listed befow.

s NUMEC Reports:
o contextualize these numbers
o meaningfully drive down the number of reports before encryption through preventative work including
I o, Ficnding isons..
o demonstiate through the upseliing of reporting and packaging of metadata and info from public spaces, cic,
that we can still aid/enable more investigations than LE currently does

@

Minor Sexualization: much stricter policies and enforcement w/1/t the sexualization of minors on our services (e.g.. group
NAMes, COmmenis, ..

o Trafficking: sex traflicking classifier with a focus on minor sex fraflficking
o TC Project Pretect: fast rack some key wins like universal video hash sharing, research on client-side solutions.
independent accountabiliiy system that racks to CSEA val principles

®

Livestream: develop content independent CEI detection tech, wiretap capability. reporiability and reviewability upon
report

o Faterep: stong discoverability and reachability controls, inciuding further restrictions to PYMIK and GYSI

®

Ephemerality: adult<>minor carveout for disappearing mode and/or soime way 1o enable content reporting and review

o §G: Exiend existing MSGR Safety tips for scars, impersonation, child satety/TIC in JGD; Expand policies on bordertine
canitent re minor sexualization and build classifiers to detect and take action on problematic aggregated content on surfaces
like Explore, hashiag pages, Reels, better age-related logic for preventing conversations between uncormected adults and
Dinors

« Groups:

o remove private invite links and group chat functionality for high risk FB groups

O

robust sysicm for removing apps that eategorize and make scarchable group invite links to WA groups
violation of our tems of servics

(4]

robust system notifying platforms when users share group invite links for alleged WA C'SAM groups
o User Education: robust ongoing in product user education on safety and privacy tools

s RTC and Remote Precence products: n-cali reporting with evidence capture, feature gate high-risk users, user
education/self-remediation inferventions (i.e. safety notices, upsel! reporting/blocking}

We also shoufd seriously consider establishing ourselves as the industry’s world lewider on child safety through a large
scale investarent @S20-100M) ia the development of robust exteraal ecosystens fo thwart CSAM and support victiss (“Big
Safety Iuvestment”), would include initiatives fike global child help rextiine, global case management toof that aggregates
all case data for investigations and helps with priovitization, and scaleable automated system for x-iudustry threat
information sharing

Recommendation

Internal veadiness (o rise to the challeage. Extent to which there is work ongoing fo wididvess the 'aveas for improvenient’
and cpportaities flagged, suggestions on how we might kick start conversations on this work.

Ahead of Interop. work is in progress to block unconnected adults on £B and ¥G from initiating messages with minors on FB. however
work is oot planned fo prevent FB and 1G adults from initiating messages to 3G mimers, Limited country tests and data analyses have
shown that ||| | T o onstably soduce CEI sharing but product leadership has been unwilling to
priotitize these mitigations. We are currently escalating lhchomrcmnion up through Monika fo meet with MLT. We are
also getting ready 1o meet with Jay I o Giscuss ow bes o present to MLT. We need leadership suppornt
to have product prioritize this work because it will aliow us 1o make a much stronger case with our external eritics and stakeholders that
we are doing good work on this front. We have progress on blocking predicted groomers from using Disappearing Mode but veed CO
support to apply the same protection in {G. Work has been completed on basie safety mitigations for Rooms but work still needs to be
done to enable in-call reportmg with evidenice capture in both Rooms and RTC (aka Video Chat). RTC, which is the predecessor to
Raooms, is not yet in parity with Rooms (i.e. featire gating high-risk users, user education/seli-remediation interventions) and will require
stronger leadership buy-in to aceomplish even bace mininnum protections this half We continue to advoeate for strong discoverability
and reachabiiity controls in anticipation of Interop, including fuuther restrictions to PYMK and GYSJ. Work to develop a CEE video
classifier for FB Live Is currently ongoing but we need more resources for this in addition to engineering and review rescurces to
develop an operational sex rrafficking classifier. Please see the chart below for detailed summary of the speeific relaied work and its

status.
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Age Assurance

Policy Landscape
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Immediate Product Vulnerabilities

o Lackof U3

s Meed for improved

> age identification and enforcement mechanism
identification models that allow us to better predict age of users and ofier appropriate age-related

data {

ge-related protections e.g, restricting uncormected minors and aduits from in

filtering and protections (esp. w/r/t IG where stil] Jack age 5. which prevents us from implementing a

rinostus

e

of Safety

weting, full 1o

mimb

Warnings {currently only planned for those users whose age we know)

Areas of improvement

ation to block U1 3s from our services will goa lo

-k that efi

n for

The development of a device-side syste

concemns of child safety stukeholders, but we need to fast ¢

+

t. We also need to inpr

NG OUr §

1S

sand experiences (¢.g., coming soon IG account will be private by def:

expand “age appropriate” profecti

It settings, protections,... for minors, identify

o Looking back: work with a trusted expert/group of experts fo review our

improvements (e.g GYST and PYMK restrictions). and implement them

o Looking forward:

iew

ign” process or prohuct safety review sinilar 1o privacy

o develop a

o in product U1 specific user education on safety and privacy tools {e.g., unique user education at si

Recommendation

Internal readiness to rise to the challenge

Tuternal readiness vo rise to the challenge. Extent to which there is work ongeing to address the 'areas for improvement'
stions on how e might kick start conversations on this work.

and opportusnities flugged, sugg

et 1o defect Mmmors ur
Since then

w business cost/high policy impact projec

I March it was decided that we would not build a classi we would push industry

deviee/OS Jevel cation and o vient soletions ral Privacy has stood up a small team on youth

ita PM is vet o be hired. They have offered to prioritize 2 fow ts for H2. Identity

ritize this work until we have clear leg:

¢ has also wdentified 2 PM who would owa age verification but they will not g

~adership support o push produci to act on knowledge we already have
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verified ulils, b an u18 checkpoint o review minors who have boen reported on 18+ product

a single known person, In addition, age models perform inconsist

ets, We recon amnd t Policy leadership stack rank and priotitize our most sensitive policy driven v

We also need leadership to support the basie prineple

ir

make clear to plm*ux t that we should operationalize those markets fi

business pu es, it should be used to enforee on age. For example, we need (o use age

M ads and ol ated age. Age models als

¢ IG only s

sofely on

as wel} on IG beca i \,ml stated age for ~67%

ct age data in December 2019 and we currently only ha

of 1G users. We need leadership support 1o convinee 1G leadership {6 collect for the remaining users for whom we have no stated

age. We also would like leadership sign off to conduct an audit of special protections for minors and then bring in a trusted expert/group

perts (o review our default settings and protections for minors, identify improvements {e.g. GYSJ and PYMK restrictions}, and

vient thern
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Policy Landscape
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leaning approach involving both sels of stakeholder fo come to agreed upon norms.

Immediate Product Vuinerabilities

sfier run

o only one class i the EU — escalations, heighiened risk on 1G specifically because of how #tags work

o fack scli- resources and ¢

AEE SUPPKET FC3GUICES (¢ Lwe send sugside

prever ips

o people engaging

o lack different resourees pecitic actions for users who are using our platfornt to promote versus adinit suicide

e L!.

population/risk specitic resources on the SST checkpoint
s MG
o lack classifiers to d

ot and fake action on pro d content on surfaces ktke Explore, hashtag

ses, Reels

used 1o encour:

O

spaces like 1GD being group suicides i Norway that occurred

: or promote suicide e.g

fast year and we don't scan there

Areas of improvement

iddressing the policy heat
dards

n pat s test our SST pol “Judi
border !inc content and SSI promotion vs, admission, and build a more context se

On

sitive response system with differentiated actions and

resources. We also have an opportunity o jead here by 1) working v ety stakehoelders together to develop best
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practices wi ard to Al responses, data retention..., and 2) helping build a glot me system

Recommendation

Internal veadiness fo rise to the challenge

Internaf readiness to rise lo the challenge. Fxtent to whicl there is work ongeing to address the 'areas for improvement'

und opportunities flugged, suggestions on how e might kick sturt conversations on this work.

ment X-industey and with

On 881, we are making progress on policy developrent e boderline: content and strengthen eng

ouy

tion here remains the inability to use our existing 881 classifiers in the B

ey lin

experts, Ou ¢ also don’t have work underway to

build classifiers on 1G to detect and take action on problematic aggregated content on surfaces like I

piore. hashtag pages. Reels. In

@ on the erisis

addition we need to continue e refine our ability to provide people with more local/ cultvrally refevant resources dependin

they are experiencing {self bamm vs eating disorders vs suicidal ideation...).

Well-Being

Policy Landscape

The physical distancing requirenients of the COVID-19 pandemic have generaied greater awareness of and concern for issies
4 ;

dlth and well-being { makers and ihe

refated to mental arxiety and loneliness), as well as an appreciation among px

press for the role technology can play in supporiing menta? healih end well-heing (e.g., keeping people connected). This shift of

fi
!

wn fienw tech ni reate, increase or exacerbate mental health and well-being issues to how feclt can assist in

_ﬁlc‘!,‘ﬁ

en worse “tech backlash’

sl - ,
ecute well could surface an e

combatting some of them is an opportunity jor us, but a fuilure to

to be

around mental health and well-being iss wssocicted with iechnalogy fe.g., passive time spent, pressu

S Regain

perfect. FOMO, ete } and fiel some angoing legislative/vegulatory efforts

Immediate Product Vulnerabilities

o FB+IG: Lack of selt hanm support resources {e.g. eating disorders, cutting); currently, we send suicide prevention

resources and tps 1o people engaging in any Kind of self~harm,

ons: inhibit our ability to make necessary guaraniees around proection of mental health related

o

o Product infrastructure imita

data

o FB - Bullving and harassment: Lack of mass comrment maderation toolks

Areas of improvement

There i a need for stronger research around social comparison and loneliness on our platfors. We have an opportunity to launch x-

industry Digital Wellness Lab with Center for Media and Child Health at Harvard to seed independent research in his space. We also

have an opportunity here o demonstrate our commitment to building a supportive commumity through efforts such as building group

admin support leaming units, expanding WA business AP for crisis support orgs, CSOM and the connected generations in

o IG
o Policies: we nead to stress test our policies wir’t bullying of U118 public figures, given G public figures are

younger and harassment targeting them is gaining more scrutiny

Research: conduct new research around social comparison and loneliness on nstagram to fackle some of

the roof causes of SSi, builying, harassment; more foundational mental health research being done in nen

US/AUK markets

e Facehook:

Product: Proactive bullymg Al copunent Giters on ¥8 to get p

o Policies: Refining public figure definitions and developing more profections from harassment for public fizures

o Product: Need to ensure global meniai healih efforts are culiurally sensitive and align with exisimg approaches towards

mental healthy resourch FAMCY i

wd prioritizing Purpose Policy ¢ for protection of health mforma

ity accessibie to users and regienally and age applicable

o Resources: Expanding mental health resource pages that are e
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Recommendation

Internl readiness &9 vise io the challenge

Extent to which there is work ongoing to address the 'aveas for improvement’ and opportunities flagged, suggestions on
how we might kick start conversations on this work

We're making progress connecting people with resources on the COVID Information Center and with a new mental health resources
landing page. We need more product work on issues such as social comparison, bullying of minor public figures. We are expanding
CSOM bet need more resources on product given the need to dermnonstrate valee of encrypted surfaces for connecting people with safe,
private and sevure suppit.

Racial Justice
Aiso suggest internal audit to ensure ihat all safety classifiers ave globaily resilient and operate wiiliout bias.
Some detailed product asks:

o Lock in safety mitigations for lterop, meluding:

o Strong discoverability and reachability controls, i.e. default minors to the most private and safe settings:

o Extend existing MSGR messaging and Friending restrictions for unconnected adult<>minor in 1GD and
ensure cross-network messaging will not degrade current protections in place for minors:

o Adult<<>minor carveout for Disappearing Mode and prevent use of feature by predicted groomers;
o User reporting education and message download for Unsent and Disappearing Mode messages with
tombsiones:
= bEnsure all content is reportable and reviewable by CO;
o [ncrease retention period for unsent and ephemeral messages:
o Add thread-level reporting in IG;
o Call out n MSGR that unsent messages are reviewable:

» Educate users about Impemanence at key product experience points
o Tell sendertreceiver that unsent messages can be reported for X first uses

s Make Reports available to Reporters and give them options 1o save a copy or aceess reported
content, including tombstones within context

o Robust user controls for x-network reachability/discoverability.
o Hnsure existing safety controls such as Restrict and Ignose are not degraded by cross network messaging and
aaintain user expectations,
« Sirong integrity measures to reduce harmful content shanng and interactions:
o Remove private invite links and group chat tab in hanmiful content associated FB groups

- I

o Add “Who can...

o Sex Trafficking classifier with a focus on minor sex trafficking

Seif-remediation tools and backend mcasures that promote safety while respocting users” privacy for RTC and Remoie
Prescnce products, such as:
o fn-calf reporting with evidence captue;

o Screen-sharing static notification either in roster or as part of Ul contro panek

o Feature gate bigh-risk users;

o User education/self-remediation interventions (i.e. safety notices, upsell reporting/blocking):
o Understand abuse prevalence ¢ usefd proxies in IG RTC + MSGR RTC,

Suppet our Global Classifier Resiliency and Faimess initiative for safety classifiers that are critical to our issue areas,

Age Assurance [ Verification
o Proactive age verification and enforcement / ul3 classifier; ul8 checkpomt
o Expanding age appropriaic experiences, 1.¢. identfy and build special proteciions (default sellings, content
restrictions, blocked products) that should apply to ul3 and u18 users.

o Suicide and Seif Hamn
o Self ham support resources (e.g. cating disorders, cutting; currently, we send suicide prevention resourees
and tips to people engaging in any Kind of seli-haon)
o Providing varying resources and actions to people using our platform to promote versus admit suicidality;
policy development and classifiers needed to action differently and appropriately,
o IDPC classifier approval for Europe
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o 881 checkpoints on FIB and ¥ need 1o be more refevant and populatic

o Crisis Service Over Messenger engineenng sepport
X-Industry Sharing:

o Video DNA x-industry banks
User Education and Marketing:

« fn-product user education campaign to drive awareness of privacy and safety tools, settings,...
s Design and Eng resowrces for the Safety Center

o Better product walkihre

for new users, teens (13- 153 1o flag how to report content. comnect 1o oty centre and

help centre

Additional Quips/Docs

o 1TH2020 Global Safety, Health and Well-Being Policy Pl
o HI1202Z( Plans (Review)

o Safety Policy Product Asks

o [2 Plans

tive / Regulatory Tra

o Our European data protection regulator (the IDPC) has opened two new inquiries concemning Instagram’s processing of
children’s data

o French bill fo regulate the commercial exploitation of the image of childven under 16 on sunline platforms: The
bill has a fow safety-specific provisions. Namely, it roquires that plaiforms inform and ra

awareness of rainors about their
rights and the consequences of their online exposure, encourage users (o repoit content involving minors that would

wndernine their dignity or their moral or physical integrity, and work with child profection associations.

lation are on th zon, with

Germany youth protection legisiation: Three new picces of youth protection leg
different areas of focus - some are focussed on regulating content that is hanmful ©o minors. while others focus on structural

youth protectt ilts.

on e.g. setiings around youth &

o Response to Unilever and SRights around how we handle age-appropriate design: We preparad a writien
response te a number of coneerns raised by the SRights Foundation. The 1G-specific concerns revolved around: (a) public
profil

on Instagram increasing risk & minors, (b) private messaging on nstagram being open 1o anyone, ¢ven
uitcannected people, and (¢} a pereeived lack of age verification on FB and 1G

Recent media coverage

Note: Updates have been ported ovar to Child Safety State of Play (9/24), Picase highlight any additions and tag Kanina Nain in

CTHNMENES

July document Clukd Safety ~ State of Play (7/24)
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Antigone Davis opencd vour conversation with Jennifer -Ambc:r Sarah Ravi Sinba, Kary Holly
[ [Jeepali [ B - Sylvia I Vaishnavi §, MC Sebastiar hind David| Sep 24,

2020 gt 3:33 am

Jennifer [ cciced Sep 24, 2020 a1 2:02 am

In the United States, we continue to see legisiation focused on ohild sexual exploitation. The Department of Justive, in close coordination
with the White House, is advocating for Section 230 reforms and also uses public opportunities to raise concerms around <hild safety
and encryption. There are very negative sentiments about Facebook ahead of the election from both... around anti-conservative
“eensorship™ through conient moderation and have been addressing this through legislation, letiers, public staiements, and coordinaied
efforts across the governznent. These proposals would impact our abilitv to moderate safery-related content and misinformation. Child
satety remains an area of bi-partisan agreciment and we have seen continuied inferest in legislating on child sexual abuse material and
Section 230 reforms throughout the summer, We also hear regulacly through ketters and individual Congressional office inquiries about
child safety.

Sarabl <dited Sep 24. 2020 a1 1:22 am

o Inability fo aute-action using our preactive CTT classifiers: Our CET video and photo proactive
classifiers do not perform well enough to aute-action content because we don’t ineet required hard action
(delete} or sofl action (downrank/quarantine/friction) thresholds. This has implications for company priority
praducts and the future of their child safety measures:

= Rooms: Product contimies 1o push for growth and plans to aliow Rooms creation directly from

WA and IG without FB log-m....
o message Is seen; (3} educating users about their ability to report vanish mode
messages; (4) VM is only avaiiable in existing threads.
o Educating uscrs about their ability to report i3 likely to be a low returmn

on investinent without extending the | hour retention period of VM
messages. Recent data analysis shows that only 37% of groonuing
reports occurred within the hour of the first reported message sent.
For CEL it's even worse — only 46% of CEI rcactive reports were
sent within the how.

o Close enforcement gaps revealed by NCMEC reporis data analysis:
= Child Safety data science work is ongoing to contestuatize NCMEC report numbers, One. ..
and/or under~-enforcing against recipients. Interestingly, Asian and MENA dominate both
uploaders and receivers and only 3% are from the U.S.

= Based oo this ongoing work, we should refine the way we currently gate or feature block
NOMEC veported users from products and product expeviences, Cupently, only
Messenger Kids and Rooms are using a filter to block NCMEC reported users who have
shared viral or severe meme CEF content but have not yet heen disabled from our platform. This
i$ a stop- gap measure 1o protect our most vulnerable usens and risky products but in the near
future, we need to a3 revise our enforcement policy against CE recipients and include malicious
CEI recipients in these product gating fifters as well as b) refine our ability to target malicious
NCMEC reported uploaders 1o make consisient product gating decisions across FI3 and 1G,

COVID review constraints:

o

o Nudity & Pornography (N&P) review reductions: Due to the lack of graphic content review capacity
across Communty Operations, there is a plan o reduce N&P’s review capacity by ~80%. Child Safery
ieams rely heavily on N&P quenes to caich novel CER content. Short term, this will reduce volumes of
esealations, reduce novel CHI banking and increase banking latency. Longer tesmy, the fifiing of graphic
content WEH restrictions will help to address this.

o

Need more investment in proactive detection of Minor Sex Trafficking: Need 2 proactive classifier

that alfows us target minor sex trafficking and distinguish it from adult prostitution activity. Alsoneed. ..

o bias. There is engoing Child Safety engineer work to update our text classifiers to more easily infernationaiize
and integraie new languages for proactive grooming detection but we should do the same global work even
for owr language-agnostie, image-based classifiers,

o Improve our text classifiers that detect inapprepriate interactions with children: Child Safety Clis

working fo develop a text model across both FB and G that will captare conversations with minors where
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sommeons solicits images from them - proactively . Proactively detecting this type of conversations within posts
and conments would be incredibiy helpful. In addition, theie is ongoing work t improve cur existing text
classifiers that detect grooming to achieve two goals: 1) help us and antomation of hard actions
(disabie/report) agaimst groomers who are making plans to meet minors in real life for sex and 2) eliminate the
need for new cogineesing when adding new markets because these new text modets will perforro well even in
fanguages for which we have no training data,

o improve ability for users fo report child safety issues anywhere on ovr platform. Child Safety Cl has
continued te charge forward on their goal to ensure that anywhere somecne could see or experience child
sexual abuse on our plaiform, they could telf us about it. As part of that effort, we recenily shipped a user
report feedback tag, “Involves a Child,” on 10 Profilkes. This was met by significant praise from stakeholders
who had petitioned for this improvement. However, we need to continue closing existing gaps in reporting
coverage and launch the “Involves a Child” feedback tag where 1t is missing across the platform, for example,
m FB Groups and 1G comments.

I e
o Reduce prevaience of grooming on IG:
= The daily nunber of minor victios having sex talk conversations in TGDM with adults are
approximately 38x {(though we should note that there are 7x...
+ MSGR adults will be preventad from messaging MSGR mimors, but the same will
not be tmie of MSGR adults who message 1G minors.

o

o The best performing age model (the “Adult Classifier”) is not yet globally operational, which leads
to s patchwork of integrity measures scross the company... that provide profections for minors on our
platform. We need mon: review resources to establish ground truth data on age in priority markets.

o Age verifieation prossures: We will likely continue to face exiernal pressure to verify age. YouTube

announced this weck that they will ask Faropean users to provide proof...

4]

Q

Age madels do not werk as well on IG because IG only staried to colioet age data for new sign ups in
Dacember 2019, In addition Thas, age we curently only have stated age for ~67% of 1G users, Age
coliection on G has previously been eriticised criticizod as being for the purpose of targeting ads, and
mirusive to users who do not necessarily need to bring their authenticated selves to the. .. on stated age on
sirnilar apps i the industry aiso have also resulted in age iying and misrepresentations, and fines for collecting
chikiren’s personal inforimation. Thus, we currently ooly have stated age for ~67% of 1G users, We
recormnmend engaging with 1G leadershup on building better age allinity modeks to predict age of our users, and
prioritise age mode! maturity. .

of prople going from 13-18 > I8 and people going from >18 to 13-18). This backlog is currently not
resourced,

2]

Kanma-i‘{ep 23,2020 at 11:04 pm

Do you mean the Downicad Your Information (DY} feature?

Karundl Sep 23, 2020 at 11:04 pm

I ikes do you have specific projects that you think we should propose for funding? Can we list thein instead please and puta §
arnount next to each

Karuna [l editcd Sep 23, 2020 a1 17:03 pm

s CDA 230
o EARNIT

o UK Online Havms

s (QArion
« COVID-19
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B tship sees a concerted effort » after tech in Furope and Faceboold’s business model specificaliy.
Google and Microsoft all z\mwiuul o have too much power in the Furopean and Global marketplace.,
Surveillance narmative (as expounded by Zuboft) broadly accepted i Europe and US tech has not been able
to mount an effective counter narrative.

D ety, due to the e Importance of protecting children inthe ised st iy in

Furope, by the EU and Member States, through regulation, in part, to reassert control of Furope’s digital destiny,

o Our decis

et 1o enciypt Messe:

is seen as symptoinatic of a pivot to iy, at the cost of children’s safety, T

notion of data priv.
Thel

paper on eneryption

¢y, is not the same in Furope and therefore exacerbates the situation.

2an Union Internet Forun

example, consciously excluded Facebook from its drafl technical

« A number of separate stakeholder groups (predominan

competitors) are mounting well-coordinated attacks. leveraging

nd

:_
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ombe

r‘,

states) ax ross the European Union.

o Our coropetitors {Microsofi in particular and Google o 4 lesser de
ponse during Q2 2021, that could be

; that approach and
mental to our

ng with so-called experts, seck a EU

1s and in Micr

sofl’s case, have little impact
» Regulations
o Member States
« Belgiun - NCH Law (J

¢ Gennany - Federal (December) and Interstate Youth Protection Law (Septernber)/NetzDG
{(November - 2.0/3.4))

Treland - Online Safety and Media Bill Qapuary 2021)

s UK - Online Harms Bill (October 2020)/Age Appropriate Design Code (September 2020)

= Danish governiment 2 od plans to regelate content on social media but no conerete plaus
ye
# In the UK, the Women and Eaualities Select Committee Changing the Perfect Picture asked us

to prepare a subinission {or their inqu
(https:urldefe
body image

 image
1l mediz on

prooipeint.comv2... mpact of advertisi

al

We are not alone in this, Facebook, Google and Microsoft are all considered o have too much power in the Haropean and G
in Furope and US tech has not been able to

at is wrong in terms of the European digital marketplace.

Safety, because of the cansensus around the importance of protecting childeen in the d

7 the European Union and Member States, through reg

ital space, is now being

used suceessfully in

iation, in pait, to reassert control of

wrope’s

otion of data

sion fo encrypt Messenger is seen o privacy. at the cost of chiidren’s safety. That US

privacy, is not the same in Burope and therefore exacerbates the situation.

The Luropean Union Internet Forum for example, cons xchided Facebook £

i its draft technical paper on encryption. It
iors {Microsoft in particular and Google 10 a Jesser d

cduring Q2 2021, ¢

suggests to me that Facebook is perceived as the problem. Our cor

could be detrimmental

aceentuating that approach and along with so-called experts, seek a2 EU legisla

€ rc.\pﬂnw

ter our [‘Lx’l\ and in Microsoft's case, have little impact.

1Al We need

¢ Representation of the region in the Safety Advisory Board and Y
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representatives from the AMET region in our safety advisory board whick has led to underrepresentation of the region

cgion. We currenily do not have

1

cnis and arc eurr cading the

>t show that
g ) / f G 2hy sations bui need to

demonstrate more.

.’h‘m;ifc‘r- Sepr 23, 2020 at 10:14 pm

Tondy inchuded bills that are new since the Jast update or have had some movement,

) Ny

Jennifer edited Sep 23, 2020 ot 1027 pm

.Ymmifﬂ'- yous i
I Ok S
mn

2020 ai 9. )

B i Sinha, K aruna [ Antigone Da
MC S Sebastian S ] David [ Se;

tvia _\-"uixhn‘

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00027381
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY METATNAG-011-00145412

PX-00020, Page 20 of 42



Jcnnifm- Sep 23, 2020 a1 9:28 pin

Yes and this would help with visibility and awareness issue,

Vaishnavi J Sep 23, 2020 ai 7:31 pm

The Danish government has announced it will regulate content on social media but has not presented anything concrete vet. There isa
risk it will copy patts of the German NetzDG model and we are therefore following the process closely and have engaged with the
responsible ministries to influcace the proposal. The recent SSI case in Denwnark on IG made several MPs ask for self harm content to
be included it coming legisiation

: 1- Might be helpful to include Denmark and UK 1G-related moves:

In the UK, the Women and Equahiies Select Commuitee Changing the Perfect Piciure asked us to prepare a submission for their mguiry
inio body image (hitps:“uridefonse proofpomt.eom/v 2. =) to study impact of advertising and social media on body image

Samh.;&'ep 23, 2020 at 6:08 pm

K:mmez‘)cfcf to you on whether better to mention up here or down below with the rest of Age where it's flagged as improvement
needed on IG

surab {Jocitea e 25, 2020 01 6:08 o

savah [ ser 23. 2020 a2 6:07 pm

i J Already flagged above as work ongoing in first 1G bullst.

(e}

Vaishuavi I Sep 23, 2020 ai 5:55 pm

h,-rc'ﬁamdi this to provide more context for IG reasoning - could we also get the breakdown for what %% of 1G users we
have stated age from, and what % we can infer through hard matched FB accounts?

Vaishnavi J edited Sep 23, 2020 at 7:29 pm

©

Improve HC prevalence measarement: There is ongoing work by Child Safety CL Messenger Wellbeing,
and 1G Wellbeing to improve HC prevalence measurement on G,

o Inerease reviewer capacity for suicide / self-harming content on Instagriom: When people search for
suicidal or self- hamming content on Instagram, we block bashiags that are Jikely to be violating and offer
support language over hashtags that may contain sensitive content. However, accounts with these names
continue to be serfaced as search results, due to the accounts not having been proactively detected,
reviewed, and taken down for violating our policies. We need more reviewer capacity as well as the ability to
Bring our proactive detection technology 1o the FU, 8o that we can proactively scan for and take action on
violating accounts / content,

O

Bring our S8 proactive detection technologies to Europe: We are limited from running our self-harm
classifiers that account for both text and media signals and determine if a post has a high likelihood of being
actionable for suicide or self-harm,

o Virality on Instagrane: Minors who go viral on Instagram will fikely experience increased micractions with
unknown people. As their content and by extension their account becomes surfaced to more unconnectad
people, they would benefit from additional protections that they can tum on, like Fimiting who can send them
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private DMs or follow requests. We should also consider limiting their visibility to adults who scowre above
certain thresholds on our HC classifiers, More broadly, we noed more research and product commutment to
specifically addressing how virality on. ..

for discovering new creators also means a large pereentage of minors on the platfonn lve their lives out in the
public eye. Encouraging more use of private accounts for minors would alfow them to ereatively express
themselves without immediately opening them up to strangers or unknown Interactions, We currently have a
two-woek test running o explove the viahility of Private by Default for all minors; we should strongly
advocate from the policy side that the safety, privacy, and legal benefits of defaulting minors to private
accounts should eutweigh any Growth concerns. Private by Detault for Teens would provide a tangible
example of 1G not only generally considering the mterests of minors, but actually impleenting distinet product
features/expericnees catering to their needs. This could go a long way towards helping us address regulatory
pressure in Bwrope and avoid legislation requiring us to implement even more resttictive default settings.

(o}

G

Media perception of new Instagram products like Reels: We are generally perceived as being “behind”
our competitors - especially TilkTok - in youth safety. For example, they do not allow anyone under 16 to
reccive direst messages, and have parental controls that allow a parent to link their TikTok acoount o their
icon's smd set controls. As we advanee our cornmitroent in Reels and make it the next big bet for Instagram,
we need more visible Interventions and product commpitments o avoid fuelling this extemal nawative,

o]

» Age models do not work as well on 3G because IG only started to collect age data fornew signups in
December 2019, In addition, Adam Mosseri will not support upselling age collection on IG bas previously
heen criticised as being for existing the purpose of targeting ads, and intrusive to users because he soes i as
mirusive data collection who do not necessarily need to bring their authenticated selves to the platfor.
Relying on stated age on sirilar apps in the industry also have also resulted in age lying and
misrepresentations, and fines for collecting children’s personal mformation. Thus, we corrently only have
stated age for ~67% of 16 nsers. We recommnend engaging with IG leadership on collecting building better
age for the remaining ~33% affinity models to predict age of our users, and prioritizing prioritise age model
aturity on ¥G.

L3

Empty IG accounts that primarily leave explicitly sexualising commments on pictures of minors - corrently, upon escalation
where we confirm the account-holder is regularly posting sexualizing comments on images of minors, the account will be
disabled.

@

Child sexual exploitation:

o Empty IG accounts that primarily leave explicitly sexualising comments on pichires of miinors - eurrently, upon
escalation where we confinm the account-holder is regudarly posting sexualiving cormnments on nages of
minors, the account will be disabled.

o Empty Ko accounts that primanly leave toplicitly sexualising covmnents on pictures of minors

o Empty kG accounts that only engage in behavioural actions e.g. likes, saves of images of mines

L3

Suicide and self-njury:

o Better definitions for eating disorders ~ While eating disorders camently reflect a small 96 of our reports ander
suicide and self-injury, communities around eating disorders do not tend to report one ancther, and we see
many accounts, hashtags, and comrpents that continue o promote eating disorders.

o Sowne of the hypotheses that we've been thinking through s that EDJ content is foo narrowly defined by our
policies so we under-erdforee on what the broader public might consider 1o be ED content. ED is also rarely a
single picce of content, and more a collection of content and behavioural signals. We need more rescarch in
this apace.

o Add and staff an “involves a clild” reporting option across all reportable surfaces e.g. account, comment, DM, hashiags
o Tests and launches of the “involves a child” reporting option at the post and profile levels have increased the
precision of detecting and enforcing against child safety. Adding this reporting option across all surfaces will
allow posts 1o be prioritised for moving out of the broader Nudity & Pornography quese and being reviewad
for child safety viofations.

o

Current reporting structures hinder our ability o measuwre the true prevalence of CET or other child safety

violations, as reporis are aggregated along with other nudity and pornography viclations.

G

Inchnde mowe granukar reporting options to capture different types of child safety violations e.g. distinguishing
between a comment soliciting CEf and a comment implicitly sexualising a minor

o

Mowve child safety reporting options out of the “Nudity & Sexual Activity” category to appear eaghier in the
reporting How, with more granular options o capture a wider range of behaviours

o Invest in a digital wellness lab that coramits to funding third pasty research and eivil society organisations that ave tackling
the issues of body image, soctal comparison, and eating disorders. Some nitial topics of mmediate priority:
o Longimdinal effects of AR filters: We continue & build AR products imto Instagram, which continues to
be the platform for young people. As scrutiny over body image and social comparison grows, there is
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mereasing attention to how young people use filters on fostagram, Whes we anmounced that we were
reversing our bap on cosmetic filters on Instagram, we justitied it by flagging that this is still an evolving space
with limited longitidinal research available on the impact of face altering effects. Proactively funding and
speaking about our commitment to understanding this space would put us on the front foot.

o

Fating disorders (ED} and body image: Bveryiling that we've dove around ED so far has revolved
around programmatic outreach like Guides and campaigns with eating disorder associations, but if we want to
get ahwad of the issue and tackle ED effectively, we need research into how we should be better defining ED,
detecting ED, and intervening. Most of our work so far has revolved around programmatic outreach like
Wellness Guides and campaigns with eating disorder associations, but if we want to demonstrate out
comimitment to getting ahead of the issue, a public commitment to research and parinerships in this space
would put us on the font foot.

o Nocial comparivon and wellbeing

VaishnaviJd Sep 23, 2020 at 5:44 pm

That sounds great!

Samh-S‘ep 23, 2020 at 5:36 pm

Y i The current NCMEC reported signal is more of a stop- gap measure and we think there is a berter way to do this, especially
by inciuding CEI recipients who have shown sufficient signal for bad intent. Instead of porting over the current Rooms™MK NCMEC

filter to G, T'll revise this to say we should refine our NCMEC reported user filter/signal and a) revise our enforcement policy against
CEX recipients and b) use that revised enforeement policy to make product gating decisions across FB and §G. ce Karzina Naig

savahfiecied sep 23, 2020 a1 6:07 pin

o Cur CEI video and photo proactive classifiers do not perforra well enough to auto-action content because we
don’t meet required hard action {delete) or soft action {(downrank/quarantine/friction) thresholds:

Belore we move to elee, we should prioritize reducing CEI shares VPVs (views} and preventing bad actor

G

connections: [ata analysis has shown that large message threads may harbor a higher concentration of bad
users and harmill conteat. .. move to Cross- App Communications, we nieed 1o mvest in data science and
product miervention experiments to understand what solutions best achicve these goals.

o The daily number of minor victims having sex jalk conversations in IGDM with aduits are approximately 38x
{though we should note thal there are 7x as many minors on [G as on FB, and atleast 7x as muny vicims)
more than on FB Messenger.

a

» We will likely continue to face external pressure to verify age. YouTube announced this week that they will
ask Duropean users to provide proof that they re above 18 if they seek {0 access age-resiricted videos, The

goal is fo help YouTube comply with the EU s audiovisual suedia services directive, which requires platforms
0 profect minors against harmful material. We could take a similar approach where we use age prediction o
put people into additional age verification checkpoints based on whether a piece of content or product feature
is age-gated, Or treating all users as w18 for any of these age-gated features or content until our age models
generate a prediction that they're over 18, The challengs: is getting our age models globally opetational and
justifving such an approach to product growth teams.

Amber-Sep 23,2020 ar 3:03 pm

+1 for APAC

Vaishnavi J odited Sep 23, 2020 a1 5:23 pim
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improve our text classifiers that detect nappropriate interactions with children: Child Safety Clis
working to develop a text todel across both FB and G that will capture conversations with minors wheee
someons soficits images from them - proactively detecting this type of conversations within posts and
comrnents would be incredibiy helpful.

o

O

Bring the NCMEC reported signal to Instagram: This signals to produst teams users who have shared
CEE but not been disabled. Not all accounts that share CEI get disabled (if viral content, accounts get
checkpomnted and acerue a strike). We share this signal to product teams {or informing decisions around
whether users should be allowed to use our features. it's currently running on Rooms and Messenger Kids,
and bringng it 1o Instagram would provide an additional signal for our recommendation surfaces like Explore,
and riew products like Reels.

improved age defection medels: These will significantly help owr actor classifier on Instagram. As we woll
out improved age affinity models, s wall be valuable classification data for our metric to perform betier.

Q

» Disrapt the ability for predafors to discover minors on our surfaces: Unlike Facebook’s People You
May Know model, which prevents unconnected adults from diseovering or huizating conversaiions with
sainors, Instagram has no similar bogic for Accounis You May Follow, We're in the process of deep-diving

«

infor tiue positive prevalence labels o deterinine the most common surfaces where victators find their vi .
so we can measure the impact of our efforts to reduse minor discoverability on selected surdaces {e.g. scarch,
suggested accounts).

s Understand actors who engage in violating behaviour on Instagram: IGWB Research is developing
archetypes of child safety violators for {nstagram partnering with members of the Child Safety X¥N 1o
incorporate the intent Taxonomy X Persona framework that has already been developed.

)

0

Improve [ prevalence measwrenent: There is ongoing work by Child Safety CT, Messenger Welibeing,
and 1G Wellbeing to improve HT prevalence measwement on IGD.

o

Child Safety landscape - Instagram for more details

ese behaviours are either only enforced agains on escalation of not enforced agamst at all right now, and wo helpful gaps i
These behaviours are either only enforced against upc salation or not enforeed agamst at all right now, and would be helpful gaps in
our Implementation Standards to close:

o Fmpty IG aceoumis that primarily Jeave explicitly sexualising comremis on pictures of minors - currently, vipon escalation
where we confirm the account-holder is regularly posting sexualizing comments on images of minoss, the account will be
disabled.

o Empty IG accounts that primarily leave implicitly sexualising comments on pictures of minors

o Erapiy IG aceounts that only engage in behavieural actions ¢.g, likes, saves of images of minors

Amber [JJlcdiccd Sep 23, 2626 at 5:03 pm

« This sits alongside a proposed Expansion/confiation of illegsd and barmiuf content vegulation. Proposed expansion
of eRafety’s powers (AUS) to endorce on expanded hanvs (e.g bullying & barassment) for not only children but aduits,
(mirroring the UK and Germany to... strietly illegal content is also apparent in proposed regulation in the Philippines which
now has in its sights content that is developmentally harmiful to children. Other countries considering hannful content

Fin

he

regulation (ex. Indonesta) considering misinfonmation and child safe SANE CAELOr

>

eSafety’s Safory’s Sbid approach contimics o gain traction with an increasingly global audience
{collaboration with VCs and Akex Stamos in the US, muiti-lateral/ANGOs such as UNICEE and. .. APAC/South Asian

counires), Phase 2 moves beyond principles to best practice reconunendations on intemnal processes, MmIegrity measines
and settings to protect minors. While these are still vohmtary, the proposed AU Online Safety Act already points to SBD
as the basis for minimum requirements/expectations of intermediaries, so could form the basis of Iegal obligations in future

afety by Design.

and will continue o have visibility.

ication s also going to become a dominant feature across APAC and this has been accelerated by CoVID where
We are seeing an

o Safety/Privacy tension increasingly apparent: secrecy of communications provisions i Japan and Korea are calling
inio question the leeality of our scanning for harmiul content while other reguiatory proposals in hoth couniries require
either coliecting and sharing of more user information with local authorities/Civil complainants or increasing effoits in
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What we need

o Nead for more funding to support online safety awareness progranines in the region. We currently do not have any safety
programmes budget support for this. Gur competitors have made huge investments and are corrently leading the efforts in
developing localised progranumes (o address the digital literacy issues in the region.

o Representation of the region in the Safety Advisory Board and Youth Advisory Board. We do not have any

representatives from the AMET region in our safety advisory board which has led to underrepresentation of the region
safety issues at the SAB level.

Ravi Sinha cdited Sep 23, 2020 a1 3:34 pm

©

Minor Sex Trafficking: Need a proactive classifier that allows us target minor sex trafficking and distinguish it
from adult prostitution activity, Also need further defidtion of what constitutes trafficking and where our
policics draw the line between it and prostifution.

.«\mber-&?p 23,2020 az 2:40 pm

Foliowing up on mote detail on this... heard from LE outreach this would be a win in ANZ as LE use our tooling once they have access
to device ete and it helps with investigations, Sentiment is that focusing on improving quality of NCMEC reports won't gain as much
traetion in countries like Australia but this could be 2 win,

Arnsber WM opcned your conversation with Jenmifer Handey, Sarah Chang, Ravi Sinha, Karusa Nain, Antigone Davis, Holly
7.

Hawkins, Deepali Liberhan, Liz Lagone, Sylvia Musalagani, Vaishnavi J, MC Capelo, Schastian Sposito and David Miles Sep 23,
2020 at 2:33 pm

Amber|lcdiced Sep 23, 2020 ot 3:59 pm
APAC Trends

o oSafety’s Safety by Design approach continues to gain raction with an increasingly global andience (collaboration with
Vs and Alex Stamos in the US, multi-lateral/ INGOs such as UNICEF and ICTU and seedmg approach with
APAC/South Asian countries), Phase 2 moves beyond principles to best practics recommendations on internal processes,
integrity measures and settings 1o protect minors, While stifl voluntary, the proposed Al! Online Safety Act already points
to SBD as the basis for minimum requirements/expectations of intermediaries, so could form the basis of legal obligations in
future and will continue fo have visibility.

o This sits alongside a proposed expansion of eSafety’s powers to enforee on expanded hanms {e.g bullving & harassment}
for not only children but adults. (mirroring the UK and Germany to extending the scope of harms from iliegal to hamiful
contient), The expansion bevond strictly dlegal content is also apparent in proposed regulation m the Philippines which now
has in its sights content that is developmentally harmful to clitidren.

o Several countries are considering establishing a dedicated child safety regulator. Australia and Fiji already have one, the
model (which Australia continues te spruik) is gaining some traction among CSOs and legislators in Taiwan and to some
extent. the Philippines, at present. Various government entities in South Korea are alse attempting to siake claim over
online child safety {and NCH). While updated regulation and governiment coordination in these countiies could be a
welcome improvement, we are seeing mudtiple proposals, largely in conflict with US law, to expand our reporting
obligations and data sharing to focal LE and gov and - i the case of South Korea - require us to proactively
detect/prevent uploads of content the gov deems violating without the abifity to verify what the content is {L.e Ingest
CSAM/NCH hashes from gov pot just other industry/NGOs).

o Age-verification is also going to become a dominant feature across APAC and this has been accelerated by CoVID where
we are seeing an increasing nuntber of CEl/grooming escalations and where in countries lik In South Korea and Japan the
push is generaily to verify age through mebife phone number verification, In the Philippines recommendations Pressore is
coming from grooming, CEl and cyberbullying escalations,

It may be that the Tech Coalition Project Protect, is the appropriate place for some initiatives but cross-imdustry bodies
often sufler from nertia..... a demeonstration of our leadership. Yes, we may he the catalyst for a broader cross-industry
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¢ but we should take the credit

od investment in improving DIY toeoling

a, Karuna -

Sylvia _ opened your conv
Antigone Davis, Holly , Deey
2020 ar 2:24 pm

Sylvia Musalagani edited Sep 23, 2020 af 2:24 pm

« Create a Child Safety Hub - an online, global resciurce that explains Facebook's approach to

ndustry leaders, and the general public {perhaps housed in

ombating

child exploitation

- targetingPolicymakers targeting Policymakers. CSE experts.

the Facebook Safety Center),

D.\wid- opened your conversation with Jennifer - Amber NN S0 - Ravi Sinha, l\'.xn:xu- !
pavis, Holly (N, Decpai . 1. ONG Sybvio [N =i<toavi ). MC R nd Scbastizn I

at 1:22 pni

David -L‘f d Sep 23 i 1:29 pm

European Context

se and Facebo

Fac

book is facing a much more concerted effort to go after tech in Ex

MEA leadership view is that Fa

susiness moded specifically.

e toe much power i the Buropean :

pted in Europe and US tech has not

a8 €Xpou

erms of the European digital marketplace.

mount an etiective counter narmative, We have come o syibaolise all thatis wrong in

Safety, bec: “the consensus around the importance of protecting children in the d

¥

lwrope, by the Furepean Union and Member States, through regulation, in part. to reas:

Our

privacy, is not the same in Furope and therefore exacerbates the sitaation.

acy, at e cost of ¢

on {0 enerypt Messenger is seen as symplomatic of & pivot to p

1 its draft technical paper on enc

The European Unton Eaternet Forum for example, consciously excluded Facebook

suggests fo me ihai Facebook is pereeived as the probdem. Our competitors (Microsofi in pariicular and Google to a lesser de

ong with so-called experts, seck a EU legaslative response

g that approach and 4

to ou plans and in Microsoft's ease, have little impact
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*Estimated dates of being enacted or being faid i parliament

Furopean Union

Digital
CSAM
*stime

i { March 2021)

ted dates of being enacted of being laid in parfiament)

Ravi Sistha Sep 22, 2020 0 11:06 pne
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Ravi Sinha edited Sep 22, 2020 ¢ 11:05 pm
o Minor Sex Trafficking: Need 4 proactive classifier that aliows us target minor sex trafTicking and distingnash it

from prostitition activity. Also need further definition of what constitutes trafficking and where our policies
draw the line between it and prostitution.

Hoity I <icca sep 22, 2020 21 9:35 p

There are 2 number of opportunities to fili gaps i education and resources related to child safety:

®

Create a well-funded digital citizenship and wellbeing program combinmg Get Digital (Global), We Think Digital (APAC)
and other outliers {e.g.. My Digital World - SSA) ito a robust, global keaming platiorm engaging familics, educators and
youth 1o take an active role in online safety.

Address the general lack of knowiedge regarding safety tools currently available on the platfornu:

o Blevale positioning of existing online safely resources (e.g., Facebook Safety Center) for increased
awareness and usage. Create greater visibility within the Facebook platform - linked from the profile page
and elsewhere.

o FEmbrace opportunity to proactively promote safety tools and resources pushing out through house ads and
other infernai mechanisms fo inerease visibility.

Create a Chiid Safety Hub - an oniine, global rescurce that explains Facebook's approach to combating child exploitation
- targetingPolicymakers, CSE experts. industry leaders, and the general pubiic {perhaps housed in the Facebook Safety
Center),

o Build tean io take action on initiatives that come of global Child Safety coalition meetings (¢.g.. WeProteet).

Enhance product safety messaging and provide educational resources for teens {13+ products) and children (under 13
producis) and parents that are globally informed and relevans.
o Develop consistent, expert informed safety messaging for nulii-audicnces {e.g., built out safety tips) across
sifti- platforms/products,

(4]

Create in-preduct, point-of-use safety messaging for parents and children to fully understand ept-in‘opt-out
communication/intersctive features and functionality.

o Relevant tocalization of safety messages for global product roliouss {e.g., MKids Resouree Page ~ does not
exist ouiside of US),

o Platform-wide PSA to push conununity safety/empowerment of users.

o In conjunction with youth ereate a coordinated campaign for young people by young people about how o
stay safe online.

Hoil_\-c‘diled Sep 22, 20290 at 6:08 pm

Sarab - edited Sep 22, 2020 at §:14 pm

o Immature minor sexualtization classifier: nplicit Minor sexualization policies may launch this half but onir AT
tooling is not matie enough to proactively detect complex objeets, where {where a page/group/profile shows
a collection of bordertine to benign image is Images of minors accompanied by minor sexualizing
commenis/captions conunents/captions) because our page/group/profile-level detection has not heen set up
yet. Tn addition, we've been detecting and can corrently only Jook for auto-actioning explicit minor sexualizing
comments after launching a policy to enforce against explicit mioor sexualization last half, However, our
detection only runs on cormiment text n comments , wiich can lead {o false positives if the media being
commentad on is benign/borderline, or false negatives il we do not detect explicit minor sexualizing captions
attached 1o a photovideo featuring a minor,

o Classifier global resilience: Need 2 comprehensive audit fo assess whether our child safety classifiers are
globally resihient and do not operate with bias. There is ongoing Cluld Safety engineer work fo update our text
classifiers io more easily miernationalize and integrate new languages for proactive grooming detection.

= This work will require robust data science work and product infervention simulations and fests
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to verify what's most effective. For example, we believe. .. minor) fom messaging, friending, or
viewing the profile of minors might be an effictive intervention to drive down grooniing
prevaienece on ¥G Direct, 10, however, does not have its own Child Safety data scientists and
progress on work will Jikely suffer without any additional data science resourees.

o The best performing age model {the “Adult Classifier™) is nict vet globally operational, which leads to a
patchwork of mtegrity measures across the company that leverage age, including cur Child Salety models that
delect grooming and defenmine true age differences between victim and offender provide protections for
munors on our platform. We need more review resources to establish ground frath data on age in priority
markets,

Q

QOur biggest enforcement gap in relation to age for child safety is currently our inability to automate decisions
accurately to enferce against grovmers. The Adult Classifier — while it is our best available age model to
determine whether someone is a teen or non-teen — cannot delermine age gaps at a gramilar level which
hampers our ability to etion owr policies, which rely on making specific age determinations, ie. if the
14 years old or younger and the offender is 18, disable and escalate but if the victim is 15 and the offender is
18, checkpoint the ofiender.

ciim is

Savah I <dited Sep 22, 2020 ai 4:34 am

o

fplicit sexualisation of minors across multipie posts and comments on Instagram

o Sex trafficking and sexual solicitation networks on Instagram

o We have de-prioritized enforcing against ul3s on our platform. We are neither building a proactive ul3
classificr nor prioritizing enforcing against reported ulls, Recently, Identity Integrity did agree to enable
cross-enforcement of vl3s {so now, when a user on IG is reported for being ul3 and is check-pointed, we
will carry this enforcement over o their hard-linked FI3 account), However, there’s also a current uf3
backlog (700K job backlog) that must be addressed via workload allocation and automation (j.e. auto-
aceept all other age change requests, which is a combo of people going from 13- 18 > 18 and people going
from >1§ to 13-18). This backlog is currently not resowrced.

Ravi Sinha opened your conversation with Jennii'::r-A:nbcx- Sarah aruna Antigone Davis, Holly
Dccpali- i_i/.- Sytvia I ishnavi |, MC Sebastian id !)avic-;\;q: 22

2020 at 4:26 am

Ravi Sinha edited Sep 22, 2020 ar 4:56 am:

o AR/VR deviees:
o Minor Sex Tratficking:

Sarab|JJser 22, 2020 a 2.7 0

l\'arun-S'ep 22, 2020 at 4:05 am

can we be more specific im what we need here - research, engineeting resources

Karuna -(ﬁicxi Sep 22, 2020 at 4:07 am
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PublicPolicy Public Policy landscape

Content Policies

@

Rough

®
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IG Private by defaudt

A big investment in body image, social corpparison, and eating disorder jssues

Our European data protection regulator {(the IDPC) has opened two new nguiries concerning insiagram’s processing of

hildren’s data

n are on the horizon, with

Germany youth protection legislation: Three sew pieces of youth protecti
different areas of focus - some are focussed on regulating content that is harmful to minors, while others focus on structural

youih profection e.g. settings around youth defaults,

Response to Unilever and SRights around how we handle age-appropriate design: We prepared a writien

ised by the St iic concemns revolved around:

response 1 a mmber of conce ights Foundation. The 1G-spe

profiles on Instagram increasing risk fo nunors, {b) private roessaging on Instagram being open to anyone, even

unconnected people, and (¢} a perceived lack of age verification on F1 and 1G.

CNN International reached out to TWF enquiring about whether they've scon an increase in CSAM and inchuded this line
in their email: "We are wvestigating how the reduction in the number of moderators on social media affected the removal of
child sexual abuse waterial online. In particular, we are interested fo see whether Facebook failed to prioritise moderating
content on Instagram, which has documented the highest number of ¢hikd sexual abuse material”

Media cycle about SSI on Instagrany: We fielded an enguiry from a tech reporter at Daty Telegraph about sell harm and

eating disorder {ED) content on Instagram and being recoramended accounts that promot

BBC story about drugs o 1G: The BBC releaseid an investigation inio the sale of drugs on social media, particularly

pehat, and focused on the ease with which voung people can find and buy drugs online. They spoke to ¢

children to drugs; we spoke ahead of time with one of the mothers who said

that it was clear Instagram is already putting “an awhul ot of effort into this and have a lot of people working on this

itically” relative io other conpanies. However, the parenis don’t believe social mwedia companies like Instagram are

en the money, resources and techrical expertise we have. The /e we should be able to 2} stop the

content from being posted in the first place: and b catch it more quickly.

itter

stary that airod in

Danish broadeast about SST on FG: The Danis on (DR aired a feature ¢ STon Instag

they found se cdasa T

w-up to the dorumer

February which uncovered an SS1 network on Instagram. We used thus as an opportunity fo highlight the need for our

more sophisticated ciassifiers in the

1) and highhghted that COVIT- 19 meant reduced reviewer capacity. The main
crificisms were that we don’t care enovgh to look for and remove this content, we don’t do enough to encourage people to

report this confent, ar re not iving up to our responsibility to keep people safe,
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o Esealation - Jonathan Galindo SS1 viral challenge (¥68917996): An article ina local newspaper quoted Brazilian
police alerting parents about profiles with the name Jonathan Galindo and a “dog face” protile photo for allegedly inciting

the news and the policy team received nquiries from policymakers,

Sarab Scp 22, 2020 at 2-14 am

Ravi Sinha

Sarah- edited Sep 22, 2020 ax 4:/5 am

o Our CEI video and photo proactive classifiers do not perform well enough to avio-action content

« Rooms: Product continues to push for growth and plans 1o allow Rooms creation divectly from
WA and 10 without FB log-in. They are also currently testing relaxing initial integrity measures,
such as requiring an account age of 30 days to see it this Jeads to growth, If we want to aveid
having Zoom's child safety problems, we need to prioritize filling the following prodect and
enforcement gaps:

o We hope to land alignment amongst policy, legal, and product leadership for an in-
call evidence capture solution in H1 2021 but in order to review and entoice
against our policies quickly and at scale, well need improved CEI proactive video
classifiers that can detect child nudity;

o We are also discussing will product the possibility of moving some of our riskiest
users and communities onto public spaces - whether via public Rooms (subject
to proactive harmiul content seanning much as we do for FB Live) or public
Messenger threads (forked off from ¢Zee MSGR infra} that contain more than 1K
users, Any such sofutions will requine improved CEE proactive image and vides
detection.

o Before we move to e2ez, we should prioritize reducing CHI shares and preventing bad actor connections:
Data analysis has shown that large message threads may harbor a higher concentration of bad users and
harmfud content shares, If. ..

® oup curient enforcenient regiie s capturing an incomplete pictue and perhaps incorrectly over-
enforcing against uploaders and/or under- enforcing against recipients. Interestingfy, Asian and
MENA dominate both uploaders and receivers and enly 3% are from the U.S.

o COVID review constraints

s CO review capacity for CET is at ~30%; CO Safety suspects this will continue to be true for
many more months o come for farge pools of queues (123K he'wk across all teams) with <20%
projected supply for the near future.

» With the exception of MMS and CHI content classibiers, we're not currently runming classifiers
nor reviews on threads with >2 users in them during COVID b/c of capacity constraints and blc
these have very low action rates with very time consurming review processes

= Groomer detection remains on for English on both 1GD and MSGR and Spanish on FB during
COVID. There 1s no Tier | TIC (which detects sextortion or plans to meet up in real life for sex)
detection nusming for French, German, Indian, or Portuguese markets, We are sowly geiting
back French, German, Portuguese but Indian offices are still oftline as they keep having
outbreaks, We're also irying to expand 1o more Tier 1 markets but there’s 30 little review
capacity that in order to do s0, we'll have to make a tradeott elsewhere.

o AR/VR devices:

o Minor Sex Trafficking:

s IG
o The daily mumber of minor vietims having sex talk conversations in JGDM with adulis are approximately 38x
more than on FB Messenger.

» Child Safety CE, Messenger Wellbeing, and 1G Wellbeing collaboration is ongoing (o bring
down the prevalence of grooming instances in IGDM s this half.

= This work will require robust data science work and product intervention simulations and fests
to verify what's most effective. For example, we believe that preventing suspecied groomers (or
achilts who share no muteal follows with the minor) from messaging, fiending, or viewing fiie
profile of minors might be an effective ntervention to drive down grooming prevalence on G
frirect
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= [t is a known gap that ¥G does not provide the same protections offered to minors on
Messenger, which is fo prevent unconnected aduits (who is neither Friends nor Friends of
Friends witi

1 & minad) from initiat

es with a minor. We have spoken publicly about this
protection {inchiding in Jay s Senate Judiciary Cominiftee testimony and attached
QFR’s) and should sgrive to bring G up to par. Tn Cross- App Comnwaications, IGD and

MSGR adulis will be prevented fronumessaging MSGR minors, but the same will not be true of

MSGR adults who message IG minars.

o

tmpiicit sexualisation of minors across muliiple posts and commenis on Instagram

o Sex trafficking and sexval solicitation networks on Instagram

@ The best performing age mode] is not yet globally operational. which Jeads to a patchwork of integrity

measures across the company that leverage age, including our Child Safety models that deteet grooming and

determine true age differences between victim and offender. We need more review resources to establish

ground truth data on age in priority markets.

Age models do not work as well on 1G because 1G only started to collect age data in December 2019, Tn

sees it as

addition, Adam Mossert will not support upsellng age collection for existing users because

intrusive data collection. Thus, we currently only have stated age for ~67% of 1G users. We recommend

ng with 1

~33% and pr

crship on collecting age for the remaini sritizing age maodel maturity on

Vaishanavi J opened vour conve s with ]cnnifcr- Am??rc:.'-
;my- Decpa [ U s v

17:20 pm

avi Sinha, Kanma Antigone
Ravi Sinha, I mlm- Antigon

b David -.\'e'p 21,2020 !

VaishnaviJ edited Sep 27, 2020 ai 11:54 pmi

« Our Huropean data protection regulator {the IDPC) has opened two new inquiries concerning Instagram’s processing of
children’s da

« Germany youth protection legislation: Three new picces lation are on the horizon, with

different area

1 youth pro
s of foous « some are focussed on regulating content that

s hanmful to minors. while others foous on structueal

youth profection e.g. settings around vouth defauits,

o Response to Unilever and SRights avound how we handie age-appropriate design: We prepared a writien
response to a number of concerns raised by the SRights Foundation. The 1G-specific concerns revolved around: (a) public
profiles on Insk

gram increasing risk

to minors, (b} private messaging on Instagram being open fo anyone. even

unconnected people, and (¢} a perecived lack of age verification on FB and 1G

Recent media coverage

AM and included this g
nedia a

o CNN International reached out to IWE enquiring about whather they've seen an inerease in €S

in their email: "We are inpvestigating how the reduction in the number of mox itected the removal of

child sexual abuse material online. In particular, we are interested fo see

»d to prioritise moderating

content on Instagram, which has documented the highest number of child sexual abuse material,

o Meadia cycle about SSTon nstagram: We fielded an enquiry from a tech reporter at Daily Telegraph about self hanm and

eating disorder {ED) content on Instagram and being recommended accounts that promote it.

on 1G: The BBC released an

s BBC story about wvestigation the sale of drugs on social media, particulark:
Instagram and Snapchat, and focused on the ease with which young people can find and buy drugs online. They spoke toa
group of mothers who have all lost teenage children to drugs; we spoke ahead of time with one of the mothers who said

that it was ciear Instagram is alres

wdy putting “an awfid lot of effort into this and have a lot of people working on this
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specifically” relative to other companies. However, the parents don’t believe social media companies like Insiagram are
doing enough, given the money, tesourees and techrical expertise we have. They believe we should be able 10 a) stop the
content from being posted in the fivst place: and by catch it more quickly.

Danish broadcast about 58T on 1G: The Danish Broadcasting Corperation (DR} aired a feature on SST on Instagram afler

they found several examples of graphic SSI content. This was positioned as a follow-up to the documentary that aired in
Febniary which uncovered an 531 network on Instagram. We used this as an opportunity to highlight the need for our
more sophisticated classifiers in {he FU and highlighted that COVID- 19 meant reduced reviewer capacity. The main
criticisms were that we don’t care enough to look for and remave this content, we don’t do enough to enconrage people to
report this content. and we're not Iiving up to our responsibility fo keep people safe.

Fscalation - Jonathan Galindo SST viral challenge (T68917996): An article in a local newspaper quoted Brazilian
police alerting parents about profiles with the name Jonathan Galindo and a *dog face” profile photo for allegedly meiting

suicidal behavior in young people. The case gained traction ameng the Brazilian press, with main national outlets picking up
the news and the policy team received inquiries {from policymakers,

o Private by default

« A big investment in body image, social comparison, and cating disorder issues

Sarah Chang opened your conversation with Jennifer Hanley, Amber Hawkes, Ravi Sinha, Karuna Nain, Antigone Davis, Holly
Hawkins, Deepali Liberhan, Liz Lagone, Sylvia Musalagani, Vaishnavi I, MC Capelo, Sebastian Sposito and David Miles Sep 27,
2020 at 6:33 pin

Hoily -ediux} Sep 24, 2020 at 6:14 pm

Hally ened your conversation wiih Jennifer
Deepaly Liz [ S yivia

5:35 pm

'\mbcx_ Sarak Ravi Smha, Karuna Antigone
shnavi J, MC (JJJ Sebastian ind David Rep 21, 2020 at

Davis

Karuna Il added you to a document Sep 27, 2020 at 5:17 pm
Karuna - added vou to a document Sep 2/, 2020 at 5:17 pm
Karuna jJjjjiidded you to a document Sep 27, 2020 at 5:17 pri
Kamna-idded you to a document Sep 21, 2020 at 5:17 pm
Km'una-addod vou to a document Sep 2/, 2020 at 5:17 pm

Karuna -lddﬂd Antigone Davis, Decpali- Holly - Liz- Sarah -and Vaishnavi [ to the thread Sep

28,2020 at 3:23 pm
KarunalJJll :dded you to a document Sep 27, 2020 at 5:17 pn:

Karuna-c;wb!ed ik sharing - View/Edit Sep 21, 2020 at 53:20 pm
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Karana Nain edited Sep 24, 2020 a1 5:22 pm
Child Safety State of Play
Interim update - September 2020

PublicPolicy landscape

s CDA 230
o BARNIT

o VK Online Harms
« QAnon
o COVI-19

Product

e Facebook
o IG

Policies
Enforcement

Resources / Education

What we need

July 2020

Where are we with the various policy discussions relating to childrven on our platforms, and where we think we are most
viilnerable and need to siep up our efforts.

Child Exploitation

Policy Landscape

Our encryption announcement has created tremendous anxiety among CNAM safety stakeholders, and generated significant
legislative activity across the globe centeved avcund exceptional access and other technical requivements and/ov intermediary
content lability, as well as calls to break ws up. Multi-national and multi-sector badies, including the Five Eyes, the EUIF, and
the WePROTECT Global Aifiance, arve driving a coordinated campaign against our message encryption plans, which hus
caught the attention of vur advertising clienty as well as lovge foundationy such as the Oak Foundation and Skoll, and driven
shareholder inquiries. A spike in CSAM reporting and increased dependence on online technologies during the pandenuc hus
made tis issue COVID 19 resilient. There is some visk we become isolated from the vest of industry, which could vesuli in F8
specific solutions (e.g., Apple has tried to differentiate FB e2e messaging based on social graph). Priovity Countries: US, UK,
Austrelia, Indic, EU and Brazil (other potenticd hot spots due to high incidence rates and/or active child exploitution legislation
Philippines, S. Kovea, Taiwan, Jupan, Avgenting, Chile and South Africa).
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Immediate Product Vulnerabilities

o Rooms: livestreamir

o Epheroerality: negative impact on ability to report

o Interop: discoverability and reachability

» NOMEC reportis conlext

o Wiy

on {08

ISApPD ial platforms + ay

B3

¢ COVID:

Direct

Unconnected adults b

« froplicit

¢ Sex trafficking and sexual s

Areas of improvement

Whil

', IWE, NSPCC. Thom,...) and m
TC WE Can siep up our ¢

backdoors are histed belfow

crs {1

tny

fforts 1o help manage our vitlner:

o NCMEC Repaorts:

contextuaiize these numbens

down the number of reporis bef

e mowe mvestigations than LE cumentd

enforcement wi

o Minor Sexualization: much stricter policies

GMEs, SoNundit

s TC Project Protect: fast track some key wins like universal video hash sharin

mdependent accountabiiity system that fracks to CSEA vol prin

s Livestream: develop content independent CEI detection tech, win

report

« Intevop: sir

Ephemerality: ¢ inor carveout for disappearing mode

s, chiid safety

s §G: Hxiend existing MSGR Safety tips for seams, impersonat

content re minor sexualization and build ¢ £s to detect and

Is, better age-rel

ke action on p

like Explore, hiashtag pages, Ree ated logic for preventing ¢

inors

o (roups:
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sorne governments will not be satisfied with anything short ol a backdoor, offering limited o

nd push hack agai

encryption through preventative work incl
afety notices, {riending limitati
the upseiling of reporting and packaging of metadata and info from public spaccs

v does

on of ninors on our servi

~hability controls, inchuding Guther restoctions 1o P

AC in HGD: Expand

i stoqe enable CSAM discovery and sharing

' ning will satisfy leading
)
governments, It will, however, alienate some privacy stakcholders.

st efforts fo require encryplion

s {e.g., group

ohutions,

ibility, reportability and reviewability upon

YMK and GYSJ

nd/or some way to enable content reporting and review

1 poficies on borderline
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7 for high sk

remove private invite links and group chat f

o robust system for removing apps that categorize and make searchable group invite links to WA groups in

violation of our terms of service

robust systern notifving platforms when users share group invite links for alleged WA CSAM groups

r education on safety and privacy tools

s Hlser Education: robust ongoing in product v

re, featire -risk wusers, user

s RTC and Remote Presence products: n-call reporting with evid

‘notices, upsell reporting/blocking)

cdocation/seli-remediation terventions (i.e. safe
He also shouid sertously consider establishing ourselves as the industry’s world leader on child safety through a large
scale investment (@S20-40M) 1 the develppaent of robust exteraaf ecosystem to thovart CSAM and support victims (“Big
Safety Favestment ™), would iaclude initiatives Iike global child help textline, global case management tnol that aggregates
alf case data for investigations and helps with priovitization, and scaleable antomated system for x~indusiry threat

information sharing

Recommendation

faternal readiness to rise to the chalfenge. Fxtenf to which theve is work ongoing to addvess the ‘aveas for improvement'

and opportunities flagged, suggestions on how sve might kick start conversations on this work.

:s with minors on FB, however

Ahead of Interop, work is in progress to block unconnected adults on FIB and IG from imtiating messa;

work s not from initiating messages to [G minors, Limited country tests and data analy
cably ¢ CHI sharing but product feadership has been unw
conversation up through Monika t it}
st to presen |GG o T W need fead

aw us tir mak iwh stronger case with our external

meei v

sSuppit
jers i
2 Mode but need CO

hat

we are doing good worl on this front. We h gress on biocking predicted graomers from using Disappeari

support to apply the same profection in IG. Work has been completed on basic

ty mitigations for Rooms but work still needs to

th Rooms and RTC (aka Video Chat), RTC, which is the predecessor to

donge to enable m-call reporting with evidence capture in

with Rooros {Le. {eature

par

lish even bare minimum protoctions this |

s high-risk w

Rooms, is not ye

5, user education/seif-remediation interveniions) and will require

We continue to advocate for s

hiip buy-in to accom

further restrictions to PYMEK

and reachability contiols in anticipation of Intero

we need more resources for m addition to ¢ s 10

CI3ss

ot for FB Live 1 currently ongoing b

er. Please see the chart below for detaiied summary of the specific related work and ifs

develop an operational sex trafficking class

status,

Age Assurance

Policy Landscape

itforat and

i our »

P eolsrn Ao s A
equency sajely staxeholders are de

manding that we do our utmost to keep U143 users «

ces. Gaps in this area hel

of our servi fitei oniine harms legisiation

t we appropriately account jor UlS users in the d

» outside the { oration

and regulation of various kinds, particula v key product changes and/or regulatory coila

£ -

we can prevent il-Ccons i , reguaring id ¢ iction al sign up, I8+ equiremen r social media,...

j

id secure vmakers parent

£ ivers. Pric

stakehoiders, inciuding §

Countries: oot 1), and countries that ave hig n region A

Brazil, South Af
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confent”
o Colombia/Pery/Paraguay/CENAM: reutine bills on mandating blocking content for kids (videogames, social media,
educational, ¢tc)

Immediate Product Vulnerabilities

s Lackof U3 pro dentification and enforcement mechanism

» Need for improved age identification maodels that allow us to beiter predict age of users and offer appropriaie age-related
filicring and proiections (esp, w/r't 1G where stili fack age data for rost users, which prevents vs from mmplementing a
mimber of age-refated protections ¢.g. restricting unconnected minors and adults fom interacting, full rollout of Safety
Warnings (currently only planned for those users whose age we know)

Areas of improvement

The deveiopment of a device-side system for age verification t block L13s from our services will go a Jong way to addressing the
concerns of child safety stakeholders, but we need to fast track that effort. We also need to improve our age identifymy classifiers and
expand “age appropriate” protecti

ons and EXperienees (¢.g., coming soon [G account will be private by defauli for minors},

o Loocking back: work with a trusted expert/group of experis o review owr default settings, protections.... for minors, identify
v

improvernents (e.g. GYSJ and PYMK restrictions). and inplenent them

o Looking forward:
o develop a “safety by design™ process or preduct safety review similar to privacy review
o i product LTI speciiic user education on safety and prvacy wols (e.g., unigque user education af sign up)
Recommendation

Internal readiness to rise to the challenge

fnternal readiness to rise to the challenge. Extent 1o which theve is work ongoing 1o addvess the 'areas for improvesent'
and opportuaities flugged, suggestions on how we might kick start conversations on tiis wovk.

In March it was decided that we would not build a classifier fo deteet minors under 13 vears eld. Instead, we wounld push industry

pariners for deviee/OS level age verification and managerment solutions. Sinee then, Ceentral Privacy has stood up a smal] teanm onyouth
privacy but a PM is yet 1o be hired. They have oflered to prionitize a tew jow business costhigh policy impact projects for H2. kdentity
Integrity has also identificd a PM who would own age verification but they will not prioritize this waork uatil e have cl
obligations to do 30, We need Jeadership support to push product to act on knowledge we already have, 1.e. clear our backlogs, disable
verified ul3s, build an vl8 checkpoint fo review minors who bave been reported on 18+ products Tike FB Dating. /
backdrop, our enforcement is not consistent across alt apps for a single known person. In addition, age models perform inconsistently

car legal

mst this

erent markets. We recommend that Policy leadership stack rank and prioritize our most sensitive poliey driven markets and
asic principie that if

across di
make clear to product that we should eperationalize those markets fisst, We also need leadership to support the b

we'ie using a signal to predist age for business purposes, it should be used to enforce on age. For example, we need o use age
prediction to gate minors from alechiol ads and other high-risk features where we currently rely sofely on stated age. Age models alse do
not work as well on IG because G only staried to collect age data in December 2019 and we currently only have stated age for ~67%
of TG users. We need leadership support to convinee 1G leadership to collect age for the remaining users for whom we have no stated
it of special protections for punors and theo bring
of experts to review our defilt settings and protections for minors, identify improvements (e.g. GYSJ and PYMK restrictions}, and

age, We also would like leadershup sign off 1o conduct an @ in a trusted expert/group

implement them.

381

Policy Landscape

While SST experts support our existing policies and our commitment fo ongoing review of our policies, the need to exp

ever picrea rate of death by swicide and concerns about the impect of social media on youth well-being maore broadly keep

us under heighitened scruting in thns area — most noiably in the UK. Specifically, this translates into concern among some

policvmakers and stakeholders that almaest any exposure to this content for miners “novmalizes " it and puts them at visk, and

these concerns which Lelp fuel online harms legistation to ensure we beha Additionally, some policymakers and

2 FESPONSiD,

t our wark in this area, creating a tension between those who

health policy experts are raising privacy related questions w/

push for increased scanning and those who want us to tuke a more privacy sensitive approach. This tension begs for a forward

leaning approach involving both sels of stakeholder to come to agreed upon norms
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Immediate Product Vulnerabilities

EU — escalations, heightened risk on 1G specif:

y because of how #tags work

o only one classifier n

o Jack self~harm support resources te.g. eating disorders, cuttin Iy, we send suicide prevention resources and Gps

ng i any Kind of seli-haom

10 pey;

fack different resources and specific actions for users who are using our platform o promote versus admit suicide

®

o lack

e §G:

population/risk specific resources on the SS51 checkpoint

rnalic aggy

izck classifiers to detect and fake action op pro 1 content o surfaces bke Txplore, hashiag

5 L e |
ges, Reels

tocowred

spaces like 1GI being used fo encou group suickles 1 Norway §

he

fast year and we don't scan i

Areas of improvement

it with the IDPC sow

we face in the UK in particular. That said, we should continue to stress test cur §

addressing the policy heat

S policies and implementation & ds including on

aind build a more context sensitive response systern with differentiated actions and

borderine content and SSI promotion vs, admission

best

ty stakeholde

resources. We also have an opportunity 1o lead here by 1) working wiil gether to dev

praciices with regard to AX, responses, data retention,... and 2) helping build a global crisis te > system

Recommendation

Internal readiness €6 rise {6 the challenge

fnternaf veadiness to rise to the chollenge. Extent to which there is work ongoing to address the 'areas for improvement'
and oppormnities flagged, suggestions on how we might kick siart conversations on this work.

sggess on policy developinent ¢ boderline content and st

ere remains the inability to use cur existing S8

wderway to
es, Reels. In

to detect and take action on problernatic ¢ >, hashtag

addition we need to continue fe refine our ability to provide people with more local/ culturally relevant resources depending on the crisis

they are experiencing (sell haon vs cating disorders vs suiexdal ideation... ).

Well-Being

Policy Landscape

al distancing regiarements of the COVID-I9 pandemic have generaied greaier awareness of

PN jGrasvnes

relaied to mental health and well-being (e.g., anxiety and loneliness), as well as an appreciation among policy makers and the

/ 2,
s for i

neople o«
Peopie o

¢
facus from how tech may create, realth and well-being issties to how tech can assist in

re to execute well could surtace an even worse “tech backiash”

aroud mentad health and well-being issues negatively associaied with fechinology fe.g., passive time spent, pressure fo be

OMO, et} and fuel some sing legisiative/regulatory efforls.
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Immediate Product Vulnerabilities

o FBHG: Lack of self harm support resources {e.g. eating disorders. cutting): currently, we send suicide prevention

in any kind of self-hagm,

urces and tips to people ¢igagis

e Product infrastructure limitagions: johibit our ability to make necessary guarantees around protection of 1ental health related
data
¢ FB - Bullving and harassment: Lack of mass comment moderation tools
Areas of improvement
There is a nead for stronger research around social comparison and loneliness on our platforms. We have an opportunity to knch x-

mdustry Digital Wellness Lab with Ces
have an opportunity here to demonsirate our commitment to building a supportive community through cfforts such as buiidin

iter for Media and Cluld Health at Harvard {0 seed imdependent research in this space. We also

2 group

siness API for crisis support orgs, CSOM and the connected generations nitiative.

admin support learning units, expanding WA b

¢ G

a

TUECS, 2TV

Policies: we need to stress test our policies wii/s bullying of U18 publ 1 1G public figares are

younger and harassment targeting them is gaining more scrutiny

ori and lonehy o Instagram to tackle some of

new research around social compe :
the root causes of SSI, bullying, harassment: more foundational mental health research being done in non
!

o Research: condu

UK markets
« Facebook:
o Product: Proactive bullying Al comment fiiters on FIB to get parity w/

G

o Palicies: Refining public figure definitions and developing more profecticns from harassiment for public figures

ds

Product: Neod to ensure global mental health efforts are culturally sensitive and align with existing approaches fov
mental health; resourcing and prioritizing Purpose Policy Framework for protection of health information

o Resources: Expanding mental heaith resource pages that are easily accessibie to users and regionally and age applicable

Recommendation

Internal readiness to rise to the challenge

Extent to which there is work ongoing fo address the "arcas for improvement’ and spportunities flagped, sugpestions on
how we might kick stavt conversations an this work

We're making progress connecting people with resources on the COVID Information Center and with a new mes
ic figures. We are expanding

fanding page. We nead more product work on 1ssues such as social comparison, bullying of minor put
encrypted suefs

eoting posple wi

M but need more resources on produet given the need 1o demonsteate valu

and secure support,

i
Racial Justice
Also suggest internal audit to ensurve that «ll safety classificrs are globally resilient and operaie without bias.

Some detailed product asks:

o Laock in safety mitigations for Interop, including:

o Strong discoverability and reachability controls, Le. defanit minors fo the most private and safe seitings;

o Extend existing MSGR messagng and Friending resaictions for uncormected adult<>minor in IGD and

will not degrade current protections in place for minors;

ensure cross-neiwork mess:

> Adl nor carveant for Disappearing Mode and prevent use of feature by predicted groomers:

& User reporting education and message download for Unsent and Disappearing Muode messages with

tombsiones:

3

s Dnsure all vontent is repaatabls and reviewable by CO;

o Increase retention pericd {or unsent and ephemeral messages:

o Add thread-level reporting in IGe
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o Call out in MSGR that unsent messages are reviewable:
» Fducate users about Impermanence at key product experience points
o Tell sendertreceiver that unsent messages can be reported for X first uses
= Make Reports availabie to Reporters and give them options o save a copy or aceess reported
content, nchuding tormbstones within context
o Robust user controls for x-netwark reachability/discoverability.
o ¥nsure existing safety controls such as Restrict and Ignore are not degraded by cross network messaging and
maintain user expectations,
« Strong integrity meeasures to reduce harmful content sharing and inferactions:
o Remove private invife Jinks and group chat tab in hannful content associated FIB groups
o
o Add “Who can. ..

o Sex Trafficking classifier with a focus on minor sex teafficking

Self-remediation tools and backend measures that promote safety while respecting users” privacy for RTC and Remote
Presence products, such as:
o In-call reporting with evidence captune;

o Screen-sharing static notification either in roster or as part of Ul control panel;

2]

o Feature gate high-risk users;
o User education/self-remediation interventions (1.e. safety notices, upseli reporting/blocking):
o Understand abuse prevalence / useful proxies in IG RTC + MSGR RTC.

Suppait our Giobal Classitier Resiliency and Fairness initiative for safety classifiers that are critical 1o our issue areas,

Age Assurance [ Verification
o Proactive age verification and enforcement / ul3 clussiffer; ul¥ checkpoint

o Dxpanding age appropriate expetiences, 1e. )dentify and build special protections (default settings, content
restrictions, blocked products) that should apply to ul2 and ul8 users.
Suicide and Self Hann
o Self hanm support resources (e.g. eating disorders, cutiing; currently, we send suicide prevention resources
and tips to people engaging in any kind of sclf-hamn)

Providing varying resources and actions to people using our platform to promote versus admit suicidality;
pelicy development and classifiers needed to action differently and appropriately.

[s]

» IDPC classifier approval for Europe

o SSI checkpoints on FB and 15 need to be maore refevant and population/risk speeific

o Crisis Service Over Messenger engineering sepport
X-Induostry Sharing:
o Video DNA x-mdustry banks
ser Education and Markefing:

» [In-product user education campaign to drive awareness of privacy and safety tools, settings, ...

¢ Design and tng resources for the Safety Center

o Better product walkthrough for new users, teens (13-15) to flag how to report content, connect to the safety centre and
help centre

Additional Quips/Docs

o 1H2020 Global Safety, Health and Well-Being Policy Plan
o HI2020 Plans (Review)

o Safety Poiicy Product Asks

+ H2 Plans

« Safety Legislative / Regulatory Tracker

Karuna Naiu created the document Sep 21, 2020 af 5:20 pm

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00027402
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY METATNAG-011-00145433

PX-00020, Page 41 of 42



HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00027403
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY METATNAG-011-00145434

PX-00020, Page 42 of 42





