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EXECUTIVE SUMMARY
Objective:

Instagram (IG) leadership has publicly committed’ to raising the standards for protecting teens online. As part of this work, in 2021 and 2022, IG announced stricter privacy and safety
default setlings for teens, and added massaging restrictions on 1G Direct (IGD) (o protect leens against unwanted contact from adults.

In Q4 2022, Intemnal Audit {IA) performed the IG Youth Well-being Phase 1 Assurance Audit, which focused on content integrity Tor teens and interaction restriction controls between
teens and potential violators. In Phase 2, we assessed the design and operating effectiveness of the key controls related to 10 teen default restrictive settings, and IGD private
messaging reskrictions between adults and teens. in addition, 1A performed remediation validations on the open observations® that were identified in the Phase 1 audit.

Scope:

1A independently assessed the design and operating effectiveness of the key confrols implemented for the Tollowing 3 scope argas:
= I Teen Default Restrictive Settings: 16 pre-selects the most restrictive and private settings for teens (e.q., private account by default, contact information not requested by
default during conversion o business account).
«  IGD Private Messaging Restrictions: Unconnected aduits® are limited from initiating 1:1 private messages with leens, or adding them (o privale group messages. Teans are
limited from inftiating 1:1 messages with High Risk Adults® that they do not follow.
«  Phase 1 Audlt Observations: 15 open observations from Phase 1 audil, as sumimarized in Appendix L

Results Summary:

Based on the testing completed as of 7/31/2023, the isen defaull settings for Private by Default (PBD), Sensitive Content Contrel {(SCC), Tag, Guide, Reels Remix and Mention {(TGRM}
were operating effectively and management has remediated all the observations from the Phase 1 audit. For other default settings and 1GD rashictions, 1A identified 8 High risk and 1

Low risk observations. Based on the overall effectiveness of conirols for in-scope arsas, an “U rating is assigned to this report. The resulls and observation ratings in this report
are based on the design and operating effectiveness of internal conirels only.
Key observation themes are summarized below:
° Inconsistent suppression on data coliection of contact information for teens during the business account conversion; Lack of suppression on data collection for users with
unknown age )
“ Inaccurate and insufficient implementation of restrictive privacy default setling on Website Embeds” for teens
= Inconsistent 11 and group messaging restrictions between teens and unconnected adulis, including High Risk Adults

s generally defired a3 a usar over 13 years ofd and under 18 vears ok definition may vary based on product features and demagraphics.
ently validatad and deemed complete in A’ ue fracking p therefore ware excluded from this audil
18-20} are abie o iniliate 1.1 messaging with unconnected teens in close age proximity

iy

G Blog Posts ann 371772021 and 121772021, Tean (oflen used interchangeably with “youll
Coservations and Management Action Plans closed pefore March 15, 2023 w ndeper

. Unconnected means the recipient does not follow the sender, and they have nol messaged each other praviously. Alsa, young adu
{Le., the age gap is aqual lo or less than 3 years).

. High Risk Adults are adults that ha pici

5. The Website Embeds ks an iG product feature

0 N -

navioral patierns (2.g., Megative user feadback such as reports and blocks).
t allows a content (a.g., post, reel) or prafile of a public 1G account 1o be shared by third-party wabsite oulside of iG (s.¢., blogs and articles) using an embed code.
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DETAILED RESULTS AND MANAGEMENT ACTION PLANS

# Business Area

CGbservation/Risk Description

Rating

Management Action Plan Due Date

Owner(s)

1 IG Teen Dafault
Restrictive
Settings:

Business Account
Conversion

Inconsistent Suppression on Data Collection for
Teen Users

The G Small and Medium Business {8MB) Growth
team does not always suppress the prompt for leens
to enter conlact information during the conversion o
@ business account, As a result, teens’ contact
information may be collected and displayed as
public infonmation, which may not fully mest Meta’s
external commitment®,

For example, during the period from 6/8/2023 1©
719/2023, 1A observed that cut of 395K business
account conversion for teens, 13K (1.3%) were
prompted to entar contact information during the
conversion flow.

“ As a regulafory rasponse in 2021, Meta made an
extemal commilment that teen users who convert to
a business account should not have the option to
input contact information within the conversion flow.

High

The Instagram SMB Growth team will: 1. 10/31/2023

1. Investigate the leakage to identify
the root cause of discrepancy for {een
accounts at the time of conversion to a
business account.

2. Implement remediation {o prevent
the "edit contact information” prompt
from appearing for teen accounts at
the time of conversion o a business
account.

2. 1113072023

Garatt -

{Software Engineer,
1G SMB Business
Growth}

vi I
{Dhrector, 16 Core
Ads Enginsering}

t Based on the ongoing regulatary ing
somptexity of identifying tha root caus

v an the teen busi

58 ancounts, the 1G Product Sounsel indicated |

2 4G5 BMB Buginess G
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DETAILED RESULTS AND MANAGEMENT ACTION PLANS

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)

2 G Teen Befault Lack of Suppression on Data Collection for High The 1G SMR Growth team will 10/15/2023 Garett | EGNGNR
Restrictive Users with Unknown Age incorporate logie for the I3 business {Software Engineer,
Settings: account conversion flow fo prevent the IG SMB Business

The IG SMB Growth team does not suppress the "edit contact information” prompt from Growth)
Business Account  prompt to collect contact information when the users’ appearing for accounts with missing
Conversion age data is unavailable during the convarsion o a age or where age date cannot be Yi-
husiness account. As a result, if the user is a teen, ratrisved at the time of conversion, {Director, 13 Core

their information may be collacted and displayed as
public infonmation, which may not fully mest Meta’s
external commitment.

Ads Enginsering}
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DETAILED RESULTS AND MANAGEMENT ACTION PLANS

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)
3 I Teen Default Inaccurate Implementation of Ags Criteria for High The IG Growth Acquisition team will: 1. 10/31/2023 Sona ING_N
Restrictive U.8. Teen's Default Privacy Setting 2. 11/30/2023° {Product Manager,
Settings: 1. Review the age band difference IG Growth Product)
The IG Growth Acquisition team does not defauit to between LaMa and current

Website Embeds” - the more restrictive privacy selting of "opt-out” on implementation, determine the logic PO«Lung-

.8, Website Embeds for 16 and 17 vears old U.S. teen based on current risk assessment and {Boftware
public accounts, as required in the Launch Manager obtain cross-functional (XFN) Engineering
{LaMa). As a resull, teens’ posts and profiles may be approval. Manager, G Growth
publicly displayed outside the G app. Acquisition)

2. Implermnent required changes based

on the approval. Morgan-
{Direcior, Product
Management, 1G
Communities)

“The Website Embeds is an G product feature that allows a content {e.g., post, resi) or profile of a public IG acoount to be shared by third-party website outside of IG {e.g., blogs and articies) using an embed code. Website Embeds allow the user’s
profile or cordent to be shared along with thelr username and a link o thair instagram profile

1 Bue to the depandency on the XFN ooliabaration, the G Growth Acouisition team has reguested a 3i-day extansion io 1A's standsrd 60-day remediation guideling for High risk nbsarvations.
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DETAILED RESULTS AND MANAGEMENT ACTION PLANS

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)

4 IGTeen Default  Ineffective Implementation of U.S. Teen Default  High The IG Growth Acquisition team wit: 1. 10312023 Sona [ NIEIN
Restrictive Privacy Setling {Product Manager,
Settings: 1. Identify the root cause for the 2 & 3. 12/31/20237 16 Growth Produch)

The G Growth Acquisition team doses not always discrepancy in the “optoul” default for

Website Embeds -
U.s.

default fo the more restrictive privacy setling of “opt-
out” on Website Embeds for the U.S. teen public
accounts under 18 years old. As a result, teens’

Wabsite Embeds.

Po-Lung
{Soltware
Engineering

8z jo L abed ‘08010-Xd

2. Implement remediation to always
pra-salect Website Embeds o “opt-
out” for inlended users.

posts and profiles may be publicly displaved oulside
the IG app.

Manager, IG Growth
Acnuisition)

Mcrgar_

{Director Product
Management, 1G
Communities)

For example, IA chserved that oul of 564K 1.3,
under 16 public accounts registered in May 2023,
43.7% (248K} were not pre-selected to “opt-out”.

3. Establish monitoring o frack
effectiveness of “opt-out” as default for
Website Embeds setting and sst up
automated alerls 1o notify oncall in
case of anomalies.

T Bue io the dependency on XFN collaboration and the product decision made on observation #3, the 1G Growth Acquisition team has reqguestad a 6k-day extension to iA's standard 80-day remediaiion guidaline for High risk observations.
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DETAILED RESULTS AND MANAGEMENT ACTION PLANS

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)

3 I3 Teen Default Lack of Privacy Setiing and Restrictive Default High The IG Growth Acguisition team will: 1. 1013172023 Sona -
Restrictive for Mon-11.8. Teens 2. 12131120237 {Product Manager,
Settings: 1. Determine if the Website Embeads IG Growth Product)

The IG Growth Acquisition team does not provide setling and teen default should be
Wabhsite Embeds - the privacy setting and does not default to the more rolied out to non-U.8. teens. Po-Lung -
Mon-l.S. resiriclive selting of “opt-out” on Website Embeds for Dacument the decision and rationale {Boftware

non-U.8. teen public accounts. As a result, non-U.8. in the Laia tool. Engineering

teen public accounts cannot control whether their Manager, G Growth

content and profiles are displayed outside of 1G, and
do not hava the most restrictive default setting.

Acquisition)

Msrgan-

{Direcior, Product
Management, 1G
Communities)

2. Based on #1 implement dacision
made in the LaMa ool

1 Bue to the dependency on the XFN collaboration and the complexity of global roli-out, the 13 Growth Acquisiiion team has requasted a 60-day extension o 1A's standard 80-day remediation guideline for High risic observations.
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DETAILED RESULTS AND MANAGEMENT ACTION PLANS

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s}

Anand -

6 IGD Private Inconsistent Private Messaging Restriction High

The Messenger Well-being team will: 1. 9/30/2023

8¢ Jo 6 abed ‘08010-Xd

Messaging

Restrictions:

1:1 Messaging

Betweesn Teens and Unconnected Adulis”®

The Messenger Well-being team does not always
prevent unconnectad adults from initiating a 1.1 thread
with teens on 1GD. As a resuli, teens may be exposed
to unsolicited contact from unknown adults, which may
not fully meet Meta's external commitmant™,

For example, on 6/10/2023, 1A observed that out of
2.70 new threads initiated by an adult with a tsen
globally, 238K (9%} were from unconnected adults.

" Meta made an sxdemal commilment in the 1G Blog
Past on 3/17/2021 that unconnected adulis cannot
initiate a private 1:1 message with a teen on G0,

1. Estabiish thread initiation event-level logging
and perform analysis to delermine the
effectiveness in unconnected adult - isen
infervention in 1:1 threads.

2. Implement remediation to prevent the
unconnected adulls from intialing 1.1 threads
with the teens.

3. Establish monitoring to track aduli-side 1:1
messaging sffectiveness and set up automated
alerts to notify oncall in case of anomalies.

2. 1013172023

3. 11730720237

{Product Manager,
Weli-being XFN
Team}

Felipe -

{Software Enginesr,
MWE Foundations -
Support & Care)

Ananth “

{Engineering
Director, Trust ENG
Leadership)

* Adutts included in 15D messaging restriction

ing are above 21 years oid, including high risk adulis,

1 Due 1o the dependancy on the XFN calleboration and the complaxity of the investigation, the |G Messenger Well-being team has requested a 30-day extension o 1A's standard 80-day remediation guideline for High risk observations.
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DETAILED RESULTS AND MANAGEMENT ACTION PLANS
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# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s}
7 IGD Private Inconsisient Group Chat Restriction Betwesn High The Messenger Well-being team wilh 1. 9730/2023 anand [TA

Messaging

Restrictions:

Group Chals

Teens and Unconnecied Adulls

The Messenger Well-being team does not always
prevent unconnectad adults from initiating group
threads with teens on 1GD, As a resull, lsens may be
exposed o unsolicited conlact from unknown adults
via group threads.

For example, on 6/10/2023, 1A observed that out of
315K teens added to group threads by adulls
globally, 35K {(11%) were by unconnected adults.

1. Collaborate with XFN teams to determine 2. 10/31/2023
required risk covaerage and acceptable tolerance
for the unconnected adult - teen intervention in

group threads. Document the decision.

2. implement mitigation to limit the unconnected
sdull - feen interactions in group threads.

3. Establish monitoring o track aduli-side group
messaging effectiveness and set up automated
alerts to notify oncall in case of anomalies.

3. 11730720237

{Product Manager,
Weli-being XFN
Team}

Felipe [ NGN0G
{Bofiware Engineer,
MWE Foundations -
Support & Care)

Ananth -

{Engineering
Director, Trust ENG
Leadership)

T Due to the dependency on the XFN collaboration and the complexity of the investigation. the 1G Messenger Wail-being team has requasted a 30-day extension o 1&s standard 80-day remediation guideline for High risk observations
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CONFIDENTIAL
CONFIDENTIAL

META3047MDL_REPROD_VOL021
METATNAG_REPROD_VOL017

META3047MDL-034-00504919
METATNAG-011-00622950



DETAILED RESULTS AND MANAGEMENT ACTION PLANS

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)

2] IGD Private Inconsistent Private Messaging Restriction High The Messenger Well-being team will: 1. B/30/2023 Anand-
Messaging Between Teens and High Risk Adults {(HRA%) {Product Manager,
Restrictions: 1. Collaborate with XFN feams 1o 2. 1G/31/2023 Well-being XFN

Messaging High
Risk Adult

The Messenger Well-being team does not always
prevent teens from initiating 1:1 conversations on
1GD with HR A they do not follow. As a resul, teens
may be exposed 1o potential negative experience in
interactions with HRA.

For example, on 7/3/2023, 1A observed that out of
B47H new threads initiated by feens with HRAs
globally, there were 231K (36%) threads where the
taen did not follow the HRA.

determine required risk coverage and
acceptable tolerance for the HRA -
teen intervention. Document the
decision,

2. implement mitigation to limit HRA -
teen or enforcement leakage to within
acceplable tolerance.

3. Establish monitoring to track feen-
side 1:1 messaging leakage and set

up automated alerts to notify oncall in
case of anomalies.

3. 1113020237

Team}

Felipe ]
{Bofiware Engineer,
MWE Foundations -
Support & Care)

Ananth _

{Engineering
Director, Trust ENG
Leadership)

*High Risk Aduits (HRA) heuristics on (G0 is defined as:

8z jo || abed ‘08010-Xd

« 7+ Negative Feedback eXpertence (NFX) by teens against the adult in past 28 day {inc. 1+ direct NFX) 0 2 Child Sexual Abuse Malerial (CS5AM)

« >3 year age gap

= Not ioiowed by feen OR <=
Aduits included in 1GD messaging ras

2 mutual reciprocal
ction testing are above 21 vears old.

1 Bue to the dependancy on the XFN collaberation and the complexity of the invastigation, the 1G Messenger Well-baing team has requesied a 30-day extension to i&'s standard 80-day remediation guideline for High risk observations.
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DETAILED RESULTS AND MANAGEMENT ACTION PLANS

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)

9  [GTeenDefault  Inaccurate Visibility of Privacy Seftings - Guides Low 1. The I3 Teen Safely team will 1. Pending 1. 'Yéchen-
Restrictive and Website Embeds make the Guides toggle unavailable ~ Validation {Software Engineer,
Seftings: in the User Interface {U1) for private IG Well-being Teen

Usar Exparience

The IG Engineering team does not hide the Guidss
and the Websile Embads setllings for private
accounts. As a resull, private users may mistakenly
think that they can allow others to publicly share
their post by creating Guides or Website Embeds.

accounts,

2. The 1G Growth Acquisition team
will make the Website Embeds
{oggle unavaiiable in the Ul for
private accounis.

2. 10/31/2023 Safety)

2. sex
(Software Enginger,
1G Growth
Acquisition)

Conan-{Saﬂware
Engineer, 1G Growth
Acquisition)
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APPENDIX | - MANAGEMENT ACTION PLANS - OBSERVATIONS (PHASE 1) - SUMMARY

. \ MAPs
Business Area Observations MAPs Total MAPs Closed
Past Due
Age-based Gating, Filter and
. 1 1 1 0
Demotion
Limiting Interactions 4 10 10 G
Sensitive Content 10 15 16 o
Control
Total 15 27 27 1]
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APPENDIX Il - COMMUNICATION CHANNEL

rseen [

Eng g

| | | _ |
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APPENDIX Il - COMMUNICATION CHANNEL
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APPENDIX Il - COMMUNICATION CHANNEL
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APPENDIX Ill - AUDIT REPORT RATING GUID

Rating . Rating Criteria

Limited "Low risk” observations:

‘rocesses and controls provide reasonable assurance that risks are managed and obieclives will be met

Limited “Medium risk” observations or a number of "Low risk” observations:
Some Improvements
Needed Processes and controls require improved effectiveness and efficiency to provide reasonable assurance that
risks are managed and objectives will be met.

imited “High risk” observations or a number of "Medium risk” observations

rocesses and controls include gaps that require significant improvements to provide reasonable
ssurance that risks are managed and objectives will be met.

everal “High risk” observalions:

rocesses and controls include critical gaps that require immediate improvement 1o provide reasonable
ssurance that risks are managed and oblectives will be met,
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APPENDIX IV - OBSERVATION REMEDIATION GUIDELINES

ﬁatin;% Raﬁn% Definition Remediation Expeciations

AROC
Communication

FProcess and control gaps that may result in (i) significant deficiency
or material weakness in internal controls, (i) severe decreass in
High Risk operational effectiveness/efficiency, (iil) violations in policy, laws or  Resolve issus within 60 days
regulations, or (iv) damage to Meta's reputation leading to
significant business impact.

Yes

Process and confrol gaps that may result in (i) deficiency in internal

controls, (i) significant decrease in operational effecliveness/ Target remediation within
afficiency, (i) non-compliance with policy, laws or regulations, or {ivy 120 days

damage to Meta's reputation leading 1o moderate business impact.

Medium Risk

Process and confrol gaps that may result in (i) minor non-
Low Risk compliance with policy, laws or regulations, (ii) deficiency in internal
controls, or {iil} decrease in operational effectiveness/efficiency.

Target remediation within
180 days
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

# Business Area

CObservation/Risk Description

Rating

SERVATIONS (PHASE 1)

Management Action Plan Due Date

Owner(s)

1 Limiting
interactions

Inconsistent filfering of HC account
recommendation

The IG Well-being Teen Safely tsam does not
always limit teen accounts from being recommendead
to the T polential viclators™ and vice versa. As a
result, teens’ accounis may be recommended to
potential violators and vice versa vig accound
recommendation surfaces.

For example, on a sampled day tested, on the
Accounts You May Follow (AYMF) surface, 1A
identified:

1} 7.2% {~1.4M out of ~19M) of potential violator
accounts in AYMF were recommended 1o al lsast
one feen.

2} 4.0% {~3.4M out of ~85M0) of AYMF
recommendations (o potential violators wers
recommaending teen accounts.

* This conteol applies o HC Medium potential viclators, defined
by the product team as users shave 18 without verifisd tag,
having 1 or mere Child Sexual Exploitation {CSE) viclation in
past 80 days or a Cormmunity Integrity (C1) classifier for [IC
score score greater than or equal to 0.3,

High

1. Perform validation testing 1&2. 272872023
upon MaCSA migration and
investigate any
racommendation leakage of HC
potential viclator accounts io

teen accounts and vice versa.

3. 3/31/2023F

2. Investigate any potential
delays in the propagation of
predicted age information from
Core Dimensions and mitigats
discrepancy, if needed.

3. Implement remediation (o
further limit exposure between
teens and polential viclalors
through AYMF
recommendations.

Weimaw-

{Software Engineer,
1G Well-baing Teen
Safely}

Soukgm_
{Software Enginesr,

G Well-being Teen
Safely)

+ Due o complexity of identifying the rool cause of the leakage and the migration from the original liIC classifier 1o the pew MaCSA encryption resifient detection method, the 1GWE Tesn Safely team has requested & 30-day
extension to IA’s standard B0-day remediation guideline for High risk observations.
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

# Business Area

CObservation/Risk Description

Rating

SERVATIONS (PHASE 1)

Management Action Plan Due Date Owner(s)

2 Limiting
interactions

Inconsistent follow list hiding

The 1G Well-being Teen Safety tsam does not
always hide tsen accounts from HC potential
violators™ and vice versa on the "followers and
following” surface. As a resull, teen accounts may
be displayed {o potential violators and vice versa
via the follow lists.

For example, on 2022-11-25, 1A observed that out
of ~2.5M HC potential violalors who viewed the
follow list surface, 37% ({ 824K) were shown at
least one unconnacted teen account.

* This control applies to HC Medium polential violators

High

1. Perform validation testing upon 182. 2/28/2023  Weiman [l

MaCSA migration and investigate leen

{Software Engineer,

accessibility to discover HC potential 3. 3/31/2023+ IG Well-being Teen

violators via follower and following lists
of other accounts and vice versa.

2. Investigate any potential
delays in the propagation of
pradicied age information from
Core Dimensions and mitigats
discrepancy, if needed.

3. Implement remediation o
further limit feens’ exposure o
T potential violator accounts
via follow list and vice versa.

Safely}

soukzin | | Gz
{Bofiware Engineer,
G Well-being Teen
Safely)

+ Due o complexity of identifying the rool cause of the leakage and the migration from the original liIC classifier 1o the pew MaCSA encryption resifient detection method, the 1GWE Tesn Safely team has requested & 30-day
extension to IA’s standard B0-day remediation guideline for High risk observations.
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

SERVATIONS (PHASE 1)

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)
3 Limiting Inconsisient effectiveness of I content Medium 1. Perform validation testing 1. BI28/2023 Wé}iman-
Interactions recommendation filtering upon Malicious Child Safety 2. 313172023 (Software Ef}gin@er,
Actor (MaCSA) modal migration IG Well-being Teen
The 1G Well-being Teen Safely team does not and investigate any leakage of Safety)

always limit recommaendations of teen created
content {0 the HIC polential viclators™ and vice versa.
As a result, teens’ confent may be recommended o

I potential violator created
conient to teens on the
recommendation surfaces, and

soukzinNENEGEGINE

{Software Enginesr,

82 Jo |z abed ‘08010-Xd

HC polential violators via content recommendation vice versa. 1G Well-being Teen
surfaces and vice versa. Safety}

Z. Implement remediation 1o

further limit teens’ exposure o

I potentia! violator created

content, and vice versa.

For a sampled week tested: 1) 2.2% (~27K out of
~1.2Mj of HC potential violator created content on
the bxplore surface was recommended to at least
one teen, accumulating ~466K teen imprassions. Z)
1.6% (~83K out of ~5.2M} of content recommended
to HOC potential viclators on the Explore swface wereg
created by teens, ancumulating ~200K potential
viclator impressions.

* This controf applies to 11C Medium potential viclalors.
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

SERVATIONS (PHASE 1)

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)
4 Limiting Undocumented exemption of accounts Medium 1. Reassess the blanket exemption on  3/31/2023 Weiman -
interactions verified acoounts and document the (Software Engineer,
The G Well-being Teen Safety team exempted decision and rationale. IG Well-being Teen
verified accounis from being classified as 10 Safety}
potential violators without documented assessment 2. Implement MaCSA mode! for
of the risk or rationale. As a resull, potential violating potential viplator deniffication based Souk&ma_
verified accounts may not be classified as HiC on the reassessment decision. {Bofiware Engineer,
potential violators. G Well-being Teen
Safely)

swithin | i

{Product Policy
Manager, 1G Product
Poticy}
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

SERVATIONS (PHASE 1)

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)
5 Sensitive Conterdt Inconsistent non-recommendable content Medium 1. investigate and remediate the 3/31/2023 Lucas -
Conirol (SCC 2.0y  flagging leakage of content with nudity {Software Engineer,
exceading the pradetermined non- IG Relevance
The i Relevance Integrity tsam does not always recommendable threshold. Integrity)
flag non-recommendable media when the classifier
scores exceed predetermined thresholds. As a 2. Set up moniforing and alert on the Bryan -
result, users may be exposed o sensitive content volume of content exceeding the non- {Bofiware Engineer,
via content recommendation surfaces. recommendable thresholds. KB
For a sampled day tested, 1A identified 0.2% of
content with nudily classifier scores exceeding the
integrity threshold that was not flagged as non-
recommendable therefore, not enforced.
5 Sensitive Content Lack of monitoring on content filtering Medium Set up monitoring and alert on the 3/31/2023 Lucas-

Control (SCC 2.0}

leakage

The G Relevance Integrity team does not monitor
the leakage level of non-recommendable content
getting recommaended o ussars. As a rasult, the team
may not promplly identify issues if an excessive
number of sensitive content is displayed on
recommendation surfaces.

non-recommendable contant
prevalences across all 3CC setlings.

{Software Enginesr,
13 Ralevance
Integrity}
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

SERVATIONS (PHASE 1)

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)
7 Sensitive Content Lack of monitoring on account filtering leakage  Medium Set up automated alerts to monitor 33172023 Eoy. (Software
Control (SCC 2.0) filtering leakage and mainlain an on- Engineer, 1G Well-

The 16 Well-being Connections Safety team does caii runbook. being Connections
not monitor the leakage level of non- Safely)
recommaendable accounts getting recommended on
the AYMF surface. As a resuli, the team may not
promptly identify issues if an excessive number of
sensiiive accounts are displayed on AYMFE

] Sensitive Content  Missing alert on non-recommendable account Medium 1. investigate discrepancies in 373172023 BOyél {(Software

Control (SCC 2.0)

prevalence

The IG Weli-being Connections Safety team has not
set up automated alerls {o monitor non-
recormmendable account prevalence on the AYMF
surface. As a resull, if the prevalence of poteniial
violating accounts on the surface increases, the
issue may not be identified and resolved promptly.

impressions count for users with the
‘Alow' setling on the 16 AYMF non-rec
prevalence’ dashboard.

2. Bet up automated alerts to monitor
non-recommendable account
prevalence on AYMF,

3. Develop and mainiain an on-call
runbook o address and remediate
alerts,

Engineer, 1G Well-
being Connections
Safety)
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

SERVATIONS (PHASE 1)

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)
9 Sensitive Content  Lack of Logging of Content Demaotion Medium 1. Migrate late stage demotion onto 1. 4/30/2023 adam NG
Control {8CC 2.0} Soft Action Kaleldoscopic Enforcement {Software
The 1G Well-being Enforcements & Classifications (SAKE) platiomm. 2.5/31/2023t  Engheering
Platform team does not log the real-time demation Ma}rmger, G well-
score” and dynamic thresheld for non- 2. Implement logging of the real-time being Enforcements
recommendable content. As a resuli, the demotions demotion score and dynamic & Classifications
applied cannot be measured or compared against threshold. Platform)
the original expectation.
* demotion score indicates the expected demoction strength
10 Sensitive Content  Inconsistent content filtering and demotion Medium 1. implement and maintain an on-call 313112023 Adam
Control (SCC 2.0y monitoring shift summary tracker to: {Software

The IG Weli-being Enforcementis & Classifications
Platform team does not always invesligate and
addrass filtering and demotion performance aleris
promptly. As a rasull, content filtering/demotion
issyes may not be identified or resolved promptiv.

- log slerls with assigned oncall
information, and

- document relevant delails on the
issuefresolution 1o provide context for
future aleris.

2. Establish SLA to close
alerts promptly,

Engineering
Manager, G Well-
being
Enforcements &
Classifications
Platform)

+ Due o complexity of migration o SAKE, collaborative development platform for integrity enforcements across Instagram, the IGWE Enforcements & Classification Platform izam has requested a 30-day sxdension 1o 1As
standard 120-day remediation guideline for Medium risk observations.

25
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

SERVATIONS (PHASE 1)

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)
11 Sensitive Content  Lack of input moniforing of PiSevere} v2 model  Medium Set up monitoring and alert on ML /3112023 Pranavi EGEGEzGzIR
Control (SCC 2.0) input signals for the P(Severe) v2 {Software Engineer,

The 16 Well-being Teen Safety team does not madel in production. Machine Learning,
monitor the input signal coverage of the P{Severe) IG Well-being Teen
vZ model* to assess its reasonablensss. As a result, Safety)
low coverage of specific signals {e.g., profile picture
signal} may go undetectad, leading to deteriorated
model oulput,
* P{Severe) v2 model is the maching leaming model that uses
profile slement approach to identify violating and non-
recommendable profiles,

12 Sensitive Content  Lack of performance monitoring of P(Severe) v2  Medium 1. Set up monitoring and alert on 3/31/2023 Pranav_

Control (3CC 2.0)

model

The IG Well-being Teen Safety team does not

monitor the performance (e.q., precision, recall) of
the P{Severe) v2 model. As a result, deteriorating
model performance over time may go undstected.

performance {Precision/Recall) of the
P{Severe) vZ model,

2. Establish model refresh cadence
based on performance moniforing of
P(Severe) v2 model.

{Software Engineer,
Machine Learming,
IG Well-being Teen
Safety)
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APPENDIX V - MANAGEMENT ACTION PLANS - CLOSED OB

SERVATIONS (PHASE 1)

# Business Area Observation/Risk Description Rating Management Action Plan Due Date Owner(s)
13 Sensitive Contert  Incomplete logging of account demotion Medium Set up logging of pagination 3/31/2023 Sadeih
Control (SCC 2.0} subrequests in the account demotion o
The 1G Weli-being Discovery Safety team does not logging table. (Re;i:earch Sclentist,
completely log account demotion on the search Ic J“e“"bfﬁ‘fg .
surface. As a resul, the sffectiveness of account Discovery Safety)
demotion cannot be measurad or compared against
the original expectation.
14  Sensitive Content  Lack of account demotion montoring on Search  Medium Set up monitoring and alert for the 313112023 Sadegh
Control (8CC 2.0y  surface Search surface on: -
- Demotion volume {Research Scientist,
The IG Well-being Discovery Safety team does not - Demotion rate, and G We%hbegzg )
moritor demation volume on the Search surfacs. As - Pravalence of non-resommendable Discovery Safety)
a result, account demotion leakage may not be accounts on Search across SCC
identified and resolved promptly. seflings.
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# Business Area

CObservation/Risk Description

Rating

SERVATIONS (PHASE 1)

Management Action Plan Due Date

Owner(s)

15  Age-based Gating,
Filtering and
Demaotion

Lack of monitoring on age-based
recommendation filtering

The IG Well-being Teen Safely tsam does not
monitor the input signal coverage and volume for
age-based filtering of the polential viclating Adult

Mudity and Sexual Activity (ANSA) & RGS content.

As a result, anomalies of fillering may not be
detected.

Medium

1. 8et up menitoring and alert to track 1. CLOSED
fittering volumes of ANSA & RGS
content and get notifications on

significant changes.

2. 2/28/2023

2. Creale a dataswarm pipeline 1o
measure input signal coverage
and set up monitoring alert on the
COVerage.

Aiexandez—

{Software Engineer,
1G Well-baing Teen
Safely}
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