Tennessee v. Meta
Case No. 23-1364-1V

Message PX'1 0081

ourdaan = =
Jourd [/O=THEFACEBOOK/OU=EXCHANGE ADMINISTRATIVE GROUP

(rypisonF23spoLT)/en=ReciPiEnTs/cn={
Sent: 7/10/2019 7:27:05 PM
To: John DeVine (@0 .com); Ellen ] G .com]; Arun [ @ b com]; Jeff King
Il @fo-com]; James Mitchell [ij@ fo.com]; Abigail Sooy | fo-com]; Neil Potts
T @ b.com]; Emily N U @0 -com); Amand: | T @ b com); Annie
I G com); Bettina [ W @ .com); Brynn [N W@ o-com); Cecilia | D
B G b com); Dana [ Il @0.com); Daniel [ (GO) G fo.com]; David | (GO)
G b com); Guy Rosen [Jil@ fo.com); James || N e - com); Jamic I
I o.com]; John [ W @ o.com]; Julio | W @fb.com); Kaitiin |
@ o.com); Karen [N S @ o com); Kate Gotimer ([ilJ@b.com]; Kevin Morgan
fo.com]; Manue! [} i@ fo.com); Mary G o
< o.com); Mick [ T b com); Vike [ B2 com); Mike [
e .com); Mirelle |l S @ com); Monika Bickert @ fb.com]; Nidhi [N
I @b.com]; Nivedita || N T - com); Ritz i [ @.com]; shauna R

fb.com]; Simon @fb.com]; Siobhan fb.com]; Stephen [}

@fb.com]; Tammy @fb.com]; Valerio fb.com]; Kristie-
@fb.com]; Mac fb.com]; Andrew fb.com]; Clint

R & fo.com); Tariq [ T @ com); uie N S @ o .com]; Enes R

e .com]; shraddha [N S com); Vishruth | T com); Heidi N
@ fo.com]; sarah [N T - com): 8rian [ B 2 1o com); Trac [

T ©b.com]; Ashley [ 2 . com); Jeff N I @ .com); Yosra | N
TG com); Aruna [N B @fo-com); Basak [N TG o com); Josh
B B b com); Joe [ HE @ b.com); Emer | Qb com); Gunce

G b-com]; Krishanth [ T @b com); Grezory [ W @0 -com; Eii

fb.com]; Sedn @fb.com]; Richard @fb.com]; Sarah [}
fb.com]; Chloé @fb.com]; Sohin [

From:

fb.com]; Ronan [

G fo.com]; Melissa [l @ com); Charu [N G o -com); Rohini [

R 21b.com]; Mike [N EC ©©-com]; Emily [ (Risk & Response) [ @f0.com]; Kelsey
B G coml; Zach [N TG - com); Chelsea | W20 com); Gabricla [
B G com); swithin [ I @ . com); Namrata | G b.com); Bernat
B G b com); Arielle [ T @ o-com); Tyler N W G . com); Michelle il
@ o.com]; Brennan [ TG .com); Emily [ B G .com); Dennis

@fb.com]; Howard @fh.com]; Scotty
0fb.com]; Jessica @fb.com]; Karina Newton
@instagram.com]; Aoife [} @fb.com]; Brandon [} @fb.com]; Marco |l
e b.com); christine [ G .com); srian N TG ©o.com); Bertram [
I b .com]; Antigone Davis [li@o.com]; Matt | WG fo-.com]; Aparajitha || N
T 2b.com); Liz- G instagram.com]; Aditi [ @ 0.com); Nikhil
B o Nick- [ @b.com]; Sheen N T2 com); Avesha
I - con); Laura [ B 2 > com); Samuele |

F@fb .com]; Chris (ct) @fb.com]; Akum @fb.com]; Irem
@fb.com]; Colin @instagram.com]; Nishesh fb.com]; Sarah‘
_@fb.com Maurese [ B2 com; Vark [ S G -com); chad
G o.com]; Michael Rothschild ([Jilj@fb.com]; Elif ] i @fb.com]; Maggie [}

fb.com]; Valerie @fb.com]; Lipi @fb.com]; Jen
_gfb.com]; Jen‘ - @fb.com]; Lena. -@fb.com]; Jum
e o.com); Sam [N @ . com); Chris i} (Instagram) [@fb.com]; Adam |}
e b.com]; Arpit ] @ fo.com]; Yoav Shapira [@instagram.com]; will [

@instagram.com]; Aditi [ll@instagram.com]; Vainius fb.com]; Aditya

@fb.com]; Simon fb.com]; Taylor [ @fb.com]; Liz | @fb.com];

Max [ 2 ~stocram.com); Jonathan [ e o com]; Marc ] i@ instagram.com];
Mike [ @b com); Caitiyn | W @b com); Privanka N W @ o com); Amy
I B @ b.com); Aravind [ o -com); Andy [ E @ o-com); Aziz [
2 b-com); olivia | 2 . com]
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Locations
IMVWO0401.06] 1
[ VW%Q? 0418

?

{{I}{”}ﬁ%?f} 071 Dupont Circle (aoces
[LONGOO1 .03 Leadh “zgg E{ige {z
IATXO300.11] Shiner {(accessibl
[SINOO0D.271 10 mmmea {(accs within Fac
IMPKO0Z20.122] Once Upona Time in %h@ W@Sﬁ: {a¢
INYCO335.17]1 The Hound of the ﬁagk@m%é@g A
[DUBC004.01] Dreamy Sleepy (accessible withi

|
|
|
[
|

MPKO024.021 Cat With Heart Eyes { ssible
MPKO021.1271 Can you dial into ﬁﬁueg&a ns i ngieaé’?
SAF0181.31] Cvsters in Sausalilo (acoessible will

NYCO770.14] Jack Reroaspect Ratio
HYDOO12.071 Charminar (a0

Connect to Blue Jeans

Facebook Employess
QuickDial into meeting from room of browser

Non-Facebook Invitees
Join meeting from vour compuler

Meeting 1D: 431543414

Telephone: +1 (408) 740 7256 (US) or other dial in numbers
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Inappropriate Interactions
with Children on Instagram

Proactive Risk Investigation

Jourdan| Luke I 2nd Yosra D

June 20, 2019
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Thank you

Instagram

Bettina [ N
Aditi [ N
Aoife [l
Nikhil [
Adam i}
Karina Newton
Liz [N

Matt [
(Messenger)

N g2 rch)
colin | lEGN
irem [

HIGHLY CONFIDENTIAL (COMPETITOR)

Problem Process

Shauna |l
Tammy N
Chelsea ||l lEGEIN
Swithin [l

Zach |l
Liz [
Taylor || N
Lena [N
Gabriela [ | lGN

Michelle |Jjij (Graph Integrity)
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Content Policy

Aparajith S
srynn [
elif [

Safety Policy

Antigone Davis

Jeremy ||B

External Metrics CP
Platforms

Core Data Science

Christine || jl}
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Cl

Namrata [
Bernat [
Vainius |||l
Aditya [
Julien ||l
Chris [ G
CIRES

Sarah |

Imminent Risk

Arielle ||l
Tyler S
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Context

Testing & Cause Analysis

Recommendations & Discussion

3
X
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What s lIC? RS

2. Inappropriate interactions with children (IIC) such as: +  Meeting or Met for Sex +  Sexualized Conversation
L . . . . « Position of Trust « CEl
a. Initiating unsolicited contact with minors (for example, private messages between stranger «  Sextortion
Its and minor: * Suicidal or Self-Injury
ad‘:' , d X ¥ *  Minor Sex Trafficking
b. Soliciting, displaying, sharing, or viewing imagery of nude, sexualized, or sexual activity with « Sadism
minors * Incest
y y st ial ; : «  Minor on Minor Abuse
c. Arranging real-world sexual encounters or obtaining sexual material from a minor directly - Bestialfy

d. Displaying nudity to minors

7. Child Nudity and Sexual Exploitation of Children
Policy Rationale: We do not allow content that sexually exploits or endangers children. When we beacome aware of ° Bernat- ta CIPCO HPMs

apparent child exploitation, we report it to the National Center for Missing and Exploited Children (NCMEC), in June 17 at 9212 AM

compliance with applicabile law. We know that sometimes people share nude images of their own children with good

intentions; however, we generally remove these images because of the potential for abuse by others and to help Interaction Integrity IC HPM - 11th June, 2019
avoid the possibility of other people reusing or misappropriating the images. Roadmanp: inappropriate interactions with Children (IIC) CIPCO Q2 2019
Roadmap

Dashboard: https://fburl.com/datainsights/if1tvbf8

This week 'l be trying & lighter format with links to more delgiled posts, (et me
know if you prefer the previous formati

IIC XFN (formerly Anti-Grooming XFN) HIGHLIGHTS
Closed Group

« Team changes: IIC is becoming Child Safety at the end of the quarter
IC will be merging with CEIl, thus taking ownership of the entire

About  Posts  Members  More~ . \ '

child safety space and rebranding as Child Safety. The IIC (LON)

and CEl (SEA) teams are still operating independently until the end

of Q2 with CEl being transitioned to this team for Q3 [post]
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Investigation Scope

piTopriate interactions W dren (1IC) such as:

a. Initiating unsolicited contact with
adults and minors)

inors (for example, private messages between stranger

aring, or viewing imagery of nude, sexualized, or sexual activity with
minors

c. Arranging real-world sexual encounters or obtaining sexual material from a minor directly

d. Displaying nudity to minors
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secnat [ «© CpCO HPMS
Jung 11 @ #12 AM

Interaction Integrity IC HPM - 11th June, 2019
Roadmap: Inappropriate iMeractions with Children (IIC) CIPCO Q2 2019
Roadmap

Dashboacd: https/fburl.comjdatainsights/if 1tvbig

T'his week 1l be trying o Kighter format with iinks to more detaiied posts. et me
Keew it you prafer the pravios forman

ng Child Safety at

> NC will be merging with ership of the entire
ohild safat rancing as Child Safety. The NC {(LON)
and CEL(SEA) teams are still opereting indepandontly unil the end
of Q2 with CEI belng transitioned to this team for Q3 Ipost]

HIGHLIGHTS

» Team changes: |IC is beco end of the quarter
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Meeting or Met for Sex
Paosition of Trust
Sextortion

Suicidal or Belf-injury
Minor Sex Trafficking
Sadism

incest

Minor on Minor Abuse
Bestiality

& & & 8 % e s & #

.

*

Sexualized Conversation

CEl
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OnlineHarm
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Current enforcement
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Current Enforcement — Online Harm

unknownmans
Mar 5, 2019 7:03pm
18009433798154504

Current enforcement
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Current Enforcement — Real World Harm

: Nelson
b Mar 10, 2019 6:31am
WY 17980680856201794

X 7
X 7
N Vi
\_ OnlineHarm
/
\\ / i
NS (R Current enforcement
Real World % y
Harm
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S Upstream
preventionfor an
encrypted world

OnlineHarm

7’““”“ Current enforcement
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Types of IIC on the Platform

Unsolicited DMs Unsolicited Comments

” Q@ B O &K
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=

1. Discoverability 2. Inappropriate DMs 3. Inappropriate Comments
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=

1. Discoverability 2. Inappropriate DMs 3. Inappropriate Comments
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We may be facilitating possible
groomers finding young people
through following, hashtags, explore,
and search.

Hypothesis

ot
§ * Created two test users

* One followed teen hashtags

* One followed sexy teen accounts

13rftc

2
§ Test User 1
o

HIGHLY CONFIDENTIAL (COMPETITOR)
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gogo1980aix

Test User 2

is
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1. Discoverability — Test User 1

LPPEWLTEH v COVWIENT
@D sexy teen shoutour. 2016

Test user 1:

Followed teen related hashtags.
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1. Discoverability — Test User 2

Test user 2:
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We may be facilitating possible
groomers finding young people
through following, hashtags, explore,
and search.

Hypothesis

gif"‘g * Created two test users
* One followed teen hashtags
* One followed sexy teen accounts
£+ Followinghashtags with minors did
- . .
2 not result in contentbeing served
s to us.

* G recommended a minor through
top suggested to an account
engaged in groomer-esque
behavior.

HIGHLY CONFIDENTIAL (COMPETITOR)
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13rfte

Test User 1
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Test User 2
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The recommendation
algorithms worked as
intended.

1. Product

The account followed and
searched for sexualized
minor accounts.

IG recommended a minor
through top suggested to an
account engaged in
groomer-esque behavior

There is not currently a
whitelist to determine which
accounts canand cannot be
recommended in top

suggested.
3.a.Protocol
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1. Discoverability - Recommendations for Groomers

NNO@@aEEm « COwsRIT
&~ Photo

@ ot teons
¥

i

Overall 1G: 7% of all follow recommendationsto adults
were minors

Groomers: 27% of all follow recommendationsto
groomers were minors

*  We are recommending nearly 4X as many minors to
groomers (nearly 2 million minorsin the last 3

months) ol 5
¢ 22% of those recommendationsresulted in a follow 0oQv A
request stk
N Q ® (v 2
20
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1. Discoverability — Sexy Teen Recommendations

ol Vaozon LTE 458 PM 2

459 PM wli Varizon (7F 458 PM

Suggested

N Q n Q @ O
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Unsolicited Interactions

S Upstream
preventionfor an
encrypted world

Accounts sexualizing teens

Current enforcement

3
£
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Unsolicited Interactions

S Upstream
preventionfor an
encrypted world

OnlineHarm

}“”“ Current enforcement
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=

1. Discoverability 2. Inappropriate DMs 3. Inappropriate Comments
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=

1. Discoverability 2. Inappropriate DMs 3. Inappropriate Comments
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There is no option to report or escalate for
HC in IGDM Review

Content leve! review

_~» lgnore
Reviewed ,f/
User againstIGDM //
. . Delete
reports Review
Guidelines

Escalate

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY

What Abuss Type?
Bram
Suicide and Self-injury

Dangsrous Trgs and Individusls

Back  Feset

3 -
Account level review

Sexual Explolation / Human
Yhat do you want ihe content 1o he
sroaiated i

SeortondMHevengs Pom waith OB

CE {photos, videos and links)

Child Exploitation

z
Solictationot o O rif\&ﬁ?&)ﬁ!&%%ﬁd fp ]

EN

1

Delate Other
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2. Inappropriate DMs - IGDM Review

SRTE®  cCommuniyops+ KIS oo

There is
IIC In 'GE REUR it Toxt { TIONS Back Reso!

o Grid View List View

o ] _ _
Igno: 1
P ¥ \
o . a 2 o 3 Deltite + Checkpoint Instagran Usor - Dndted
Itam 1D: 286886093708002166621 846101 750163307 wont
ton
foyi this conversation in IG Admin Yool Disable Raspongibie - Possibile CEI + Delele
y Ty

User
reports

re

- BED 1EC

Sabmit wt 1C
actform

Previous Reviews/Audits

v Girld View List View

Namae Deciston RY Time Type
Active Modia
et
Huon hecke 4 hours
9 hosuitn st Hoviow
Tran ait ks ago
ity
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There is no option to report or escalate for
HC in IGDM Review

Content leve! review

_~» lgnore
Reviewed ,f/
User against IGDM //
e ) Delete
reports Review
Guidelines
Escalate

HIGHLY CONFIDENTIAL (COMPETITOR)
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Account level review

lgnore
e °
Reviewed for NCMEC
CEl
. FilloutliC
contact form
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2. Inappropriate DMs - Test

7))

& We’re missing the opportunity to

% action IIC content in IGDM that is

2 reported through reactive reporting.

T

*Gm: * Labeled 50 jobs that were escalated

= for child exploitation

* Reviewed messages to determine
where IIC was taking place

W

=

-

v

W

©
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2. Inappropriate DMs - Test

We’re missing the opportunityto
action IIC contentin IGDM that s
reported through reactive reporting.

Hypothesis

* Labeled 50 jobs that were escalated
for child exploitation

* Reviewed messages to determine
where IIC was taking place

Test

We are missing lIC in Child
Exploitation review

* 6% Confirmed as IIC

* 20% Labeled as possible IIC

Results

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY

1 Provious Review; 0 Note

Content in Review

m Juirike . gaspotiTdOb

3 Pravious Reviews; 2 Notes

Content In Review

1 Previous Review; 0 Note v

Content in Review
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1768

132
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This was the most relevant
option for the rep.
3.a.Protocol

They were escalated for
child exploitation.

3 accounts engaged in lIC
remained live on the
platform even after FB
received signal that they
were engaging in child

exploitation.
The ops guidelines for this
queue call for CEl review and
there was no CEl.
3.a.Protocol

31
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2. Inappropriate DMs

Responsible

MESSAGE THREADS
X v Do
Platiom is 1G Falder is INBOX ' 0 0 618 7293
L I e 3 Wit
User is 17841410866251744 ! F !
S Translate Pinned Only
< < After f i Filter Participants i ) X .
@uirike _ gasperi7dOb7m . Ulrike
Thread { Media € Export
Load Prev Page
MESSAGE THREADS
Platform is IG Folder is INBOX
v ;,l
SEB061 744
Translate Pinned Only
<X < After j Filter Participants
Thread ) Media ) Export
SIS A

Load Prev Page
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Unsolicited Interactions

S Upstream
preventionfor an
encrypted world

Accounts sexualizing teens

Current enforcement

e
33
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inaeeChriate interactions with children MBkguch as: S Upstream
a. initiating unselicited contact with minors [f example, private messages between stranger p revention for an

auults and minors} t d Id
Hifats puuic o ST viewing imagery of nude, sexualized, or sexual activity with encryptea wor

minors
¢, Arranging real-world sexual encounters or obtaining sexual material from a minor directly

. Displaying nudity to minors

OnlineHarm

:'“"”“ Current enforcement

META3047MDL-031-00246196
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2. Inappropriate DMs - Test

is

.
>

.f:: Minors are reporting lIC in IGDMs
2 as other violation types.
P
* Looked at IGDM violationsin last
= three months
B Analyzed what percent were
minors reporting adults
2
=
2]
W
oc
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2. Inappropriate DMs - Test

"Nigger slave"” Text

| Content in Review

Profile
Picture

Full Name Soni-
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. tMin?rs rfeported a.dl:Itls . We only remove accounts These accounts did not meet
interacting inappropriately in for violating DMs if 30% of the 30% threshold.
IGDM and we left the . .
their DMs violate. 3.a. Protocol
accounts up.
37
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450K
Reportsin the last3
months

,»»*”/ \\

51% 49%
Reported Not Reported
by minor by minor
N

w"ﬁ \\\\
40% 60%
Minorreporting Minor reporting

adult minor
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2. Inappropriate DMs - Privacy
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Minors have a limited ability

. . . The functionality does not
to prevent receiving violating

licited f exist.
unsolicited messages from 1. Product
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2. Inappropriate DMs - Privacy
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1. Discoverability 2. Inappropriate DMs 3. Inappropriate Comments
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1. Discoverability 2. Inappropriate DMs 3. Inappropriate Comments
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3. Inappropriate
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3. Inappropriate Comments - Test
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Adults interacted with
minors inappropriately in
comments.
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There is not widespread We don't explicitly call out
clarity that comments can comments in our lIC policy.
violate for IIC. 2. Policy

We do not have protocols
and enforcement to action
against lIC in comments.

We have not allocated

Adults interacted with resources to preventing 1IC
minors inappropriately in in comments.
comments. 3.a. Protocol

Privacy settings are often
not preventing inappropriate
interactions in comments.
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We do not have protocols
and enforcement to action
against lIC in comments.

There is not widespread
clarity that comments can
violate for lIC.

Adults interacted with
minors inappropriately in
comments.
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We don't explicitly call out
comments in our lIC policy.
2. Policy

Privacy settings are often
not preventing inappropriate
interactions in comments.

We have not allocated
resources to preventing IC
in comments.

3.a. Protocol
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1. Discoverability 2. Inappropriate DMs 3. Inappropriate Comments
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Root Cause % of Total

1. Product 33%(3)

2. Policy 11%(1)

3. Protocol 56% (5)
5

a. Process is missing or incorrect
b. Documentation is missing or incorrect
c. Education was not provided
4. Enforcement
a. Problem was detected or user reported
i. Report was not looked at
ii. We looked at the report but tools were bad
iii. We looked at the report but rep made a mistake
b. Problem was not detected or user reported
i. Conscious decision to have lower precision/recall tradeoff
ii. Unintended issue

5. People Disagree

META3047MDL-031-00246217
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Recommendations and Discussion

1: Do we want to be taking a more holistic approach {surface and behavior) to combatting IIC on the platform?

2: If s0, how can we ensure that age is taken into account throughout our prevention and detection efforts?

3: Given Cl/Safety Process’ focus for Q3, are there short-term steps we can take to mitigate 1IC on 1G?

4: How can we most effectively incorporate different IIC violator personas into our prevention and detection efforts?

3

(83]

1G recommended a minor through
top suggested to an account
engaged in groomer-esque
behavior.

3 accounts engaged in 11C
remained live on the platform even
after FB received signal that they
were engaging in child exploitation,

Minors reported adults interacting
inappropriately in IGDM and we left
the accounts up.

Minors have a limited ability to
prevent receiving violating
unsolicited messages from aduilts.

Adults interacted with minors
inappropriately in comments.

Problem

MD”c"ptwn U
Establish a whitelist for recommendations on IG.

Add escalation path for reps at scale to escalate jobs for IIC,

Update ops guidelines and add more context to include age and photos
of reporter and responsible so that there is sufficient information to
action for IIC.

Update account disable threshold on IG and explore opportunities to
incorporate age in determining severity of actions,

Consider adding functionality to turn off requested inbox.

Update [IC policy to include comments as an exampie and clarify
behaviors that are and are not 11C.

Consider proactive and reactive opportunities to address IIC in
comments.

Update defauit privacy settings for minors to be more secure.

a) This includes: 1, Default Privacy Settings, 2. Recommendations, 3. User Messaging, 4. Report Routing, 5. SRT Context, 6. Severity of Actions

Owner/Team Status

Chris q
(Interests Not Started
Content Quality)

<

<

Safety Process = Not Started

Safety Process,
IG Wellbeing Not Started v

Aditi Mishra Not Started  ~

1G Growth Not Started v

W Not Started v |
Cois [
Bernat Fages, Not Started v |

Aditi Mishra

Instagram i
Ops/Instagram Not Started v
Growth
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