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1. Audit Observation:

1GD Private Messaging Restrictions: Group Chats
The Messenger Wellbeing team does not always prevent unconnected adults from initiating group threads with teens on IGD. For example, on 6/10/2023, IA observed that out of 315K teens added to group threads by adults globally, 35K (11%) were by

Il. Management Action Plan:
The Messenger Wellbeing team will:
1.Collaborate with XFN teams to determine required risk coverage and acceptable tolerance for the unconnected adult - teen intervention in group threads. Document the decision.
2.Implement mitigation to limit the unconnected adult - teen interactions in group threads.

3.Establish monitoring to track adult side group messaging cffectivencss and set up automated alerts to notify oncal

in casc of anomalies.

1il. Management Remediation Approach:
1. MWB performed detaild analysis to determine the effectiveness of unconnected adult - teen restriction in group threads.

2. MWB implemented On ine logging sampling server side evaluation of the restriction.

3. MW built tables an offline data to size teens added to groups by unconnected adults replicating restriction logic and IA testing logic

4. MWB built tables joining offline table with online sampled table to size gaps.

5 Using online logging, MWB could validate a sample of the discrepancies identified by offline data based on the rule applied in each case and was able to validate that:

- 50% of the gap is due to inconsistent follow status between onlire and offline data

- 42% of the gap is due to existing messages from teens

- 8% of the gap is due to other teen adding the same user to the group afterwards

6. MWB established Dashboards fer monitoring as follows: Audit dashboard , Server side logging . Information from the following tables was used to extract information for dashboard agg_mwb_unami_ for and
casz by case debugging

7. MWB set up automated alerts to notify oncall in case of anomalies 2s follows: Audit alerts, Server side alerts

1A Validation Approacl

Step 1: Based on the explanation provided by MWB, IA reviewed the analysis document and noted that 100% of the leakage was explained as false positives.
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Step 2: IA evaluated the Logging spec for implementation done around online logging sampling server side evaluation of the restriction.

fl logging f the online table
Name Data type Description

acor.d int Usersd

actor_swuct e ‘Optionai - Acting profie Id (for SOAP)

other.user.id it Sublect d (Recipient il

tvead sing |thveadd

otheratype P ———

conformed_imertoce | sting ndicates € coming from msgs anroia/ 1G
s/

session_a sung aentiier ot execution

atina | Exangie: 16_CLENT NTERVENTIONS

spec sing Specunderevalustion
Carrpia:
SafetntensentionMinoToHlohRiskadulthed
aShareEducationspec

spec_version ot Opticna - Version number of spec

evluators_seq wecestring> | “SaferyinteventionHighRiskAdUEvaluatr,

SafetinterventionTeen€valuator
SafetyinterventionThresdAgeNewerThanEval
uator,.”

evaluators.reslt wecents | 1= true, 0=

2= notevaluated

evaluators_exception | veceint> | 1= exception, 0 = no exception

Ste 3: A validated the queries for tables built on offline data to size teens added to groups by unconnected acults, replicating restriction logic which is as follows:

_Restriction is appliec if ALL the following conditions are TRUE:

1. Threzd is private group chat

2. The target is teen (17 years old or less)

3. Actor is adult (18 years old or more)

4.Teen is NOT following the adult

5. Actor is trying to add teen to group cr actor is trying to create new group thread with teen

6. Restriction is ot applied if adult stated age is 18 or 19 AND age difference with teen stated age is 1 or 2 years (e.g. users aged 19 years can message users aged 17 years but not users aged 16)

SELECT
ds,
spec_result IS NOT NULL has_spec
COUNT_TF(
actor_adult AND NOT 1s_following_starter AND NOT is_2y_gap_exception
) not_coverad_attamts,
COUNT(#) add_attempts,

Tiowing seareer]ne not[iE sy s

) not_covered_teens,
COUNT(DISTINGT targst_id) unc_added_teens
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Step 4: |A validated the query for tables built by joining offline table with online sampled table to size gaps.

CREATE TABLE tmp_isla_
wITH (

oncall = ‘mwb_ds’,

partitioned_by = ARRAY['ds’],

retention_days = 7,

uid = TRUE

) s (

SELECT
5.5pe
s.spec_result,
5. spec_versien

ecting the details of the join established

oup_threads_sanple_ya_online_offline_v§

s.evaluators_exception,
s.evaluators_result,
s.evaluators_seq,
f.1s_following_starter,
f.is re
f.ts,
f.platform,
f.actor_1

iprocal,

f.nun_users_sdded,

f.participant_ids,

f. thread_subtype,

f.event_data,

f.target_id,

F. recommendec_adult_ninor_flag_target,
f.stated_age_target

f. recomnendec_adult_minor_flag_actor,
f.stated age_actor

f.target.teen,

f.actor_adult,

f.is.2y_gap_exception,

£

FROM safety_intervention spec_evaluations:messages s
RIGHT JOIN tmp_isla_group_thrsads_sample_ya_with_follovs_vd f
ON f.actor_ic = FB_FBID_TO_TGID_VZ(s.éctor_id)
AND f.target_id = FB_FBID_TO_IGID_VZ(s.other_user_id)
AND 5.ds = 2623-11-63
AND 5.use_case TN (13.7)
WHERE f.ds = '2023-11-63

Step 5: IA performed transaction testing to validate if the Unconnected adult <> Minor restriction was enforced. Results of the sample testing are below.

Sender : adult_testacct_IGY Target teen: yoji_testaccount_new
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1GID:adu't_testacct_IGY [NO EXCEPTION NOTED]

(unconnected adult

DOB: Nov 2000) was The teen was not following the adult and so the adult

1 unable to add NA was "unconnected". Unconnected adult <> Minor

yoji_testaccount_new restriction was enforced through composer block or

(14yr old) to a group server-side block. Actor was restricted from zdding

chat. target teen to group chat

Nowmessaga
IGID:adu't_testacct_IGY [NO EXCEPTION NOTED]
(unconnected adult
DOB: Nov 2000) was The teen was not following the adult and so the adult
2 unable to create a new NA
group chat with

Yoji_testaccount_new

(18yr old)

6. 1A validated the following Dashboard:

HIGHLY CONFIDENTIAL (COMPETITOR)

Audit dashboard , Server side logging.

New Group threads from adults to teens
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was "unconnected”. Unconnected adult <> Minor
restriction was enforced through composer block or
server-side block. Actor was restricted from creating new.
group with target teen
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As can be seen from the dashboards below, MWB is monitoring from the samples selected, how many were passed or restricted by tne evaluztor and corresponding exceptions and false positives. When a message exchange is initiated an evaluator helps

determine whether the adult should be able to add teen to the group or nct. An evaluator returns a evaluation of "True" if the criteria to implement UNAM ! restriction is fulfilled which means teen should not be added. If the evaluator returns a evaluation of
""False"" it means the criteria to implement UNAMI restriction is not fulfilled which means teen can be added. The key dashboards being monitored are as follows:
1. "Volume of L dult-minor threads with

s Felse” (Where evaluations resulted in false which means adult should be able to add tezn to the group and the teen was actually added due to reasons such as the teen was already following
the adult or the group had an existing message from teen).

2."Volume of L dult-minor threads with as True" (Where evaluations resulted in true which means adult should not oe able to add teen to the group but the teen was actually added and it was found that teen was added to the group by
another teen

3. "Exceptions” (actual exceptions found by joining online and offline tables which are not explained by above scenarios)
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Step 7. 1A validated the following automated alerts set up to notify oncall in cas of anomalies:

Audit alerts, Server side alerts

The Key alerts are as follows:

1. Failed interventions (where evaluations resulted in true but message exchange happened between teen and unconnected adult )
2. False negatives(where evaluations resulted in false which shouldn't happen since the adult and teen were unconnected)
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Alert description

£=m
[1GD] Adult Minor Group Restriction - Server - SIP volume

Alert cleal
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overview &
t x\‘ CLEARED ALERT INSTANCE

* i Violation

\\\\\
Alert Cleared

Alert Duration

w © O 8 B @

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY

DX0939, Page 4 of 4

Data deviated from
expectation with
anomaly score of
-0.37818262914164
12/17/23, 9:26:00 AM
12/17/23, 10:26:00
AM

1hr

META3047MDL-208-00061328
METATNAG-074-00622622



