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1. Audit Observation:

1GD Private Messaging Restrictions: 1:1 Messaging
The Messenger Wellbeing team does not always prevent unconnected adults from initiating a 1:1 thread with teens on IGD. For example, on 6/10/2023, 1A observed that out of 2.7M new threads initiated by an adult with a teen globally, 238K (9%) were from
unconnected adults.

. Management Action Plan:

The Messenger Wellbeing team will:

1.Establish thread initiation event-level logging and perform analysis to determine the effecti in adult - teen in 1:1 threads.
2.Implement remediation to prevent the unconnected adults from initiating 1:1 threads with the teens.

3.Establish monitoring to track adult-side 1:1 messaging effectiveness and set up automated alerts to notify oncall in case of anomalies.

1ll. Management Remediation Approach:

1. MWB performed detailed analysis to determine the effectiveness of unconnected adult - teen intervention in 1:1 threads.

2. MWR implemented Online logging sampling server side evaluation of the restriction

3. MWB built takles on offline data to size new threads sent from unconnected adults to teers, replicsting restricticn logic and 1A testing logic.

4. MWE built tables joining offline table witn online sampled table to size gaps.

5 Using online logging, MWB could validate a sample of tne discrepancies identified by offline data based on the rule applied in each case and was able to validate that:
- 78.5% gap was due to faled deliveries being counted as sends

- 20.6% of the gap wes explained by discrepancies between online and offline data

- 0.8% of the gap was explained by teen creating a thread the same day the failed delivery of the adult

- 0.1% of the gap was explained by exceptions on the age prediction

6. MW established Dashooards for monitoring as follows: Audit dashboard , Server side logging . Information from the following tables was used to extract information for dashboard: agg_mwb_unami_evaluations for dashboards and monitoring,
fct_mwb_unami_evaluations for case by case debugging

7. MW set up automated alerts to notify oncallin case of anomalies as follows: Audit alerts, Composer biock alerts

1A Validation Approacl

Step 1: Based on the explanation provided by MW, IA reviewed the analysis document and noted that 99.99% of the leakage was explained as false positives.
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Step 2: |A evaluated the logging spac for implementation don around online logging sampling server side evaluation of the restriction.
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ovaluators seq weesstring> | SafeyimonentionHighRIskAduNtEwaluatar,
SafegjinterventionTeenvalustor,
SafetyinterventionThreadAgeNewerThanEval

evaluators result veceint> | 1= true, 0=false,2= not evaluated

evaluators_exception | veceint> | 1= exception, 0 = no exception

Step 3: 1A validated the queries for tables built on offline data to size new threads sent from unconnected adults to teens, reolicating restriction logic which is as follows:

~Restriction is appliec if ALL the following conditions are TRUE:

1. Threzd is 1:1

2. The message recipient is teen (17 years old or less)

3. Message sender is adult (18 years old or more)

4.Teen is NOT following the adult

5. Teen has not sent messages in the past to the adult in the thread.

6. Restriction is not applied if adult stated age is 18 or 19 AND age difference with teen stated age is 1 or 2 years (e.g. users aged 19 years can message users aged 17 years but not users aged 16)

SELECT
ds,
‘Daily active threads' thread_type,
COUNT_TF(

Teen has not
sent messages in
the

starter_is_adult AND other_user_is_teen|
) new_threads_fron_adults_to_minors,
COUNT_IF(
[ Starter_is_adult AND other_user_is_teen JND no previous sends ANB"(NOT
is_2y_exception)
[_AND NOT other_user_follows |

not following
adult
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) new_threads_from_adults_to_minors_exc_2y_exception

FROM tmp_mwb_isla_unami_cffline
GROUP BY
1

UNION ALL

SELECT
ds,
“Two way thread' thread_type,
COUNT_IF (
starter_is_adult AND other_user_is_teen AND no_previous_sends
) new_threads_from_acdults_to_minors,
COUNT_IF (

starter_is_adult AND other_user_is_teen AND no_previous_sends AND (NOT

is_2y_exception)
AND NOT other_user_follows
) new_threads_from_adults_to_minors_exc_2y_exception
FROM tmp_mub_isla_unami_offline
WHERE
both_thread_members_senders
GROUP BY
1

-~ STAGING QUERY CREATE TABLE tmp_mwb_isla_uamr_offline_stg
WITH new_threads_by_initiator AS (
SELECT

consistent_thread_fbid,

resur_info_30d,

FB_FBID_T0_TGID_V2(

17 (
CAST(resur_info_38d| ' resurrector' ] AS BIGINT) =

latest_participant_ids[1],
test_participant_ids(1],
latest_participant_ids[2]

)
) thread_starter_igid,
FB_FBID_T0_I6ID_V2(
IF(
CAST(resur_info_38d[ ' resurrector’ ] AS BIGINT) =
latest_participant.ids(1],
test_participant_ids[2],
latest_participant_ids[1]

) other_user_igid,
num_sends_datelist_user,
rte_call duration_datelist,

ARRAY_SUM( TRTM_ARRAY (MAP_VALUES(num_sends_datelist_user)[1], 1)) = @

AND ARRAY_SUM(TRIM_ARRAY (MAP_VALUES(nun_sends_datelist_user)[2], 1)) = @

no_previous_sends,
ARRAY_SUN(MAP_VALUES(nun_sends_datelist_user)[1]) > @

AND ARRAY_SUM(MAP_VALUES(num_sends_datelist_user)[2]) > @

both_thread_members_senders,
ds
FROM dim_threads;messages
WHERE
ds = '<DATEID>

e
AND interop_state = 2
AND thread_type = 1

Thread is 1:1

-~ NEW THREADS
AND firstactiontime = '<DATEID>'
— With thread starter info, participants ids and sends data of both

participants
AND CARDINALITY(latest_participant_ids) = 2
AND resur_info_38d[ ‘resurrector'] IS NOT NULL
AND COALESCE(
TRY(
CONTAINS(
latest_participant_ids,
CAST(resur_info_38d| ' resurrector' ] AS BIGINT)

)
FALSE

AND du.userid = t.thread_starter_igid

SELECT

ia. recommended_adult_minor_flag
IF(
COALESCE(du.stated_age, @) BETHEEN 13 AND 17
U
“other”
)
) = '13.17" other_user_is_teen
COALESCE(
t.thread_starter_am_flag

(
du.stated_age BETWEEN 13 AND 17|

) AND (
t.thread_starter_stated_age BETWEEN 18 AND 19

FALSE

) is.2y_exception,

2 year exception rule

) AND t.thread_starter_stated_zge - du.stated_age <= 2,

IF(COALESCE(t.thread_starter_stated_age, 8) > 17, '18_plus’, 'other')
) = "18_plus’ starter_is_adult,
-~ 2y exception, 2 18yo should be zble to message a 16yo
COALESCE(

ia. reconmended_adult_minor_flag other_user_am_flag,

ia.predicted output adult classifier_api other_user predicted age api,

du.stated_age other_user_stated_age,

Step 4: 1A validated the query for tables built by joining offline table with online sampled table to size gaps.

Unset
-~ CREATE TABLE tmp_mwb_isla_unami_offline_and_online

SELECT
t.follow_taps_from_target_same_day_min_ts,
t.other_user_follows,
t.other_user_follow_date,
t.other_user_is_teen,
t.starter_is_adult,
t.is 2y exception,
t.rtc_call_duration_datelist,
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Audit dashboard , Server side logging.

[liliN) New threads from aduits to teens

6. 1A validated the following

ABOUT THIS DATA

+ Unexplained samples are classified by the onlin evalustion

offfine data S 7
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‘: online samples /\\ //\\\
S \ 3 ==

400
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[NO EXCEPTION NOTED]

The teen was not following the adult and so the adult
was "unconnected”. Unconnected adult <> Minor
restriction was enforced through composer block or
server-side block. Sender was restricted from sending
message to receiver

[NO EXCEPTION NOTED]

The teen was not following the adult and so the adult
was "unconnected”. Unconnected adult <> Minor
restriction was enforced through composer block or
server-side block. Sender was restricted from sending
message to receiver

16. Dec

16 Dec

As can be scen from the dashboards below, MWB is mon toring from the samples sclected, how many were passed or restricted by the evaluator and corresponding exceptions and false positives. When a message exchange is initiated an evaluator helps

determine whether the exchange should happen/should not happen. An evaluator returns a avaluation of "True" if the criteria to implement UNAMI restriction is fulfilled which means message exchange should not happen. If the evaluator returns a evaluation of

"False" it means the criteria to implement UNAMI restriction Is not fulfilled which means message exchange can happen.The key dashboards being monitored are as follows:

1. "Volume of L dult-minor threads with as False” (Where evaluations resulted in false which means messages were allowed to be delivered by the evaluator and the message was actually sent due to reasons such as changed stated age

or age prediction at the time of delivery).
2."Volume of L dult-mi

not actual sends,

3. "Exceptions" (actual exceptions found by joining online and offline tables which are not explained by above scenarios)

[l Breakdown by online SIP evaluation

Volume of uncannectsd aduit-mizor threads with suslustions as faise.

832

No dsta myi

o dats
Nodata mir .

threads with as True" (Where evaluations resulted in true which means messages were not allowed to be delivered by the evaluator and the message was actually not delivered. These are failed deliveries and
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Step 7. 1A validated the following automated alerts set up to notify oncall in cass of : Audit alerts , Composer block alerts
7 S
The Key alerts are as follows:
1. Failed interventions (where evaluations resulted in true but message exchange happened between teen and unconnected aduit )
2. False negatives(where evaluations resulted in false which shouldn’t happen since the adult and teen were unconnected)
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