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Child Safety State of Play (9/24)

Nege: Thix docaument is putpfodaie It voflects where gre were with the varivaz policy discassions velating to chifdren on
sur apps as of 924

Child Exploitation

Policy Landscape
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Legisiative/Requiatory Action

Trends:

s Child Safety concerns kading to expansion/conflation of iBegal and harmfsl content repulation. Following UK
Ondine Harms Paper and Gepmany MetxDiG, Australia has proposed expanding the «Safety Comnussioner’s romit to
enforce on expanded harme {e.g bullying & harassment) not only for o

241, the Philippines and Todonesia are alt considering

ren but also adults and is also extending the

seope of harros from iflegal to barmful content, Countries such as Br

misinformation and chdld safety in the same category i recent legistations. In Pakistan child safety issoes are being wsed to

push the Citizen Online Protection Rules o curb free specch
o Dedivated child safety vegulators being proposed. Ausiralia and Fiji already bave an ¢Safety Commissioner.

jwar, the Philippines, and South Korea we considering similar offices and India has proposed an

Legislators 1o Breland,
eRafety Commissioner for cach state,

s Multiple reporting requirements: India, South Koren, and Pormizal are ntroducing legislations that will reguire us

report CSAM direetly to local avthorities and not accepting N  reports.

» Competing legislation exposing safety/privacy tensions: The oPrivacy Birective v el stratogy, and secrecy of
conununications provisions in Japan v Japan’s Amended Telecommranications Broadeasting \cl guidetines on SoC

r M

oy of comatorications pres CH ared CET that requites

ovisions and and s inirns Kiorea v interrnediary Hability law o
J J

collecting and sharing of more user information with lecal suthorities/civil complainants,

Specifie Bills:

2 US: EARN-IT, Dod/White House Section 230 refonms, Platform Aconuntability and Consumer Transparency Act, Online
int Act, House Appropriations Bill on Labor, HHS, and Bducation funding, Transparency about
buse Material Act

Freedomoand ‘v W
Online Child Sexual £

e UK.

oud Act negotiations, TON, Online Haos Bill

consultation on Online Sa Commissiongr Saf

s ALL ongol 1V AL by Design Principles

& Fiver Byes: Volotary CSEA Principles

e India: traccability, amendients io "Protection of Children from Sexual Offenses Rules, 2020" roquering direet reporting

w/hial

e Brazil: proposed amendments to "good samaritan provision” m Marco Clivil

EU CSAM hub, Audio Visual Moedia Services Direetive, Digital

o HU: BURE tochniead roquirements and bost practice:
Services Act, CSAM Legislation

B ATIP Wll-(intermediary Habiluy, duty not to host CEL mandates nwn-around- times, requires platforms to
preserve avidenee and proactively report CEI directly to local LE. Safor Intornet Bill (parental consent for U18s, TATs,
‘harafil” content reguladons); Anti-ATIP bill Gotermediary Tability, mandated TAT, evidence preservation requitements
and proactively report CEL directly to loeal LT)

e South Korea! intermediary liabifity law for NCH and CBY

e Japan: Mational Police’s anmuel report on Child Sexual Explottation and Sexual Solichation of Minogs; Amended
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Felecommunications Broadeasting Act suidelines on SoC provisions: Provider Limited Liability Act {provision of user
information 1o civil complainants, incl phone numbers)
Belgionm: NCH legi

Gennany: NetzDG

tion 6 hr takedown or Hability

Ireland: Online Safety and Media Bil

®

Kenya: Cybercnme Bill 2018

Zimbabwe: [Jata protection and Cyhererimes Bill 2020

= Other: S Afvica, Japan, end Tatwen also have legislative activity

Where we think we are most vilnerable and reed o step up our efforts.

Immediate Product Vuinerabilities

+ CElclassifiors: low accuracy prevens auto acticning

Grooming classifiess: lack global efficacy

Rooms: Jivestreaming abuse

-

Ephemerality: negative impact on ability to report
riterop: increased discovesability and reachability across apps, padiculasly for IG where we have few child safety
protections in place

-

s NCMEC reporting: spike involume. poor metric, new safety mitigations have not yet driven dovn numbers and resistance
{0 imeasures that Hkely will

« WhatsApp: hnk sharing on social platforas + WA group discovery apps m app store enable CUSAM discovery and sharmg

COVID review constraints

-

+ 1G:unconnected adults being able to find and message minors in Instagram Direct, coupled with significant implicit
sexualization of minors and evidenceof potential traffickine and solicitation

Areas of improvement

While some governments will not be satisfied withanything shont of a backdoor, offering fmited client- side scanning will satisfy leading
safety stakeholders (NCMEC, TWF, NSPCC, Thorn....) and many governments. It will however, alienate sorne privacy stakeholders.
Other arcas where we can step up our ctforts 1o help manage our valnerabiiitios and push back agamst efforls to require eneryplion

backdours are listed below (sorme of which aw widerway)

1.

o CSAM:

o mmprove CEf classifier, use Google safety AP to help prioritize and launch CEY saficiution classifier
o contextvafize NCMECmumbers, stand ap better metrics

o close enforeement gap wir/t CEL recipients

safety netioss, fricnding limitations, ..

o demonstote through upselling of reporting and packaging of metadata and info from puablic spaces, ete. that
we can still aid’enable more investigations than LE cumrently pursues
Minor Sexualization:
o luunch sticier policies and enforcement w/

hie sexualization of Tooes on owr services

o develop specific stricter policies for groups {e.g., Qroup names, CopuRents,..)
o improve minor sexvalization classifier.
+ Traflicking: build sex fratlicking clessifier with a focus o1 roinor sex traflicking

TC Project Protect: fast track some key wins like universal video hash sharing, research on client-side sohitions,
independent accountability systeor that tracks to C8EA vol principies

-

« Livestream, real time calls and other remote presence praducts: develop content independent CSAM deicction
ity, in-call reponting/reportability with evidence capiure 1o ensure reviewability upon report, user

tech, wiretap capabil
education/sel-remediation interventions before, during. or after {e.g.. safety notices. upsell reparting/blocking

Taterop: strong discoverability and wachability controls. ncluding fusther restrictions to PYME and GYSI

Ephemerality: adalt<>minor carvesut for Vanish Mode and/or some way to enable content reporting and review

°

-

Classifier glohad resifience and efficiency: comprehensive audit (o assess and ensure child safety classifiers ace
effective globally, Improve global efficacy of our text classifiers that detect inappropriate interactions with children, which
would help enable automation of hasd actions (disable‘report} against groomess.

s ¥
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o Fxtend existing MSGR Safety tips for s, dmpersonatig, cohild se

HC m ¥,

o Expand policies on borderline content re minor sexuslization and build classifiers 1 detect and take action on
prablematic aggregated content on surfaces ke Explore, hashitag pages, Reels,

o better sge-related Jogic for preveniing conversations beiween unconnecied adulis and nunors

o Private by Default for Teens

e Reporting:

s foroups:

o Lawnch “nvolves & Cluld” frodback lag where missing 2., in FB Groups and 1G coments.

o Build scoess t eimergency support Info reporting

O

stricter policies wit naming, about,.. and adman responsibilitics

o robust #ysters for removing apps that categorize and make searchable group invite Tiks 1o WA grou

viclation of our teras of service

o robust system notifving platforms when users share growp invite links for alieged WA CSAM groups

o User Education: whost ongoing in-product user education on safety and privacy tools, as well as global program

& Roview O

« Big Bets:

o Well-funded global digital citizenship and wellbeing program similar to Google’s Be Intemet Awesome

o Safety cducation video for minors al sign-up or early it account and potentially to undock certain features
apacity

o Legal signod off on WEH roviev, fiast tracking discussions with GenPue

o We also should consider o
seale investment (5320
victims {Big Safety Investment™), wonld inclade bt

tablishing oursclves as the indusuy’s world Joader on child safety through a large
in the development of ‘

ERY

mgnagement tool that aggregates all case data for Investiga
sutorpated systern for x-industry threat infon

o Develop a white paper following on owr content regulation white paper that cutlines a robust way to

surcessiully and measueably address industry efforts to thwart CSAM

Extent to which there is work ongoing 1o address the ‘areas for improvement’ and spportunities flagged.

interna!l ReadinessiSiate of Play

With a strong PM, the pressure of e2e, and & fundarmenial coramiunent to child safety,

B

s of toproverment Hsted above, BUT we could be doing more faster H we had a dec

executive level sponsor,

e are making real progress across many of the
ated pitlar withi

e COMmpEy and an

A

5] < 0 E

i

o

, Arvea
Hesdvi workin

cuipdens / saicing andd

ontrack

Additional notes

af s

YHNOrS od minor sexsalisation policy

CBAM protile fevel Complerd: profile-level sepeasting option for

CEL

5

reporting on KG

Search Interve

Shipped deterrance search infervention, Work
ongoing o mgest new keywords, adjust to
adversarial action and make gvailable on

, Ky handle
varnes, G divect thread nares and diseovery
search)

additional products (G |

Roonms

Completed: Safety reitigations mehude 1}

sk users (NCMEC
reported and predicted groomers) )
proactive detection of CEY associated Room

feature gating high-1

pames 3) we do not recommend Boons 1o
unconnected adults if they contain rainors {and
vice versa} 43 we prevent unconnected adulis
from mviting minors directly mio Rooms 5)we
ook Room links from conunents i 4 nings’

post if the commenter is an unconnected adult
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63 we hlock Room creation by Greups with
membership of 1 and photos, and 7) we also

T

fog and rc

ain identifying metadata on all wsars,
mcluding anonyimous joiners for 94 dayvs

Video Chat

Compicicd: Suspected groomers arc iocked
froum video chating with minoss,

NCMEC numbers
contexivalization

Ongoing: pricritized by Child Safety DS

Interop minor proections

Ongoing: Just as uneonnected FB adubs cannot

cuerently initiate messaging with F5 minors,
1GEY adulbs will not be able to i
with FI3 minces (1

faumch); preventing ureonnected F3 ad
a high 1IC scare from being able te reac
te 1G minors. Compleied: most
conservalive/ private reach and messagmg
controls for minors and high volume recipients,

16

cnger Satety Tips

Ongoing: Satety Tips for Minors when

groomers s planned

TA for 1G:

mieracting with suspeeted
for cross-appcommunicatio
October™Novernber

Tincan /Secret
Conversations and Vanish

Mode carve-out

Compieted: Suspected groomers are now
blocked fiom Scoret Conversations and will be
blocked for Vanish Mode. Users will be
educated on their ability to report Vanish

Mode messages for 1 hour (on Messenger}
and 14 days (on IG Direet) after the message is

seen Needed vodersiand wark on 1 how

retention perind and CO review capacity fo
upsell reporting in addition to education

IIC classifier use on IG

Improving text clessifiers

fo detect grocming

Conpleted: HC Classifier calibrated 2and
operalional albwing child safety infigali
such 3s gating suspeetd groomers from Vanish

Mode.

13

COVID review challenges

It Progeess: Legal has signed off oa W
review of grapiuc conlenf on a voluniary ba

thereby imereasing internal revew capacity and

allowing us to bring on vendor(s} whose

employ: tarily willing fo on CSAM
review. CO has i 18 With
sendors {in particular Genpact) but it will take

weeks to get i

are voluy

sated convers:

ip and running.

Google API

In Process: sturfed using Google’s Safety APL

which incledes 2 powerfuil child nudity classifier
enabling us to more rapidly enqueue and

review CE and significantly iinprove cur action

rate.

Somewhat ready: work
is ongoing but more
respurses are needed

Interop: discoverability
¢ reachability

Needs more resources: Strong discoverability
and reschabiliy conteuls, including fither
restrictions to PYMK and GYSI

Tterop minor prafections

Planned: Hiding minors” context ines fiom

unconnected sdults when they message minors
in cross-app wrmnuaications and blocking
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0

RT( :ﬁid Rodms '

message witiation from suspected G groomers
o 1G minoss,

On- going: In-call reporting with eviderce
caplture work: RTC fus comuited fo bringing
themscives o parity with Rooms safkty
mitigatcns, which at minimam incledes feature

-visk users. frr discussion: user

gating high
education/sel-remediation inlerventions (1.

safety notices, upsell wpozningblocking) and
gating MCMEC repotted users.

FB3 Live and hivesiream

wvideo

velapment of 2 CTI video classifies
for FB Live. Ne more resources: Child
Safety CT teant's CEX video classifie

wn't great on performance

22

X- industry video hash
sharing

Needs maore resowrces: Initial conversations
underway to develop universal video hash
sharing incoluboration with key pariners like
Thorn who have done early work and our

of PDQ-TMKEF in 2019

our NCMEC Cybertip report numbers by 7%
in fest counteies) and could help us push back
on catls for hackdoor legislation. We are
currently escaating the

conversation up through Monika to meet with
MLT and could use your support, Weare alse
getting ready 0 meet with Joj Il

<lj how best to present NG
[ SN

v
i

Classifier global resilience

Needed comprehensive audit to assess and

enswie child safety classifiers do not operaie

with bias: Ongox
to update exiclas:
mlematic ges for
proactive grooming detection, Needed: Simifar
elfors for language- agnosiic, image- based

classifiers.

3: Chiid Safety engincer work
sifiers o more casily
rlize and ntegrate new

ang

10 Private by Defnilt tor

Minors

Two-week ted running to explore the viability

of Private by Defaudt for all minors

Recidivism

Ongoing: Experimentimg with SUMA (Singje
User Multiple Aceounts) fo identify links
between accounis controlled by the same
person who tus been dentified axas groomer
and then applying friending restrictions to new
accounts creaed by the same actor, Resulis

are promuising (prevalence delia between test
and controi is-45%) and show that actor-jevel
restrictions can amplify our ability 1o prevent
recidivism onour platform. Need More
Resources: We currently don’t device disable
accounts {lagged for grooming i it is associted
with 5 aciive, non-fake accounts, However,
prefiminary dita snalysis has shown that the
nzjority of devices we were not able to disable
wete grooming violators and were not disabled
precisely because of this 5 account rule.
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Aggzegatad content on IG

surfaces

Bu
problematic &

1d classifiers o d ake action on

ated content on surlaces

ke Explore, hashtag pages, Reels

ki)

Detecting mmor

sexyatizanion

Minor sexualization policies lasunching in
October, however Al tooling is not inature
enough to preactively detect this content at
scake

31

Block reach of
unconnected aduits o IG

BENOR

Urlike MSGR, on OG messages can be
iitiated by waconnected adults to minors. For
interop. this rule s preserved in MSGR, but
not for cross-network messages sent by FB
adulis o IGD minors or IGD adult o IGD
minors, Groonung on G ~3¥x as much as

Growth howey

parents and oider relatives

reach outto theit G childre

Reporting CSAM

Launch “Involves a Child” feedback tag where
7 ¢.g., 31t B Cioups and IG comments,

Lipscl! reporting for Vanish
Made

Vanish Mode messages seat in 1GD ae
retained for 14 days and in MSGR are retamed
for 1 hour, The bulk of user reports for HC
(7% and CEY (46%5) in MSGR and 1GD are
sent within the fiest hour. Afier the first hour,
iy (2~

the number of reports drop off dramat
S% made within cach subsequent hour).
However, product does not have the CO
City to support reporting upsells
Made o educate the user that
even ephemeral
tha
which o do sz, Onee our transpy

messages can be reponed and

they havea limited window of thmne

ey report

is refeased, govermments will seize upon spikes
i our NCMEC seporting numbers duting
COVID-19 10 fuel calls for exceptional aceess
tegishation. We should make clear to product
and CO that curing a tine when we have
mereased CEactivity anceur platform, we
should prioritize reporing upsclls for Vamish
Made before zlobal Jaunch.

Sex fraflicking classifier

We have oneengineer dedicated 1o this work

and we have o d
some basic understand work fo fower the
ces threshold for prostitution and sexual

science support to do

viich

solicitation stikes (Curently set at 17x,
1s 100 uighy, This area s severely under-

A-FOSTA liubility.

resourced given onr

d
LA

Proactive CHI video and

nnage classifier

Our CE viden ¢
do not perform well encugh to aute-acti
content becavse we don’tmeet required hard
action (defoto) or soft action
{Gowneanidquarantine/friction) thresholds. This

wlications for company privsity products

has

and the futurcof their child safety measures,

Suggestions on how we might Kick starr conversations on this work.
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Recommendation

Overall. we have XEN aligranent on the aress of mprovement and priorities and with a strong PM a good bit of this work is i process
and on arelatively fast track. The biggest challenges heve are strucne and resovicing

On the product side child safety sits inside broader integrity efforts, which means priorities are balanced against 2t harms, As a result,
we sometimes have to deprioritize child safety when certain issues takic precedence (e.g., US Elections, racial ingustice....}. We should
consid ting child safety up as a separate vertical similar te privacy, with requisite staffing and funding, Assuming the verticad had an

cxccutive Jovel sponsor, doing so alsa could help with weighting v growith and privacy when making dcci.wimb_

_lge maodeling, client side scanning). We might even wantto consider a structural change closer to what we have done
with heaith where we pull together the inteprity challenges {child safety) and oppormunities (vouth eentered features and apps) work:
perhaps this could unlock alf Kinds of product opportusities {e.g., Messenger Kids, tween apps).

Thaa said, i pushing oy his is w0 biga lifl. perhaps policy leadership could injtiate 2 comparative analysis of how we prioritize clild
safety versus other top areas of concem like privacy {e.g., headeount. research fimding,...) and then use that to have a more robust
memal conversation regarding owr commitment to child safety: and in the meantime, to deal with the most iminediate existential threats
outfined above policy leadership could:

putsit for product shitls that would drynalically decrease the number of cybertips ahead of ¢2e launch (e.g., _

push for whatever HC' and resources are needed by child safety team in CT 1o help them do more, Taster ahead of ¢2ec;
nofe: this isn't something i have ruin by Guy

push to improve owr age models and make them globally operational since all child safety mitigations rely on wnderlying age
models; nowe: some of this was discussed as part of age verification discussion. aud iheve wos commitment o do
some of thns but

help unlock exploration of the most privacy sensitive client-side seanning in case vee need it as an off ramp

consider a large scale investment =40M in the development of robust external ccosystem to thwart CSAM and
support victims (“Big Safety fovestiment™)

Age Assurance/Appropriateness

Where ave we with the vavious policy diseussions velating to children on our apps.

Policy Landscape

With increasing frequency safety stakeholders are demanding thai we do owr witmost io keep 113 users off our platiorn and
that we appropriately accotnt jor V18 users in the design of owr services, Gaps in ihis area help fiel oniine figrms legisiation
and regulation of various kinds, as weil as significant negeiive stakeholder feedback and PR. With a few key product chenges.
reguiatory coflaboration andfor investmesnt i research we can preven! illconsidered leguiation (e.g  requiring i age

verification at sigr up, 18+ requirement for social media,... ), secure the support and confidence of child safoty swakenolders,
including policymaiers pavents/caregivers, and rediice bad press. Priovity Countsies: cowntries of juvisdiciion. US and Tveland,

and carntries that are ighly vocal and influential in region AU, UK, Brazil, South Africa and India.

Legisiative/Reguiatory Action
Trends:

« Growing momentum for mandatory <hild safety by design: Prompied by UK's 1CO Age Appropriate Design Code
and Australia’s ¢Satety Cotmissioner’s Safety By Design principles’, more and more policymakers around the giobal are
looking at child safety by design reguirements

Encreasing mumber of countries adopting >13 age of digital consent, parentad consent und sge verificaton laws:
Policymakers in India have proposed kegistation roquuing parcntal consent for those under 182 policymakers in various
Afican countries exploring the same; and in Korea where such legisiation already exists they are exploring mechanisms for
verifying parental canseat.

-

Specific Bifls:

o US:FTC to update COPPA rules (expecied in 2020}
« UK: Age Appropriate Design Cade dikely implomented i H1 2021 subject to Parhamentary approval), Online Harms Bill
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s Ireland: Cluld Safety snd Media Reogulation
¢ Anstmbia: eSafery Commissioner’s Safety by Diesign principles, amendimerts to the Online Safety Act

e Brazi ERECTRS

s andd use of minors data {eg

sely 10 come nto ctfect in H2 2020 proposes brosvser-level age
verification fow German citfzens)

®

South Africa: Protection of Parsonal Information Act 4 of 2013 (July 1, 2021

s P

ox: Sater Interact Bill (parental consent for UlHs)

£

India: Personal Data Protection Bul, 20319 (requires age verification and parental consent)

2 Fidms and classification

e 55A: Zimbabwe's Cyber crivoes bill {parenial consent and robust age v
amendment act 2020 (registration, self

ication), South Aft

cation, age verification for pornographic sites), Kenya Data Profection Act

TR

2019 {age verification fr under 1872 onsocial media platforms)

s Indonesia and Philippines: D s wiE/t age- verification to ensure minors not exposed o “uppropriste/inmoral

content”

1 mobile phone mumbers

o South Kores and Jug

1t Proposals reguiring we verify age thro

ing blocking content for kids (video garoes, social media,

s Colombia/Peru/Pamaguay/CENAM: rowtine bills on mand

edhicational, stc)

Where we think we gre most valaerable and seed o step up our efforss.

Immediate Product Yulnerabilities

o« We lack 2 U13 classitier, msufficient means to detect and remove ul3s at scale
« We also have deprioritizod ul3 enforcement becauss C
2

= Agw prediction models are not that aceorate, reducing the efficacy of ¢

Ineentiviees not kot

s like the grooming or and requiving

more rellance on human review

s Age predic
izble, nchuding child saft

on mirdels are rut globally operations; as a result, nreprity measures that leverage age are Inconsisterd and

pratections

s Age prediction models are not globaily vesilient, they tend fo perfonm belter in Western markets and worse in ernerging
markets

e Age models do ot work as well on 1G; as a result, we have no ability to more granularly gate minors out from age-refated
experiences on Instageam,

s As aresult of all of the above, are age- gating doesn™t work as well as it should v
FB Baimng,... and we bave minors who appear as young as 12 years old.

we oifer age-gated products like Watch

e kot ul® checkpoint: Risk having ulb users on 18+ products Tike FB Dating, Marketplace, Mentorship, or as under-

e Age verification: We remain reactive on age verification, pushing for a Jeviee side solution, when we’re getfing increasing
policymaker pressure to be proactive while our competitors oprove their approaches

Areas of Iimprovement

The development of a device-side avstem for age verification to block Ul3s from our services will go 2 long way to addressing the
¥ ¥ 2 2 Wy £

concerns of child salbty stakeholders, bt we should fast track that offort. We

expand “age appropriate” protections and experiences. Below are spectfic suggostions:

o should inprove our age wdent

g classifiers and

s U13 enforcement:
o Prioritize cross-enforcement of u i35 on 16 who have bard-Iiked FB accounts,

o Clear curvert ul3 backlog (~700K job ba

fnich is currently not resourced.

& 18 enforcement:
o Create an ni8 checkpoint to effectively ma

gating ul8s fom 18+ products

« Age verification:
o Use

w
=

prediction incombmation with age verification checkpomis to gate based on age-gated product or

content,

¢ Age Mudel uprovements:
5 o mors markets

o Jixpand best available age model

o fmprove age model acerracy n emerging makets

]

Improve age models on IG, we currentlv only bave stated age for ~67% of 15 users and age modals don’t
work as well, need 1G leadershap to consider eollecting age for the remaiming users for whom we have vo
stated age.

& Age Awmdie
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Review our default settings and gating for rainors, pressore fest them identife knproverents {e.g. GYSJ and
PYMIK restric

G

tions), and impdernent them
« Safety by Desigu:
o Develop a “safely by design™ process or product safety review similar to privacy review

s Hducatton:
o In product U8 specific user education on sufety and privacy tools {e.g., origus user education af sign up)

s Age appropriate cxperiences:
o Develop 13216 vo, 16-18 vo and 18+ experiences

Extent to which there is work ongeing to address the 'arens for improvesment’ and spportunities flagged.

Inierna! Readiness/Siale of Play

Ovarall we are quite vulnerable when it comes to age muragement on our apps. To some degree that 33 because leadership has decided

fr Bive with cortam risks af least in the near torm. For exarmpde in March, we decided we would not build 2 classifier fo dewect minors
under 13 years old. Tdentity Integrity identified a PM who will own age verification but we will only prioritize this work when we face
fuati

1d management solutions as

¢ legal obligations to do so. Tastead, we will push ndustry partners for dev
they are best placed o do this well. At the sane time, leadership did not rule out Inyproving on
specific experiences, but that work is not advancing with the same speed 23 external pressures on this subj

co/{35 lovel age

age classifiers and we are building age

& B N (] £ ¥

3 [Al‘tﬂﬂ Additional untes

2 Rusdvoworkii

Conitot Canoaing Al

s deack

3 Preventing unconnected Using a comabination of staied age, age

aduls from Witating prediction models, and hard-maiched

messages with FI3 minors |or high-eonfidence soft maiching,
product work is ongoing and on track
to prevent uncormected K adults fom
putiating messaging with FB munors i
Crass- App comtTMnications,

4 Parental Conirols Work iy ongoing to bring parenial
comirods 10 Oculas -~ fhe only gaming
platforn that doesn ™t have parental
controds. Unification across the
somparry and aceount linking puts
Oeulos on notice of users” ages. Butas
2 platform thar will largely pull from FB
data to predict age, backend
proteetions for minors on Ooudus will
also rely upon inyproving our age
models.

5 Somewhat veady: work

s ongeing hul msre
g Yoisd
6 I3 Age Alfiniry Models Core Dirsensions Is building out age

affinity models to dnve the appropriate
{ age on IG through belter

tenforcement.

abilitv ax

However, age 5 do not work as
well on IG because 10 only siaried to
collect age data for new signups in
Preceraber 2019, Thus, we cunraatly
only have age for ~65% of 13 glot
Monthly Active Users using stated age
{using either an I stated or ¥B hard

5

hy. Age colie
previously been orig
the pus
mirusive to users who do ot

necessarily noed o bring their
authentioat

ion on IG has
7ed as bein,

1134

se of targeting ads, and

ed sebves to the platfora.
Relying on stated age on similar appa
in the dusiry also have also resulted

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00037245
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY METATNAG-011-00155276

PX-00021, Page 9 of 47



in age lying and miswprescnzations,
and fines tor collecting childma's
[OracH fe 10
teadership has been poriodically
eogaged with Core Dirpensions, we'd

forowation. V

reconenend accolerating progress on

these Improvemenis and have strong

teadership backing to prioritise age

soded mahity on G

Crogoing: Recently, Kentity Integrity
did agree to enable cross-enforcement

ard-Tiked
IPPA
covnpliamee is ai risk when product
heckpodanting ¢
There Is a chanee,
i3 &
boraus onginccring constraints on
that team. However, there’s also g
current ul3 backlog (~430K job

of ul3s on 16 who ha

F3 aceounts since basie

o get resonrced

via

backiog) that vaust be addre

workload aHocation and sutomation

(i.e. auto-accept all other age change

requests, which i a combe of people

going 13-18 > 18 and people
going from > 15 to 13- 18} This
hacklog is currently not resourced and
has bezn escalated to Ops Resowress,
In the current state, we wir!

id not ha

#ble to reduce th
another year. The cross-cnforocinent
of ul3s may also be at visk if the 2020
cloctions need more nvesiment.

¢ backlog e zero for

& Global use of sge models | The best performing age model is not
yet globally operational, which leads o

a patchwork of teg

Y IMRCASITSS
i

g5 the company that leverage age,
weluding our Child Safety models that
provide protections for minors on our
platform, We need more {a) review
resourees (o extablish ground tnth

o
takes headeount and capital, as well as
(b} rore engineering rescirees 1o

which

fa on age n priority mark

fovest i pode] aprovenents whoe
actueacy 18 poot {o.g., India), We
coubd start by engaging with Core
Prmensions (the prodect fears who
owns the age models) on what markets

T

we've deniified and stack sanked as a

Policy org to prioviice with their
available H2 resources,

9 Acconnts You May Linlike Facebook's People You May
Follow (Instagrain) Know model, which prevents

unconnected adults fors discovering
or initiating conversations with minors,
Instagram has no siilar logic for
Aceourds Yoo May Follow, bargely in
dty did
bave age-related data for 16 accounis.
We're in the process of deep-diving

part becanse we hist

o troe pr

sitive prevalence Jabels 1o
determine the moest conunon surfaces
where viplators find thelr victims, so
we can measwre the inpact of ooy
offorts to reduce roinor discoverability
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om selected surfaces (o.g. search,
suggested acoonnts),

Age models do not work as well on K3

beeause IG only siarted 1o eolleet

data in Decomber 2019, In addition,
Adam Mossert will not support

upse
users because be sees it 4s infrusive

ction. Thus, we carrently only
fage for ~67% of I users,

We rccornmend eng

feadership on e
rmaning ~33%
madel matrits

oopy B,

Addressing virality on

nstogram

ors who o virdd on Instagrars will
v expericnce icreased interactions
with wnknown people. As their content
and by extension their account

beoomes surf? o mere
uneonnested poople, they would

beneilt from ad

they can turn on, like lantting who can
send thero privae DMs or follow
roqoests. However, with a lack of ag
data, we cannot effectively develop
solutions af scale that address virali

of minors on hstagram without alse

gencrating 2 large number of falee

positives Zalves.

[
(8

Our biggest enforoament gap in
refation to age for child safety is
currently owr nability to autornate

dex

18 accurately to enforce against

. The Adult Ci
yur best available

oF ——

mndel

o determing whether someone is a
fesn of BoB-teen — carmol determine
age gaps at 2 grandar Jevel which
hampers our abilify to action our

policies, which rely on making specific

mations, Le i e victim is

age de
14 vears old o1 younger and the
offender is 18, disable and es

iihe victin is 15 and the offender s
18, checkpodnt the offander. However,
cear praularity s really difficul

tor achieve with maching learning
models. Thus, we'd also need
additional human reviewer investment
to gt bettor at this,

14 [U1E checkpoint

do et yet have product support
for an uls checkpoint
ve can efficiently manage uif
users who are repotted or deteciad on
18+ prodocts ke FB Dating,
Marketplace, Mentorship, or as under-
age parents on Messenger Kids,
Fdentity Integrity, which owns
underags checkpoimits, has no plans to
Gt ement m H2 and

invest in age min
i} msicad pr ¥
work, Central Privacy has

HIGHLY CONFIDENTIAL (COMPETITOR)
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY

PX-00021, Page 11 of 47

META3047MDL-034-00037247
METATNAG-011-00155278



stand up a small team on yeuth privacy
but they have not vet hired a PM zmd
have: offered to pricaitize a
business coat’high policy impact
projects for B2 I Tdentity idegr
cannot prionitize age because of LS,
GE 2020, our best opporhunity might
be with Central ?ri'vzu;y’r; willingness o

ew Jow

hire of a I 0 1 1414: SUMS PIOEress

on this work e T2,

e exteral

ohy contime o
pressure to verify age, YouTube

announced this weel that they will ask
Hurop:
they're V,Low 1% if they gog
< sted videos. T hg goal s to
help YeuTube \0‘11;'1&' with the EU’s
sudievisual media services dirgetiv
which requires platforms o protoet
st barsful materisl, We

(eation prassuses

18 1o provide proot i
0 0IE8S

THNOT

could take a sinular approach where

we use age pradichion to put people
i additional age verification

of content or product feature is age-
ted. We could also treat all users as

I8 for any of these age-gated feanures
o1 content until

A age macdels
generate a prediction that they’re over
18, The challenge is getting our age

madels

ch as appr oabh fo prochuct
growth feams,

How we might kick start conversations on this work.

Recommendation

O oversrching reconunendation is the sarne as imentioned above, areate an ndependent child safety vertical, and include this ssuc as a

priovity within that vertical to ansy
exabiiitios

/o age asstranee, imanmgernend and appropriaie design

provide HC for a child safety policy SME who focuse

sign off to conductan © udit of our defandt sefting

PYMK resirictions), and implement them.

ensure product and CO have the resour

olely on deiving a child safety strategy

1 profections for minors, identify Improvermnents (e

need o act on knowledge we already ha

it the proper focus and resovrees . Again, if that is too big a Tl 1o deal with the most immediate
policy kadership coudd:

GY AT and

disable

erified wlis, build 2o wi8 checkpoind fo review minors whe have been reported on 15+ products Hke FB Dating, etc

sotablish as basic company principle
enforcing on ageisafety

SUPHOTL INEOY)
markets

prioritize rapid improvenrent of K> age models given younger demographic

urge Central
ts for H2

Privacy to {ast track hiving of a youth privacy PM and & priorith

1at i we e using predicted age for business purposes, we should do 8

atew Jow busine

same for

¢ our age classitiors and operationalizing them based on a stack ranking of our most sensitive pohicy

38 cont/high policy mpact

11

Policy Landscape

While 55 experis support our existing p

ever increasing rafe of death by suicide
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us wder heightened scrutiny in this area —— mast notably in the UK Specifically, this ransiales irio concern among some
pelicvmakers and stakehiolders that almost any exposure i ihis content for minors “rormddizes " it and puts them at visk, and
these concerns which help fuel online harms legislation to ensure we helave vesponsibly. 4t the same time, some policymakers,
most nolably the IDPC, and health policy experts arve raising privacy relaied questions wi/t owr word in s area, creating a

tension berween those who push for increased scanning and those who want us to take a move privacy sensitive approach. This
rension hegs for a forward leaning approach involving both seis of stokefiolder 10 come to agreed upon norms.

Legisiative/Regulatory Action

- v - it i

hearing September 23): Online Harms Act-UK Samaritans guidance for indusity released 9710 recommending a single
Pol, clearer policies to profibit “homnalizing” S31 and oo enorypiion® (6 cnsure can sean for (s confent nnessaging

freland HDPCEU: IDPC has continuing privacy concerns atound processing of mental health data when raming our 351

classifiers, as a result we are taking & far more Hinited approach in the BU which means we are susceptible 1o more press
fires

EL: under the o-privacy directive seacduled to take offect m Decernber 2026, UTT conununieation services have to get

explicit individual opt s {(~GDPR) {or the cClassifiers we mus, ncluding SSI classifiens.

Deonark: Docusentary on Danislt goup suicides lewling to propoesals from Danish regulators for regulating social media

Korca: bullving of celebritics in Korea (K-FPop) driving regulatory mitiatives, incl, Hability for platforms failing o remaove
content, or compelling data disclosure to vietims in civil ¢laime.

s Japan: Proposed 'defamation’ and cyber-bullying' regulation following celebrity cyber bullying case connected to a suicide.

Immediate Product Vuinerabilities

-

only ore classifier unning ju the EU - escafations, heightened risk on 1G specifically becaise of how #lags work

lack self~harm support resources (e.g. cating disorders, cutting); currently, we send suicide prevention resources and Hps
10 people engaging in any kind of sel™ hann: facing particulor serutiny on this w/r/t cating disorders

= lack different resources and specific actions for users who arcusing our platform to promote versus admil suicidal ideation

lack population/risk specific resources on the SSI checkpoint
+ G

o ack classifiers to detear and take action on problematic aggregated content on surfaces fike Explore, hachtag

pages, Reels
spaces like 1GD being used to encourage or promote suicide ¢.g. group suicides in Norway that ocourred
fast year and we don't scan there, without e2e resifient detection mechanisims

(e}

-

Borderline content: borderhine SSI policy in place butstill waiting on aclassifier; labeling exercise required fo infonm the
classifier is on hold due to limited COVID- 19 reviewer capacity

-

Product infrastructire Emitatons: inbibit oue ability 1o make necessary guaranioes arouad protection of mental health related
data; resourcing and priovitizing Pumose Policy Framewerk for protection of health infornation

Areas of improvement

Resolving the conflics with the TDPC so we can use owr existing S8 classitiers i the BU will goa long way to addressing the policy heat
we face m the UK inparticular. That said, we shouid continue to siress test our SS1 policics and implementation standards including on
borderline cortent and SST promation vs. admission, :ad build 2 more confext sensitive response systemn with differentiated sctions and
resources. We akso have an opportunity te lead heare by 1) working with privacy and safety stakeholders together to develogp hest
practices with regard to AL responses, data retention,... and 2) heiping build a global crisis text line svstem.,

Fixtent to which there is work ongoing to address the 'aveas for nuprovement’ and epportunitics flugged.

Internai Readiness/State of Play

On SSI, we are making progress on policy developent re boderline content and strengihening our engagement x-industry and with
axperts. Our key limitation here remains the iability to use our existing S81 classifiers in the EU. We also don’t have work underway to
build clussifiers on IG to detect and take action on problematic aggregated content on surfaces fike Explore, hushlag pages, Reels. In
addition we need te continue to refine our ability fo provide people with mare focal/ culturaily refevant resources depending on the crisis
they are experiencing {scif harin vs cating disordess vs suicidal ideation... ).

A 8 C D £ F
Arean Adaditional sotes
2 {Rendy; work is
complete [ sugoing and
on frack
3 S51 industry guidelines Lamched, with a focus on

providing teck companies with a
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hi

guidance

than

mien of options
praseriptiv

Betontion and astioning of
Borderline 381 conterd
bassd on new policy

Ongoing (ETA: H)

B¢
fvpes betwesn more

© OULOUr VIO

pdings)

categories within
Adwdssion and Promotion
and action appropriately

ET A end o Q33

6

Priotitization to weigh
157 risks

VARIOUS 88
associated with the types
of SSTvideos.

Ongoing (ETA: Qd) AL S8 live
viders currenily camy same waig]

for reviewers, need 10 assess how
to streamiine rore severs ones
and how defined.

Asddressing harnful

s frequency based
prevalence mmettic can
yreasus kang

content by understanding if

Cogomg (ETA: H2)

Lipdating search
inferstitials and content
takedenwy

ssaging
meorporating more helpful,
edhcational, and

empathetic language

Ongoing (HTA Q4

N

Somewhat veady: sk

s ongoing but mnre
rewoavers are nowded

Fatablish processes o
fook for S5 misses,
inprove esealation
connections and protocols
tor LIVE, improve our
escalation recall, and

increase tw raiber of

csealations to Law
Enforcement

Better understand and respond to

eredible intent of

content hoating

suicide; potential constraints due

tor classifier lmbation in the FU

Addressing gaps in

rescurces and covera
for specific types of 5
harm, breabing apart

cating discrders, cuiting,

cide, ot

L ISSORICE

5 Curre

ision for all forms of 381
centering around suicide;
particularly refevaot for cating
disvrders on 1G

Address gaps in LIVE SSI
escalation protocels

Hsploring feahue blocking fn

specifie ciroumstanees, removing
YOI, hetter defis
from passive W active attempt}

g rouvenient

j—

Adoption of self-applied
Warning sereen
demonsirating an infention
to share self-harm.

s for people

Testing adoption, need clearer
policy education for violations
without appearing to puni
vsing platform for admission and

st those

reCOVEry prposes

Omgoing (HTA: (33)

4 to
SNCOBAEE Of Promote

Spaces like HaD ua

saicide in the B

Build classifiers to detect and take

action on problematic aggregared
content on surfhaess ke Bxplore,

hash

pages, Reels

[
~3

Baullying of celebritics

Bovisitimg definitions of pubhc
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g regulatory mitiatives

figares with OCP and making the

" INOTe BaTWer S{i()piﬂg,

but we DAY 1ot make movement

s policy in Hine and past efforts

te nirrow what can be said

ferwai tic fgures hay

challenging

Fow we might kick stert coaversations pr s work.

Recommendation

To the extent we want s 1nake faster headway on i

povernent” wir/t S8 and wi

il-being, safety

tor support our health policy lead a3 she currently manages 881, health and well-being policy. The produst teama have grown in these

areas and need more policy support.

Waill-Being

Policy Landscape

development and well-being of vo

g peopie (e.g., recent rele

DVID-19 pandemic have

distancing reguivemenis of the general

the role technolt

i

loneliness, ete ). Th

how tech can assist in combalting some of thew is an opporiunity for us. Of course, o fa

even worse “tech bockiash” around mental

inie speni, pressure o be pery
Legisiative/Regulatory Action

@ U

T to update COPPA rules (expectad in 2020)

¢ 1JE: Women and Equalities Seleet Commitice Changing

concorns in this ares e g

of the “Social Dilesima”

ed greater gppreciation

eqith ond well-being i
t, FOMO, et} and fuel some ongeing leog

a
an play in supporting menial healih and well-being fe.g., keeping people connected, man

& F

shift of focus from how tech may create, increase ov exacerbate mental health and well-be

p .

her

«

7 associal

oy o Newsfoed, hiding

At the sume, the piys

social and emorional

4

L

,:‘.Il-!‘)!’l',‘_{}’.’(i[l(z\/ makers and the press

g
T issues o

o execute well could surface en
o with techuoingy (6.9, passive
clatory efforts.

s ey nko body inang to siudy impact of

ad 1 and social media on body tmage

+ Denmark: concerns around well

ta Protection Bill

Zimbabwe: Cvber Security and

@

: b

& Mexico: Pegsi

censorship on social media,

immediate Product Vulnerabilities

= Some core featwes of products connet io farger soc
{e.g., AR face aliering {liers on Instagram, Bkes, e}

s

likes and comimionts)

3l challenges around body imag

£

Some core feaiures of products connect t larger societal issues around social comparison and piciure perfe

¢ ard ebjectific

dng and lencliness have led 0 calls for regulating content on social media

ation of wornen

tlives (eg,

¢ Prominence of eating disorder-related content in searches and reconmmendation surfaces ke Fxplore because of both ()

{imited policy defini
surfaces.

¢ Some gaps in tools o protect againgt bullyieg:

o G DM mudimal control re: whao can sead you a TiM rogoest

o G DM no keyword filicr tool

o FB:no mass comment ropoderation ool

Areas of inprovement

Fhere 1s 2 need for stronger resear

well-being of young people, particularly W/ 1o ssues of so

short texr we also can o dersonstiate our corormdinent 1o bud
suppost foarning arots, expanding WA bus

= Hesearch: support miornal and exteroal research around social comgp

AP for erisis sapport o

arcund how oue apps and social media broadly impacis the sorial and emotional de
comparison. U
those who want o capttalize on the issoe. Fo lean inte the issuc, not ouly canss

il we have that we v

iy through ¢
s, funding CSOM and the conne
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o and

! be chasing the naranive and
support research offorts, which will take time, m the
ing 4 supportive comu

aeh as building group admin

1 generations iniiative.

wson wd loneliness w/rt social media, and any
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pontertial connections to 551 bullying, and hamssmend
¢ Product:

o Proactive bullying AT comment filters on FB to get parity w/ IG and mass conwaent moderation oals

o Need to enswre global mental health efforts are culiurally sensitive and align with existing approaches towards
mentat healib

+ Pelicies: Refining public figure definitions

and devedoping more preiecticns from harassiment for public figwres, nohiding

protecting thom from attacks or sical apprarance, ;

focusing o U8 public figures as this is an area of vulnerabillyy £ 1G

cnder, raoe, or other protected charactoristios; including

¢+ Resources:

o rnenial health resource pages that are eastly accessible to users and reglonally and age applicabls

Fxtent ip whick theve is work ongning fo address the 'sreas for improvemeat’ und spporfanities ffagged

interns! Headiness/8iale of Play

y
L wes, We are expanding
CSOM bt need yoore resources on product given the need o doronstrale value of soorypted surfaces for cormecting people with safe,

arces o the COVID Inf
e prochel work on ssues such as social conparison, bullyving of minor pablic figy

“re making progress connecting ; crmation Centter and with a new mental health resources

Iing page. Wenesd m

opde with re

orivate and secure SUBDOTL

& B o B E F

i | &rea Additional notes

2 Feadys work s
oot Chnontng and
s mack

3 Menzal health resources Fuller set of tips and
aimed al addressing PESCUECES COVERIG 2 tangs
specific challenges of mnental health topics and
experienced duing needs appearing on
pardentic COVID- 19 mformation

center

4 Now mental loalth Urngoing: Pikd nosubsot of
resourees landing page NS 10 ensure culiurad
under developiuent risks are nutigated

S Wellness Guides Ineupp, invite-only product

for mental health

organisations to share

wed and mental health
tips. Pavtnerships with IG
creators to aruplify Guides

b3 Romewlat ready: work
is ongsing but more

vesolrers ary needed

7 Social comaparison Social cotnparison produoct
work was deprioritised in
2 in favour of election

preparation: we peed (o
redovest in it in Hi

ES Forpanding orisis service Hxpansion with one US

OV EIRSSCNEET pasiner under way, product
resroes seored; should

explore global

expansion tied o
concurrent Connested
Care health work

@ Creating Ioneliness More irmportant than ever
focused product o help commect people

axperiences during this time: researe
continuing, goal for product
pleas (4

10 |Bating disorders Build classitiers fo detect
and take action on cating
i
specifically on both FB and
IG; Conunission research

wder content

HHo cating disordess and
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heow people engage with
this cordent on Instagy

and Facebook {peix
final agresment and
funding

11 {Hiding Likes

Users commonly comps

vahidation moetrics such as
& follower counts to

oF nogative suctal
commparison, While we
nitially experinented with
Project Daisy {fiding
Eikes), broader rollout on
Irstagram has been put on
hold while Facebook

considers bringing Da
the Blue app. Wi need to
priotitice rollout on

isy b

Instagram as soon as
possibie given the vounger

demnographics.

How we saight hick stuvt conversarions on this work.

Recommendation
Giaven the lack of solid research in this area, making it hard for us to move quickly and thoughtfully on the prodect side amid contimiing

pressure from thought leaders and influencers In countries of jursdintic

, we'd weorsnmend a high profile demonstration s

coapmitiment to the issuc that also helps us advanee strong actionable rescarch such as supporting the launch of the Digital Wellness Lab
with the Center for Madia and Health a1 Boston’s Children Hospitel and Harvard Medica! School, A commitroent of this kind, slongside
cfforts like hiding Likes, building ED classifiers for content removal, expanding support msources, should help us kean in to this sssue and

be seen 53 acting responsibly.

Facial Justice

Also suggest interanal audit w ensure that all sgfery dlassifiess ave globally resilient, globally cperationd and without Hias.

Additional Quips/Docs

Siate of Play Toterin

~ State of Plav (7740
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carch around how our

There is a noed for stronger ps impact and social media broadly bripacts the social and emotional
development and weli-being of voung people, particularly wirt fo issues of social compatison. Uniil we have done thar we will be
chasing the narrative and loreliness those who want to capitali i
Digital Wellness Lab with Center for Madia and Child Health at Harvard to seod independent To lean into
support research efforts, widch will mke time. & this space. We the short terre we also have an opportunity here can to demonstrate our
commuiment to building a supportive comuounity through efforis such as building group adoun support leaming unts, expanding WA

& 5

ity 1o launel

3. We have an oppostis

mdustry

an owr platforms e

c i35

, vt only can we

business APT for cris vt orgs, fanding CSOM and the cormected generations mitiative,
s IG
PR TINY bt - Lo, PR " Tl VI
o LAY Lol P R SV et i L L g A (o (O L R X ) PRI 0w a8 Len g ¥ L s v R 200 ety

el " ; i1 N eat ;
T A R A S R T PO I IS g o oy

s Hesearch:
o condust

« support msernal and external research avound sociad comparison mnd loneliness
o on Instagram

e wirft social media, and any pontential connecti

o tasklo sorae of the root canses of

s SEI bulliving, and hamssment
o ; muwe foundational roentst health research being dong in non US/UK. markets
%

s Facchook:

s Product:
s Proaetive bullying AT coroment filters on FB o gef parity w/ 15 and mass conusent moderation ook

o

nactive bullying A comment filters on F1 1o get parity w/ 1G and mass comment moderation tools

o Need to ensure global mental health efforts are culturally sensitive and align with existing approaches towards
mental healthy;

e Polivies: Refining public figore definttions and developing more protoctions fiom harassiment for public figures, mejuding

protecting them from attacks on their phvsical appearance, gender, race, or other protected charactaris

o 35

s ; nchuding focusing on V18 public figimes as fhus is an area of vidnerability §

« Product: Need io ensure global mental health efforts ave culturaily sensitive and align with existing aporoaches towards

merdal bealthy resourcing and prioritizing Parpose Folicy Framework for protection of health informa

Hver ack of solid research in this ares, making it hard for vs 10 move quickly a oughtlidly o et side amid contineing
Given the lack of solid research in this ares, making it hard for us o move quickly and thoughtfully on the product side amid continuing
pressure from thought leaders and influencers in countries of jurisdiction, we'd recommend a high profile demonstration of our

advanee strong actionable research such as supporting the launch of the Digital Wellness Lab

coanmitnent o the issue that also helps us
with the Center fo

Media and Health st Boston's Childrer Hospital and Harvard Medical School. A cormmitinent of this kind, alongside

eiforts like hiding Likes, building ED classifices for contont removal, expanding suppert msourses, should help us kan in o ts ssue and

be seen a8 acting responsibly.

Antigone Davis odited Sep 28 2020 01 5:13 am

ho focuses

provide HC for s child safely pobey SME o this work on the policy side a cluld salfety strategy

push for product shifis that would dramatically decrease the murnber of oybs

ahead of ¢2e launch (e, forward timits,

aff vamp

consider a large scale investment

:20-40M i the development of robust external coosysiem o thwart €84
support victizos (Big Salty Investment™)

« Growing momentom for mendatory child safety by design: Prompted by URs 10O Age Appropriate Design Code

HTHTHSSIONS

and Ausralia’s eSafety {
policymakers that with lack of

afety By Design principles” meressing soncern globally arsong | more and more

age verification / detection mechsmisme, platforms cannot deliver on around the global are

age appropriate experiences {or minors. by design requirernonis
» GDPR fueling Increasing nwnber of csuntries adopting different ages >13 age of digital vonsent, partntal
consent and age verification laws: In Afiies, policy makers are increasingly cxitical ofthe 13 vo age limit as children are

defined
leg

“under 18" Policymakers b most eountries in the region. Countries Tike Tadia are proposing have proposed
mial consent for 1 18s while those under 18] policymakers 11 South vanious

N}

Iation that wounld requive requitng p
i coundries explo

¢ the sarme; and m Kores, which where such legsiation aleady requives exisis they are explormg

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00037257
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY METATNAG-011-00155288

PX-00021, Page 21 of 47



mcharsis for verifying parental consent when processing cluldeen™s data,

next sfop is verifying the consent.

and Interstate Youth Law (ik
ons R 153

s Germany: Fedeor
verification fow German ¢

kely 1o come nto cffect in H2 2020 proposes brosvser-level age

s South Korea and Japan: Proposaks requiring we vertfy age trough requiring mobile phone numbers

o Improve age modeals on IG, we currently only have stated age for ~67% of 1G users and age models don’™t

L need 13 leadership to consider colleeting age {oy the remaining vsers for whom we have no

Ress

Overall we vermaiy

quite valnerable when it comes to age manageynent on our apps. To some degree that 1s because leadership has
decided to live with certain. .. in the near ferm. For example in March, we decided we would not baild g classifier 1o detect minors
under 13 ymri old. Instead

coment splutions as they are
fication but we will only prioritize this work when we

cvice/OS evel age veritication and management
work on well, At the same time, Ie

x woatkd push industry partness for devi 5 level age verification and my
best placed to do {hm well. fdentity }n'egm\' identified a P\«i Wi‘o will own age ver

face clear le

on ieﬁ WHET for s 16 conbinue 1o
rule out oproving ouwr age classifers and we are butlding age appropriaie spectfic experiences, but that work is not advancing with the
sarne speed

solutic hest placed o 40 ﬁm de ship did oot

15 external pressures on this subject.

Char o

ching recommendation is the same as mentioned above, create an independert child safety vertical, and nchede this issse ag
a priovity within that vertical to ensure i the proper feus andresources . Again, if that is too big a B, o deal with the most inunediate
vilnerabilitics Wi/t 10 age assurance, rmanagement and appropriafe design policy leadership could:

provide HC for a child safty policy SME who focuses solely on driving 2 child safety strate

sign off 1o conduct an expert andit of our del

PYMK restrictions), and inplement them.

ault seitings and protections for roinors, identify roprovements (o.g. GY5F and

ensng product and OO0 have the resonrees need tr act on knowledge we slready have, Lo olear our backlogs, disable
e FB Dating, cic..
basic company priveciple thal we’re paing predicted age for business pueposes, we should do the same for
ng on age/safety

verified 113s, build an 018 checkpoint to review minors who frve been reported on 18+ praducts

establisl
enfire

support improving owr age classifiers and operationaliving them based on s stack ranking of our most sensitve policy

markets

ricritize rapid improvement of K& age models given vounger demographic
=) = o = =

urge Central Privacy to {ast track furing of a youth privacy PM and to prioviiize a few low business cost/high policy impact
oty for H2

pro}

At that time, we have decided to address certain risks, For example, Ceniral Privacy stood up 2 small weam on vouth privacy and hey
plan to prioritize a faw low business cost/high poliey Impact projects for H2, which could help on the safety front as well, BUT a PM is
vet to be hired.

We need leadership support to push product 1o act on knowledge we already hav
anulf checkpoint tox

i.e. clear cur backdogs, disable verified ui3s, build
products like ¥FB Dating. /
age mnodels perfonm inconsis

inst this backdrop, our o

tently seross difforent markets. We

Y ceiment

minors Mm have heen reported on 18

W
ia not conaistent acress all apps for a single known person. T addiy

recornend that Pobey leadership sta ck raok and prioftize o most seasiive policy driven markets and make clear o product &ho! we

shonld operationahize those markets first, We also nood leadershi
age for business purposes, it chould be used to enforce on age. F

5 10 support the basio |

mcq ¢ that if v )m.sm@ s)gn 11 iy ™

or example, we need o use age p pd;cimn io gate mimors from aleshol

also do not work as well on 1G becanse I

ads and other high-risk features where we currently rely solely on stated age. Age mo
andy started o collect age data n Decambaer 2019 and we corrsntly only have stated age for ~67% of IG users. We need leadership
support 1 convines 1 Jeadership o collect age for the remaining users for whom ted age. We also would like leadership

sign off to conduct an audit of spec

we Have e 8t

profections for minons and then bring in a musted expert/group of experts to raview our defs
, identify improvements (e.g. GY3] and PYMK restrictions), and implement them,

settings and protections for minor

{e.g., corning soon ¥ ¢
We shouls < safety
help with weighting v growih (2.2, - product us

WaT 10 00

syt will be private by default for reinors),

separate ve ar o privacy, with roquisi

or education for minors) and weighting v privacy {e.g., age mcduhnL
sider a strocturs] d-arﬂc closer 1o what we have done with health whers pull we together § i

could unlock all kinds of

safely) and epportunitics (youth centered foatures and spps) work; perhaps ¢
Messenger Kids, tween apps).

duct opportundtios {o.g.,
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At that time, we have decided to address certain risks. For example, Ceniral Privacy stood up a soall ream on youth privacy and hey
plan to prioritize a few low business costhigh policy impuet projects for H2, whichcould help on the safety front as well, BUT a PMis
vet o be hired.

TYhat said, if pushing for this is too big a lift, to deal with the most imimediate existential fiweats outlined above perhaps policy leadership
could:

While SST experts support aur exisiing policies and sur commitment 1o engoing review of oir policies, the ieed v explain the
ever increesing rate... conient jor minors "nommcdizes i aind puls them af risk, and these concenis which help puel online
harms legistation to ensure we behave responsibly. Additionally At ife same time, some policymakers, most notably the 1PC,
and health policy experts are raising privacy related quesiions wi/ our work in 1his area, creating « tension beiween those
wiio push for increased... a miore privacy sensttive approach. Thiz rension begs for a jorward leaning approach invelving both
sets of stakehalder to come to agreed upon norms.

« UK ue (pre-nguest review
hearing September 23): Online Hanns Act: wpeorming UK Samaritans guidance for industry rekeased 9/10 recommending a
single PoC, clearer policies to prohitit “normalizing” SS1 and no encryption® to ensure can scan for this confent in
messaging Fexpertswitsphtone O Seme Wit 1t TS TesT

o

Bk EDPCAL: IDPC has continuing privacy concorss atound provessizg of monta) bealt data whoo rusing our 551

classifiers, as a result we are. ..

e-privacy directive scheduled to t2ke effect in December 2020, OTT communication services have 1o gret explicit individual
optins (~GDPR} for the classifiers we vun. For example, each user will have o agree o aliow us to run photoDNA across
their photos. If a user doesnt give that consent and we use PhotoDNA on the images they share, that will be considered
undaw{l. *Strategicully, very interesting as this suggests encrypting messaging aligrs with expectations including SSI
classifiers,

« Denmark: Documnentary on Danish group suicides leading to propesals from Danish reguiators for regulating social media

¢ Korea: bullving of celebnties. .. remove content, or compelling data disclosare o victins in civil clais,

+ Japan: Proposed 'defarsation’ and eyber-bullying' regulation following celebrity cyber bullyng case that connected to 2
suicide.

o fack seif-harm support resources (e.g. ealing disorders, cutting): currently. we send suicide prevention resources and tips
to people engaging in any kind of sel-hann; facing particular serutiny on this wi/t eating disorders

s lack difforent rosourees and specific actions for users who are using our platfony fo promote versus admit suicide suicidal
ideation

s lack popolation’risk specific resourees on the 881 checkpoing

+ IG:

o lack classifiers to detect and take action on problematic aggregatad content on...

o 1GE) being vsed to enceirage o promole suicide e.g.. group suicides i Norway that cccumred Jast yeue and

o
we don't scan there, without ¢2e restfiont detoction mochanisms
e Borderline content: borderline 851 pelicy in place. Labelling but still waiting on a classifier: fabelling exercise required to
o the classifier (on is on hold due {0 Himited COVID. 19 reviewer capacity) ¢

Sty

« Product mirastrecture hmitatons: infubit our ability to make necessary guarantees around protection of mental health refated
data

Reselving the conflict with the IDPC so we can use our existing SS classifiers in the EU will goa long way (o addressing the... develop
hest practices with regacd w AL responses, data retention,... and 2) Telping buikd a global Crisis
I & 4 } * [ < &

et lise systein.

Recommendation

Internal readiness fo rise to the challenge

Internal readiness to rise io the challenge. Extent to winch there is work ongoing to address the "areas for improveaient’
and opportuatties flagged, suggestions on how we niight kick start conversafions on s work.

Fxtent to which there is work ongoing to address the ‘areas for smprovement’ and spportunities flugged.

Iinternal Readiness/State of Play

Haow we might fick start conversutions en this work.

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00037259
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY METATNAG-011-00155280

PX-00021, Page 23 of 47



Recommendation

To the extent we want to male faster headway on the “areas of improvement” wir/t S

51 and well-being, safety policy needs more HC
o support our health policy lead as she currantly manages S8, health and well-being po

ticy, The product lear

we grown in these

arens and meed more policy support.
The While we have made p
G

des

aduct adjustments to address concerns in th

area (e.g.. changes to &
pact of our apps on the

wsfeed, hiding fikes on

feaders and academics continte fo ask guestions abois social and emotional

rle e, recent re ol Dilemma”). 41 the

distancing requirements of the COVID-18 pandemic ave generated gredater awe
mental health aml well-being (e

eness of and concern for i

7., anxiety and loneliness), us well as an apprecistion wmong policy malk

the role technology can play in supporting mental health and well-being ¢

loneliness, eie.). This shift of focus from how tech may cregaie, increase or exacerbate menial health and we

fionw fe

i con assist in combatting some of them is an opportunity far us, but | Gf course, o failire to execufe well cotdd suvface

an even worse “fech backlash” around me
time spent, pressure 1o be perfect, FOMO, ete ) and |

tal health and well-being fy associate fock v (e, passive

of some ong
= Denmark: concerns around wellbelng and loneliness have Jad to calls for repilating content on social raedis,

e FBE+Ix Lack of self harm support resourees {e.g. eating disorders, cutting); currendly, we send suicide provention

resources mnd fips fo people engaging i any kind of self-har,
e Negative

o S core featares of products connect W larger societal challenges around body Inage and objectification of women

e altering flars on nstagram, likes

= Some core features of products conneet 1o larger societal issues arsund sosial comparisen and the porception of owr
products as being picture-perfoct views of people’s picture perfect Hves - arophified by the existence of validating wols like

Likes {e.g, Hkes and Comments commenis)

oncs of eating disorder-related content i scarches and recomimendation 5 owe beeause of both {a)
Hmited policy defimtions around what consiintes ED content and (b) no ED-related classifiers that we can run aeross our

surfaces.
s Inahility
o Some gaps intools o

& contzol who can send you a DM request

« prowectagamat ballying:

i

+ Lack ol keyword filters in DMas, similar lo the

o G DM mimimal control re: who can sernd you a2 DM reguest
o G DM no keyword filter tool

o available for Comynerits

¢ FB - Bullying and harassment: Lack of mass comnent moderation tock

;10 mass comrnent maderation ool

[}

There is 2 nead for stronger research around how our apps impact the social and emotional development and well-being of young

1 Until we have done that we and lomeliness on our platforms. We have an
ital Wellness Lab with Centor for Media and Child Health at Haevard .. efforts such as building
learning units, cxpaading WA business AP for o apport orgs, CSOM and the coanceted geaerations

people, patice

rhy Wit to
sysporfunity to launch - mdusiry L

ates of social compariso

group adin supp
nHistive.

~ EP) 34 et ¢ DY Y VI W WA Sl SRR Il P 7 | S <
O PO RS WO OO IO SO W S T O P IS W T Oy I O TG PRI IO T I S SV R PR U TR A

yornger atr-harassrent-tar 5 Tu’.u» T
o health research being done in non US/UK merkets
s ¥Facebook:
o Product: Proactive bullying Al convment filiers on FB to get parity w7 IG and mass coroment mooderation
Fools

Enterusl readinesy i rise i the challenge

Extent in which there s work epgoing to address the "aveas for improvement’ and spportunities fagged, suggestions on
how we might kick stavt conversations on this work

Catent fo whick theve iy work ongeing o adidvess the "aveas for improvement’ and opporiunitiss flagged.

internal Readiness/State of Play

How we ssight kick start conversations on this work.
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Ji ¢

isa suggest internal audit to ensure that ol safety classifiers are giobally resilient,

dabally operational and aperate withaut

1S,

crault minors t the most private and saft seftings;

o i IGD and

st anconnected sl

wing and Friending resirictions

ensure eross-network messaging will not deprade current protections i place for minors;

o Aduli<rainor carveout for Vanish Mode and prevent use of feature by predicted groomers:

o User reporting education and message downioad for Lissent and Vanish Mode messages with tombstones:

= Ensurc alt coafent is reportable and reviewable by C

« Increase retention period for unsent and ephery

cial messages;
o Add thread-level reporting in 105
o Call ut in MSGR that unsent messages ave reviewable:

& Hducate users shout Impermanencs at key product experience points
o Tell sendertroceiver that unsent messages can be reported for X fst uses

s Make Reports available to Reporters
conterit, including wmbsiones within context

nd give them options 10 save a copy or access reported

twork reachabibiy/discoverab

ty.

s Strong integrily measvres to redoce harmdud content shanng and mteractions:

o Remove private invite Hnks and group chat tab in hasmfud content associated FB groups

o g Group size Himits, forward lmits
o Add “Whocan...

s Sex Trafficking classifier with a focus on minor sex fratlicking

&

Self-remediation tools and backend measures that promote safety while respesting users” privacy for RTC and Hemote

< OBE-CAl FePOTURE W

1 OVIIENO COpRIE;

Q

Screen-sharing static notification either in roster or as part of Ul contro! panel;

-risk users;

o Featire gate bi

o . .
&, sufely notices, upscl reporting

o User cducation/sclf romodiation inferventions blockmg);

o Understand abuse prevalence /usefud proxies in IG RTC + MSGR RTC.

2l b GUr (58U arcas,

o Support our Global Classifier Resilioncy and Farness initiative for safety classifiors that are o

s Age Assucance / Vertfication

o Prosctive age verification and enforcement /113 classifier; ul# checkpoint

o BPxpunding age appropriste expenences, Le. identify and budld special protections (defindi seitings, content

restrictions, blocked products) that should apply o ul3 and u18 vsers.

e Suicide and Self Hamm

ting dison cutling ©

> Belf hean s

arrently, we send suicide provention wsources

e rd e S CTIR GRS
upport resouress {e.g, « i

o i any kind of sell-ham)

andt tips fo people engs

o Providing varving resources and actions 1o people using oue platiorsy
pdi

to proxnote versus adut suicidality;

ithers needed to action differcatly and appropeiately.

o Crisis Servive Over Messenger e

pincering support
X-Indostry Shariag:
« Video DNA x-indusry banks

User Education and Marketing:

» In-product user education campaign to drive awareness of privacy and safetly tocls, seltings....

& Design and Fag resources i the Sufety Center

s Better product walkthrough for new sers, teens 13-153 to flag how to report content, cormect to the safety centre and
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+ Heview {apacity
o Legal signed off on WHH review, fast racking discussions with GenPae

Ahead Witha strong PM, the pressure of nierop, work is in progress 1o block unconnacted adults on Fand 1G from inftiating

messages with minors on FB, however work is not planned te prevent FB and 1G adults from initiating messages to 16 minoss, Linnted

country fests and data analyses have shown that ean demonstrably reduce CEI sharing mxd Wi
recently sh)ppq_(iu Messenger iny
‘caderﬂwphwﬂmmw a fundamertal commitieent © %mmmmﬂw&mww_

: rup-hronehcviomkatomeetweith-MET We are also gelting ready 1o meet with Jay ¢ discuss how best to present
> MLT. We newd leadership suppoxt o bave praduet prioritize this wadk b

much stronger case w xth our cxlcn mi eritics and su!\noidcrs that chzid ‘ly. WE #re doing good work on this front. Wx‘ﬁ:m: -xmi(mg
real progress et 3 2 2
Work has completed o block \u\pc-:'rd groomers Im m Secret Conversations and Varish \‘hme On \«xdem h:ﬁ prmiu\,l and policy
are aligred on blocking suspected groomers (EETA H2) and work 1 ongoing for feature gating NCMEC reported users, user 2ducation
and sell-remedialion interventions. Work has been completed en basic safety mitigations for Reoms but work still needs to be done o
enable in-calf reporting with ev ;d« t\(u‘«plun, mn hxlh Raooms and ‘H:(—(*‘dn V 1\0( |:.1‘)WWWWWMM~«
s s We continue to adx ocate for stro \cmumbl.zty and
reachability controls i anticipation of htm i € '*nd h'l\c agreed to ':mnch more prvate m <« controls for minors and bi

rcciiicnl:'». inetading We will continue to explore further restrictions to PYMEK and GYSIL

we i will allow us to seke

< currentiy ongoing but we aced more resourees for this m addifion 1o engneermg and review resources ta develop sn
operational sex tratfickimg classitier. Please see the chart below for detaied sunvnany across many of the specific related work areas of
improvement listed above, BUT we could be doing muore faster i we had adedicated pillac within the company and s status an
exceutive fevel sporisor.
Overall, we have XEN alignment on the arcas of inproverent and priorities and with 2 strong PM 2 gooed bit of this work is in process
and on arelatively st track. The biggest challenges heve are strucnial, stractie and resoureing and funding,
On the product side child safety sits inside broader integrity efforts. which means priorities are balanced against afi harms. As a result.

..} We should consider sesting child safety up us 2 separie vertical sioiilar (o privacy, with requisite safling and funding, Dong
Assuming the vertical had an excentive lovel sponsor, doing so also could help with weighting v growth and privacy whenmaking
dexisions {e.g,, and weighting v privacy {e.g., age modeling, clicat side scanaing), We might <ven want to

consider a structural charge claser to what we have done with health where we pull we tagether the integrity challenges (child safety)
and opportunities (youth centered features and apns) work; perhaps this could unlock all kinds of product opporunitics (e.g.,
Messenger Kids. tween apps).

That said, if pushing for this 13 too biga hil, perhaps policy leadership could utiate a comparnative analysis ot how we priontize child
safety versuis other top areas of concern Iike privacy {e.g., headcount, research finding,...) and then use that to have a mmore robust
iniemal conversation regrarding our conumitment to child safety: and in the yeeantioe, to deal with the most imediate existential threats
outtned above perheps policy leaderstup could:

provide HC fora cluld safety pehicy SME who {ocuses solely on driving this work on the policy side
push for product shifts that would drnmatically decrease the mumbar of cvbertips ahead of ¢2¢ launch (e.g._

push for whatever HC and resources are needed by chifd safety team in T to help them do more, faster ahead of e2¢e:
noto: this isn't something I have run by Guy

push (o lmprove our age models aad make then globally opentional sinee all child sality mitigations xely on indedying age
models; note: some of this was discussed ey part of age verificaiion discussion, and there was commilment io do
some of this but

help ardock exploration of the muost privacy sensitive client-side scanaing in case we gead i as an off ramp

considar a large scale nvestment @ 320-40M in the development of robust external ecosystem to thwart CSAM and
suppost victims (“Big Safety Investment™)

2) push for whatever ivestoent isneeded (0 2) rapidly improve CUE classiflier 0 enable snore astomation and b)ensure global efficacy
of grooming classifier ¢) improving 2ge models and making them globaily operational since all child safety mitigations rely on undedying
age models

3y unlock exploration of the most privacy sensitive client-side scanning in case we reed it as an off tanmyp

4) consider a large s nie investoient (wH20-40M iy the development of robmst external coosysion to thwart CSAM and support victims
(“Big Salety Investment™}

¢ Meed-torhrprovedage-identification models that-atlove-ns to better predivt-age-of users-and offer-appropriste age-related
fritering and protections (espw/e't o where stifHack age data-for most-users: which prevents us fronyimplementing a

¢ Lackof

e We jack a U3 classifier
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s nsufficiont

¢ , msufficient means t detect and remove ul3s at scale

COPPA comapliance is of dsk

sit on

P

s De-prioritized We also have deprioritized ul3 enforcernent: Basic becauss

inowledge of u13, incentivizes not knowing

2 o miodels ane not that acearate, reducing the efficacy of classifiors like the grooming classifier and requiring
maore reliance on human review
s Age prediction models are not globally oporational: Creates eonsistent ; as a resnlt, unwehabl Y HCARITTS AGLH

the cotopany that loverage age are inconsistent and unrelizble, mehwding our Child Safely models that provide child safety
profections for minors on owr plaform.

Torm better in Western

¢ {Hobal rest

shobally restfion, they tend to per

Heney of age Age prediction models: Tond are oo
markels and woise in emergl
2

age-velat

1 markets

ve o ab

dge models do notwork as well on B30 As L as aresult, wel by to e granularly gate minors out fiom

o] experiences o Instagrarn, sinee oure best models stilf only distinguish between teens and non-teans

»

Groomiog detection: Lack of better age models and human review mvestroent leads 1o naccurate groomer defections,

a8 well as it should

» Insufficient Age-gating: Examples inclide As a result of all of the above, are age-gating doesn’t wo

vet we offer age- gated products fhe Watch Together, which featimes 144, 18+ or 214 cordent and can’t effectively age-

gate and FB Doting where ... and we have found ndnors who appear as young as 12 vears oid.

s Lack of 218 checkpoint: Risk having v 18 users on 18+ producia ike FR Diating.,

Markeipiace, Mentorship, or as under-
age parents on Messenger Kids.

e Age veritication: We romain reactive on age verification, pushing for a deviee side solution, when we're golting nereasing

policyroaker pressure 0 he proactive while our competitors improve their approaches

58 L

The development of a device~side system for age verification to block Ul

mn our services will go a long way to addressing the

coneerns of child safety stakeholders, but we need to should fast track that offort. We also need 1o should fmprove our age identifying
classitiers and expand “age appropriate” protections and experiences {e.g.. coming soon 5 accotmt will be private by detaelt for

mivers). Below are specific suggestions:

o 13 enforcement:

o Prionbz vdorcoment of ui3s on G who have hard-Iinked VB accounts,

CTO88-

o Clear current u13 backlog (~700K job backlog) which is cummently not rescwgeed,

¢ 18 enforcement:
o Create an ul8 checkpoint to cffectively manage gating ulls

i 18+ products

s G

o hmprove age models on JG

o Age verification:

el

srediction In combination with age verification checkpoinis 1o gate based on aga-gated product or
conte

EY

Age Model improvements:
Expand best available age models & more markets

Q

srarkets

I

Imysove age modsl

5

Improve age models on BG

o

o Age Audit

o Review our defndt scttings and galing for minors, pressure test them gentify woprovements {o.g, GY S and
PYMEK...
o s user education at signup)

« Age appropriate experiences:
o Dewelop 13216 vo, 16-18 vo and 18+ experiences

ecarse leadership has
ded that we would not build a classifier

T Overall we rem
decided o lve with certain 1

i quite vidnerable when i comes {0 age management on ouwr apps. To some degres that &

nple m March it was . we dee

feast i the near ferm, For

z verification

i detect rainors under 13 vears old. Instead, we woubld push industry partners for device/OS kevel ag
sofutions, Since then, Central Privacy has ¢ up 2 sroall feam on youth privacy but a PM is yet as they arve best placed to be hived.
They have offerad to prior : 1 1. fdentity Integrity has
identifiod a PM who would will own age verification but they we will not only prioritize this work wntil when we Tave face clear le;
oblig i support S, this decision lell room for us 1o push product contin

we already have improving our age classfiers and age appro > eyperienecs, 1o, cloar our backlogs, disable w
ui8 checkpoint to review minors who have been reporied on 18+ products ke FB Dating. Againet this backdrop, owr enforcement

: a fow low business cost'high policy lmpact projocts for H2 do this

of work on k.

ations to do se. We need leadersh

duils, build an
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Added this Antigone - hxed for your sign off

Knmms- edited Sep 235, 2026 at 4:07 am

+ Legislations exposing safety/privacy tensions: The ePrivacy Directive v eSafety svategy, and seerecy of
conunucations provisions in fapanand Korea deem scaniing v Japan’s Amended Telecommunications Broadeasting Act
guidciines on SeC provisians zand Seath Korea: imteomedizry Hability law (or haonfid content an illegal infercept at same
time.. NCTE and CEI that reqires collecting and sharing of more user information with local authorities/civil complainants.

¢ Fphemerality: adult<>pumor carveout for disappearing mode Vanish Mode and/or sone way to enable content reporting
and review
Ahead of interop, work is in progress to block unconnecied adilis on FB-and IG from iniftiating messages with minors on FB,
however. .. mitiating messages to G miners. Limifed country tests and d : :
can demonsirably reduce CEI sharing and we m,unfv shipped

forward himits conversattonup through Morike mmcc(-wi!h = Wehave progress- onrblocking predicted groomers-fromrusing
Bivappearing Mode but need E6 suppont-terapphy the came-profection 6 Work has completed to block saspecied groomers from
Secret Conversations and Vanish Mode. On Video chat, product and policy are aligned on blocking suspected groomers (ETA H2)
and work is ongoing for feature gating MCMEC rporied users, user education and self-remediation interventions, Work has been
completed on basic safety nutigations for Rooms dut work stk needs to be dore o enable in-call reporting with evidence captre in
both Reoms and RFC {ska Video Chat) Chat): R{L *.v}nc}r ts-the ;M'\t«ortc Rowm, ismotyct inrparity with-Rooms (her-feature
satnlighenak-ueere—-leadership-bryni ¥ : rait: We continue to advocate for strong
discoverbility and reachability controls in n*i:ap«hovnf hl‘mp and by a\\.m»:rccd to I n\nch more privale messaging controls for minors
and high volmme recipients, m‘u&mg We wili confinue to explore further restrictions fo PYMK and GYST. Wnﬁ( 10 developa CEX
video classifier for FB Live is cumently ongoing but we need more resources. .. resources 1o devalop an operational sex tzilicking

classition. Please see the chast below for detailed supunary of the specific relatad work and its status.

2) push for whatever mvestiment fsreeded {o &) rapidly improve CEE classilier o enable more astomation and by ensure global efficacy
of grooreing classifier ¢ improving age models and makemg them globaily operatonal since alf child safety ntigations rely on underiying
age models

Eack-of 13 proactive-age identification and endoreament mechanism

Lack of U3 classifier: Insufficient means to detect ul 35 at scale and on products ke Dating

-

De-priovitizod ui3 enforcement: Basie COPPA compliance is at nsk swhen we sit on knowledge of u13
Lack ofuls checkpoint: Risk having w18 users on 18+ products fike FB Dating, Marketplace, Mentorship, or as under-
age parents on Messenger Kids.

-

Age prediction models not globatly eperational: Creatcs incorsistent, unreliable mtogrity measures across the company that
leverage age, including sur Child Saety models that proviie protections for minors on our plazforn

Ll

Global resilienicy of age pradiction models: Tend to perform better in Western markets and worse in einerging markets

Grooming detection: Lack of better sge models and huraan review invesiment leads to inaccuzate groomer defestions.
s 1G: Age models do not work as wellon G, As a resudt, no ability to more granslarly gate minors out fom age-related
axperiences on Instagram, since one best models stll only distinguish bebween teens and pon-toens

Ll

Insufficent Age- gating: Examples ihsde Watch Together, which features 14+, 18+ or 21+ content and can’'t cfioctively
age~gate amd FB Dating where we lave lound minoss who appear as young as 12 years old

s Ape verification: We remain rcactiveon age verification when we're getting fnereasing policynaker pressuie 6 be
proactive while our competitors improve their approuches

= Review our defaull seltings and gating for minoss, pressure fest them idenify mprovements (e.g. GY STand PYMEK
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restrictions), and impiement them
« Develop a "“safety
e 13 enforconent:
o Prionitize cross-enforcament of ul3s on §G who have hard-linked Fi3 accounts.
o Clear current ul3 backlog (~7C0K job backlog) which is cumently not resourced,
¢ Y18 enforcement:
o Creatcan 18 checkpomt to cfivetively manage gating ul8s from 184 products
s I

o Tmprove age models oi G

Age verification:
o Use age prediction in combination with age vedfication checkpoinis 1 gate based on age-gated product or
content.

Age Model improvesients:
o Expand best available age models to more markets
o DIuprove age model accuracy in emerging markets
o This weuld alse inprove cur groomer classificrs
+ Age Audit:
o Review our defroli cotimps and gating for minors, pressure text them ideniify improvements (e g GYR7 and

PYMK restrictions). and inplement them
Safety by

« design” process or product safety review simular to privacy review

Design:
In product U18 specific user education on safety and privacy tools (2.0., unique user edueation at sign vp)
o Develop a “salety by design” process or product safety rev

sw sintilar (o privacy review
+ Education:
Develop 13-16vo. 16-18 yo and 1§+
o Toproduct LTS specific user education on sufety and privacy tools {e.g,, anigue wser education at sign up}

Age appropriate experiences:
o Develop 12-16 vo, 16-18 vo and 18+ experiences

delayed due {o COVID-19) (pre-inquest review huunu, Quplun}u 253: (‘tnlmc Hars Act: upeornmg Uf\ Saparitans
gu'd'mcx: for industzy rciumd“ 10 ibi-~nomaslzng > S5tandno

on the images tey share, that witl beconsidered unkmfu‘ ‘Stmtf‘vu" lly. very interesting as this suggests enervpting
messaging aligns with expectations.

-

Denmark: Documentary on Danish group suicides leading to propesals from Banish regelators for regulating social medi

Rorderline eontent: borderline SSE policy in place. Labelling exercise required to mform the clussifier (on hold due te
Tmited COVID- 19 reviewer capacity)

¢ Promuncoce of eating disorder-relatel content in searches and recommendation suriaces hike Explore because of buth (4)
limited policy definitions around what constitutes 120 content and (b} nio ED-related clussifiers that we can nm across our
surfaces.

s Negative social comparison and the perception of our producis as being picture-perfect views of people’s fives - amplified
by the existence of validating tools lite Likes and Coruments

fnability to conol who can send you a DM request

-

« Lack ofkeyword filters in DMs. similar 1 the keywaord filter tooi available for Conunents

Policies: Refoung public Hzore definitions and develnping more protections frondharassoent D public
figures. inchuding protecting tharn from attacks on their physical appearance, gender, race, or other proiceted
characteristics.

o

Adult<>minor carveow! for Disappearing Vanish Mode and prevent use of {eature by predicted groomers:

O

o User reporting education and message download for Unsent and Disappearing Vanish Mode messages with
tombstoncs:
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e Big Bet: We also should scrously consider csiablishing ourselvas as the industry"s world leader on child safety fhrough o

large scale vestment @320-40M In the development of robust extemal scosysiem to. .. case management fool that
case data for investigations and helps with priositization, and scaleable automated system for X-industry

threat inf tion sharing,

Abead of Interop interop, work Js in progress to block uncomnected adudts on FB and X0 from ing
however work i3 not.. . resources i develop an operats
the specific related work and s status,

ting messages with minors on FB,

nal sex traffy

ng classifior, Please seo the chart below {or detatled summary of

Overall, we have XEN aligrament ¢
shaflenges here are tag structure sty
13 Child Safery On the product side child safe
harms, &

1 the avess of improvernent and prionities and 2 good bit of this wird is W process. The biggest

s result, we semctiones have 1o depricaitize child saf
Elextions, racial ir
. This T
madeling, client side scanning). We rnight also belp even want o consider a shruchura] change closer to what we have done with
health where pull we together the Integrity chs

der setting # child saf
e also sould belp with weigh

arate vertical sin
v growth {e.g., forward lumits, @

17 U1 48 & 54

i ar to privacy, with requisite sta

oup size lmits and weighting v priv

fing

v {4,

and fiand

ag

lenges {child safery) and opporiimities {youth contered featares and apps) work; perhaps
this could unlock all kinds of product opportunities {e.g., Messenger Kids, tween apps).

That said, if pushing for this s too big a 1ift, to deal with the most immediate existential threats outhined above perhaps pobiey kadership
coudd:

=

¢ produet shiffs that would de

atically decrease the mumber of cybertips shead of ole lamnch {e.g., forwined Hmits, group

mvestment s nwoded o ifier to

2y push for whate 2
of grooming classif;

3y undock explomtion of the roost privac

pidly improve CF obal efficacy

e

sensitive client- side scaning in case

4} consider s large seale investment @$20-40M in the development of robust external ccosystern to thwart €
" Big Salery lavestment™)

M and supporl vietns
Where ave we with the various poficy discussions reluting to children on sur apps.
Trends:

Specific Bills:
Wheve we think we are most valnerable and aved to step up onr efforts.

review Review our
S and PY MK restric

+ Looking back: work with a trusied expe
for minors, pressuee test them identify

oup of experts
HTPIOVemOonts (6.8

pretections,... and geting
ons), and implernent them

e Looking forward:

& Lirvelop a

afiety by desd

> process or prodect safety review sinilar fo privacy review

o dovelop a “safety by design’” process or product safoty roview similar to privacy review

o nprodect T8 specific user education on safety and privacy wols fe.g., wiique user education af sign up)

= In product L8 specific user edocation oncsafety and poivacy tools (e.g., unigue user edue

A0 AL sign up)

o Develop 13216 yo, 16-18 vo and 15+ cxpoticnces

Furent so which there is work ongoing to gddress the ‘greas for improvement’ and spportunitics flagged.

internal Readiness/Staie of Play

Fateraed veadiness to vise fo the challenge. Fxtent to which there is wovk ougoing to address the 'areas for improvewmens’
and opportunities flagged, suggestions on how we might kick sturt conversations on this woerk.

Futernal readiness o rise to the challenge How we noight hick siart conversations on this work.
We should consider setting child safoty up 33 3 sepatate vestical similar to privacy, with wquisite staffing
help with wedghting v growih {e.g., io- product user education for mirg
want to consider a strachis

1 funding, Do
5} and weighting v pivacy {e.g., age modeling). We might even
change closes & what we have done with health where pull we iy

ing 8o onld

the integrity challenges {child
satety) and opporiunitics {vouth centered foatures and apps) work; perhaps this could undeck all kinds of product opportunié
Messenger Kids, tween apps).

ste.g.

That said, if pushing for this is too big 2 1if, to deal with the most Ton
conded

Hate existential threate outlined above perhaps policy leadership

$
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Previous edition: Chald Safety - State of Play (7/20)

Wheve are we with the various polivy discussiony reluting to childven an onr apps.
1 CSAM sa

stakelic

!’o\’l? las created iremendany aw

()u enu}p% ENPOUIE

Brazil (ather p(zlenmz: hot spots due 1o high
ww, Jopan, Avgentime-Chite and South

Africe).

o Child Safety concerns leading (o expansiow/contiation of ifegal and harmful content reguiativn. Following U¥%s
ine Harms Paper ¢ nany NeizDIG, AUS Avstealia has propesed expanding the eSafety Conunissioner”s renut to
2 on expanded harms {o.g bullving & harassment) not only for children but also, . o push the Clitzen Orline

Protection Bules (o cuh #

Bredicated child safety vegulators being proposed. Australia and Fipi already lave an csafety commia

8 ¥
Comndssioner, Legislators in freland, Tatwan, the Philippines, and South Korea are considering simiiar Oﬁl(: and Indiz
has proposed an ¢Safety conundssionsr Covunissioner for each state.
« Duaj Saltiple reporting requirements: India, South Korea, and Portugal ave mtroducing legislations that will require us
report CEAM directly to local authorities and not accepting NCMEC reporis.
» Legisiations exposing safety/privacy tensiens: The oPrivacy Diroctive v eBafely sirategy, and secrecy of

comrnimications provisions in Japan and Korea deem scanving for harmfid content an Hlegal intercept af smoe fime...

Spovific Bills:

o US: EARN-IT, bawiulAovesstobrerypiodDateAot, Dol/White House Section 230 reforms, Platform Accountalility
and Consumer Transparency Acy, Online Freedom and Viewpoint Act, House Aporopriations Bill on Labor, HHS, and
Fducation fandmg, Trarsparency about Ooline Child Sexual Abvuse Material Act

= UK: Cloud Actnegotiztions, TCM, Online Harms Bill

dine Balety Act, e-Safely Commi

ISRV IRN oner Safety by Dest

« AL ongoing consulial

e Five-Hyos: Voluntary CSEA Principles

Children frony Sexual Offen

amendiments to "Protection of

s India traceabi

wporting w/sbility

Bravil: proposed amendimenis to "good sarmaritan provision” in Maree Cleil

@

echnical roquizements and bes

vactices, BCtorsetup EU

Drrective, Digital

ELL EUTF wrexplorerseommended-bostpracticos trusdedis
1AM hub otermmchirdireet condradictiono cPavacy Duectived, Audio Visua! Media Servioe
Services Act, CRAM Legislation

®

Philippines: Anti- ATIP bill; Ontermediary (nfermediary Rability, duty not 1o host aandates brn-arcund- imes, requites
platforms to preserve evidence and proactively report CEI divectly to Jocal LE. Safer Internet Bill (peverded{parental
congent feefor UISs age of consent , TAT3, “hanmfid” content regulations} regulations); Axnti- ATIP bill (ntermediary

-, mandated TAT, evidence preservation requirements and proactively report CEF divectly to local LE)

@

South Korea: intermediary . ..

5 Amended Teleeompamivations Broadeasting Act guidelines on SoC provisions; Provider Livnited Liability Act {provision

of user information to civil conplainant, ncl phone rumbers)

@

o Germzny: MezDG
= freland: Online Safety and Media Bill

o Keonya: Cyborerime Bt 2018

o Zimbe

we: Dlata protection and Cybererimes Bilt 2020

s Other

0 have legishative activity

heve we think we are most

Where are we with the various policy disc on aur platforms, and

vidnerahle and need fo step up our ¢fforss.

= Inability to suto-action using o preactiveCET classifiers: Jow accuracy prevenis aulo actioning
» Croomming classifiers: Tack globad eflicacy
e Roo

s Fphemerality

vesireaming abase

ative impact on abiliy to repat

« Interop: increased discoverabilit:

1d reachability across apps

o NCMEC roporting: missing losing confext, poor metric
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s WhatsApp groups: link sharing 108 and Android in app store cnablo

CSAM discovery and sharing

1 social platforms + WA group dissovery apps

o OV review constraints

= Uncornected 13 wneonnected adulls boing able to find and message minors in Instagram Divsct, coupled with signmficant
wophctt sexxalization of minors and evidence of poteniial rafficking and soliciation

B isation of minos across multiple posts and cormnenis on Instagram

2 atficking and sexual soliciiation networks on Instagram

shott of 2 backdoor, offering Bmited client-side scanning will sanisly leading
ities and push back

While some govermnents will not be sati
safety stakeholders (NCMEC,. .. Ciher areas where we can step up our effonis 1o help manage ouwr vulnersb
181 sfforts to require encryption backd

= with anythin

are histed below. {some of these are umderway}

aw

(93

close erforcement gap w/rt CE] recipients

(o}

meaningfidly drive down the number of seports belbre encryption through preventative work inchuding

forward mitations, group. .,
o the upselling of repotiing and packaging of roetadaia and nfo from public spaces, ete. that we can still

aid/enable more mvestigs

wtions than LE aurently does pursues

s Minor Scxualization:

¢ stricter policies and enforcement w/e/t the sexualization of minors on o services (2.8, SrOUDP NANEs, comments, ..}
andd Inunature muner sexualization classifier. Update:r Minor Sexualization Policy launching in October
L]
o lapneh stricter policies and enforcement wilt the sexualization of minors on o servicss
o develop specific stricter polivies for groups (o, group Dames, COMIELY
o improve sanor sexualization classifier,
s Trafficking: baild sex imafficking classifler with a focus on minor sex pafficking
& T Project Frofect: fast tack svane key wins Bk vaiversal video hash shaging .

« mede andfor sorme way o enable content reporting and review

o Classifior global rodlience and efficiency: comprehensive audit 10 assess and ensure child safety classifiers do not
aperate with bias are effective globally. Inprrove global efficacy of our text classifiers that deteet mappropriate ntersctions
with childron by developing text model to |, which would belp enable antomabon of hard actions (disablo/report) against
FEOOTHRTS.

e M

o Extend cxisting MAGR Safety tips for scams, impersonation, child safety/HBC in FGI;

o Expand policies on borderdine content. .. hashiag pages, Reels,

o hetier age-related logic for preventing conversations between unconnected adults and roinors
o Private by Defauit for T

« Hepovting:

o Lammch “Invoives a Cluld” § ol tag where missing e.g., In FB Groups and IG comments.

%

o Lawnch “Involves a Child” feedback tag where missing e.g., i FB Groups and 1G comments.
o Baild sccess to emergency support Into reporting
« Groups:

Q

remnove private invite links stricter polivies wist naming, about,... and group chat funciionality for high tisk FB

groups adimin responsibilities

o rerove private invite Brks and group chot functionality for high risk B groups

o robust system 1 removing apps that categorize and make searchable group invite Tinks to WA groups in
vicdation of our termas of service

: Hnks for al

ust system notifying platforms wheo users share group i

sod WA CSAM groups

+ User Education: robast ongoing n product -product user education on safety and privacy tools, as well as global
program

Well-funded globs Ibeing program similar to Google’s Be Internet Awesome

rership and wi

©

o Safety education video for minors at sign-up or early I account and potentially 1o unlock certain features
s RTL and Remote Procence praducts: n-call repoating with evidence captuse,
s, upaedl reporting/block

feature gote high-risk users, user

)

o/

cation/seif-romediation intrventions (e, safety ne
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+ Big Bet: We ako should serionsty consider establishing ourselves as the industry’s world keader on child safety through a
large scale vestment @ 320-40M ia the developraent of robust extemal ecosysten: to thwart CSAM znd support victims
{“Big Safoty Lavestment”), would inchde initlatives fike global child help textline, global case omnagenient toof that
aggregates ait case data for investigaions and helps with priontization, and scaleable autornated sysiem for x- industy

threat informition shuring.

frternal readiness to rise to the challenge Ixtent to which there is work ongoiug to address the ‘aveas for improvement’
and oppertunities flagged, suggestions on how we wight kick start conversations on this work.

Recommendation Internal Readiness/8tate of Play

Ahead of lierop, work s in progress to block unconnected aduits on FB and IG frony initiating messages with minors on FB.
however... planned to prevent FB and §G aduits from initiating messages to 1G minors. Limited comntry tests and daia analyses have
sheavi that demonstrably reduce CEL sharing but product leadesship has beenunwilling to
prioniize shown sorse resistance o these nutigations. We are currently escalat onversation up
through Monika to meet with ML'T, We are also getting ready to meet with Jay[ I © discuss bow best 10 present. .. resourees o
develop an operational sex tratlicking classifier. Piease see the chart below for detailed summary of the spevitic refated work and s
stahs.

Suggestions on how we might kick start conversations on 1his swork.

Recommendation

Overall, we have XFN alignment on the areas of improvement and priorities and a zood bitof this work is in process, The biggest
challenges here are arg siructuse, iesouscing and frading,

1) Child Safery sits inside broader integrity efforts, which means prioriges are balanced against all harms. As a resalt, we sometimes
have to deprioritize child safery when certain issues take the foreground (e.g., US Floctions, racial njustice....). We should consider
seiting 1 up as 2 separate vertical similar to privacy. This mightalso help

Age Assurance Assurance/Appropriateness

With increasing frequency safety siekehoiders aie demanding that we do our uitnost o keep 113 users off our platforn amd
that we appropriately acconnt jor U8 users in the design of our services. Gaps in this area heip fiiel ondine harms legisiation
and regulation of various kinds, particularly odside the U.S as well as signipicant negative stakeholder feedback and PR With
a few key product changes andlor | repulaiony colluboration and’or investment in vesearch we can prevews iti-corsidered

legisiaiion (e g requiring id age verification af sign up, 18+ requirement jor social medic,. . i and | secure the support and
conjidence of child safety stakeholders, including policymakers parents/caregivers, and veduce bad press. Priovity Countries:
countries of jurisdiction (US, US and Jrefand) freiand, and counivies ihat are fiighly vocad and influential in region AU, UK,

Rrazil, Sowth Africa and ladia.

LIS: FHC o update COPPA rules (orpected m 20203

« UK: Age Appropriate Design Code (likely implementod in Hi 2021 subject to Padiomentarv. ..
« UK

s South Africa: Protection of Personal bnformation Act 4 of 2013 {July 1. 26213

o Phiiippmes: Safer Internet Bili (parental consent frosv-for U E&s age of consent} )

« India: Personai [ata Protection Bill, 2019 {requires age verification and parenial consent)

& SSA: Pratr-Prevdeetion etk ot et Sontir A rer e PE Zimbabwa’s Cyber crimes bifl
tparental consent and robust age verification), South Africa Films and classification amnendment act 2020 (registration. self
classification, age. ..

®

and Phalippines: Draft bills w/in't age-verification (o ensure minors not exposed o “Fappropriate/immoral content™

-

ColombiaPeruParaguay/CENAM: routine bills on mandating blecking content for kids {(videogames {videe games, social
media, educational, ¢y

Child Safety State of Play Interim update - Sepreraber 2020
Child Safety - State of Play (7/20)
12020 Global Safety, Health and Well-Being Policy Plan

1112020 Plens (Review)

o

»

Safety Policy Product Asks
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Legisiative/Regulatory Action

e US: DARNAT, baefub-Aecessto-bnorypted-Batadet; Dol/White House Section 230 12
1, House Appropriations Bill on Labor, HHES, and

and Consumer Transparency Act, Online Froedom and Viewpoint
Education funding, Transparency sbowt Ondine Child Sexwad Abuse Moterial Act

s UK: Cloud Actnegotiations, TEM, Online Harms Bill

o AL ongoing consuliz 1 Undinne Safety Act, e-Safety Compissio

s Five-Hyes: Voluntary CSEA Principles

s India: fraceahility,

witial

« Brazil: propused arendinents 1o "good samaritan provision” m Mages Civil
s }E,

=

adiments 1o "Protection of Children from Sexual Offences Rules, 2020" requin

P EUIF sreaplorerecommended-best practicesrcheding, echnical sequirements best practices, £

sens, Platform Accountability

wier Safely by Design Principles

w direet reporting

SAM hub énoteromeh-brdircet-sonterdictionto ePdvacy Diectived, Audio Visuel Media Services Directive, Jinni

’3 ervices Act, C3AM Legislation

e Philippmes: Anti- ATIP bill; (ntermediary |
preserve evidenes and

iability, duty not to host

comsent, TATs, Tuendid” content regdations; Antl
nents and pr 1y repoat CEI divectly 0 local LE)
and CEX

¢ South Korea: intermediary Rabifity Jaw for NCH

B Ia'pan' Mational Police’s gl report on Child Sexoal §
Telecommunications Broadeasting Act pusdelines on Sofl povis

ig
informatiog 1o ¢

; Provider Limite

ivit complainants, inel phone nombers)
i

s Belghum: NCH legishation 6 hr takedown or Lability

s (ionoany IG5

s freland: Online Safety and Madia Bil
s Kenya: Cybererime Bil] 2018
s Zimbabwe: Data pretection and Cyberorimes Bl 2020

o Orther: Sermanyrdrelasd S Africs, Japan, and Taiwan also have legishative activity
immediate Product YVuinerabilities

s Inability to aufe-achion using our proactive UEY classifiers
b

iompact o ability 1o report

« Roons: livestreaming abuse
o Ephemerality: nega
e Intorop: discoverability and reachability

s NUMEC reporting: nissing coniext

« WhatsApp groups

« COVID review constraints

able o find and noes

e Lnconpecisd adults b

v

age minos 10 Instagram Dis

« hnplicit sexualisation of munors across muitiple posts and corpments on bnstagran:

= Sex traficking and sexual soliciiation netwerks on Tnstagram

Areas of improvemant

While sorae governments will notbe

1, mandates nn-around- times, requives platforms jo

proactively report CET direetly 1o local LE. Sakr Intemet Bill (parentatoonsentfromtH8s age of
- AT bill Gitermediary liabifity, mandated TAT, svidence preservation

fon and Sexual Solicitation of Minors; Amended
d Liability Act {1«

vision of uscr

sharing on social platforms + apps 01108 and Andeoid store enable CSAM discovery and sharing

satisficd with anyihing short of a backdons, offoring limited elivnt-side scanning will satisfy feading

satety stakeholders (INCMEC, IWF, NSPCC, Thorn....) and many governments, It will. however, slienate some privacy stakeholders.

Other areas where we can step up owr efforts to help manage our vulnerabilities and push back against efforis to require encryption

backdoors are listed below,

s NOMEC Reports:
o contextualize these nugmbers

o ¢lose enforeement gap wivt CEL

o mesningfully diive down the number of reporis

o demonstrate thro

that we can sil ; ity does
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Minor Sexualization: much stricter policies and enforeement wirt the sexualization of minors on our scrvices (.2, group
NAMESS, COTMents,...) and immaiiee niinor sexvalization classifier. Update: Minor Sexualizaiion Policy launching in
October

®

Trafficking: sex trafficking classifier with a focus on minor sex trafficking

TC Project Protect: fast track some key wins Jike universal video hash sharing, research on olient-side solutions,
ndependent aceauntability systen that trmeks to CSEA vol prnciples

Livestream: develop content independent CEI detection tech, wiretap capability, reportability and reviewability upon
report

-

Iuterop: strong discoverability and rachzbility controls, including fusther restrictions o PYMK and GYSJ

Ephemerality: aduit<>minor carvesut for disappearing mode and’or some way fo enable conient reporting and review

Ll

Classifier global resifience and efficiency: comprehensive audit to assess and ensure child safety classifiers do not
aperate with bias, Improve owr text dassificss that derect isappropriate intetactions with childion by developing textmoded
to enable automation of hard actions (disable’report) against groomers

« IG:
o ixtend existing MSQGR Safety tips for scams, impersonation. child safety A1 s IGD;
o Expand pelicies on borderline content re nunor sexualization and busld classifiers to detect and fake action on
problematic aggregated content on surfaces like Explore, hashiag pages. Reek,
o better age-related logic for preventing conversations betwees unennnected adolts and minors
o Private by Defaudt for Teens
e Reporting: Lamch “Tnvolves a Chill” feedback 1ag where missing e, in FB Groups and 1G comnerits.
« Groups:
o remove private nviie links and group chat functionality for ugh rsk F groups
o robustsystem for removing apps that categorize and make searchable group invite links to WA groups in
vislation of our fenms o service
o robust sysicm notifving platforms when users share group inviie Iinks for aticged WA U'SAM groups
+ Elser Fducation: robust ongoing in product user education on safety and privacy tools

o Well-fumded global digtal citizenship and welibeing program similar to Google’s Be terner Awesome

o Safety education video for minors at siga-up

»

RTC and Remote Presence products: n-cali reporting with evidence capture. feature gate high-risk users, user
education/scii-remedialion inierventioms (Le. safety notices, upscl reporting/blocking

We also should seviously consider establishing ourselves as the industry’s world leader on child safety through o lurge
seale invesiment (@S20-40M) in the development of vobust external ecosystent to thwart USAM and support victims ("Big
Safety Iivestmient®), would include initiatives ke global child help texiline, global case managenient tool that aggregates
aff case dava for investigations and helps with priorivzation, and sculeabie automated system for x-industry threat
iaformation sharing

Recommendation

Internal readiness to rise 10 the challenge. Extent to which there is work ongoing te address the 'aveas for improvemens’
and opportunitics flagged, supgestions on how we might kick start conversations on this work.

Abead of Tnierop, work is in progress to block unconnected adulis on B and IG from initiating messages with minors on FB. however
waork s not planned © prevent FB and IG adulis fontiniiiating messages (o IG minors. Limited country tests and daia analyses have
shown ﬂw_m demonsirably reduce CE sharing bat product Jeadership has been unwilling to
priortize these nutigations, We are cwerently escalating the o up throtigh Monika to meet with MLT. We are
also getting ready to meet with Jay I to discuss how best to presen o MLT. We need Jeadership support
to have product priositize this work because it will allow us to make a much stronger case with our extemal eritics and stakeholders that
we are doing good work on this front. We have progress an blocking predicted greomers {fom using Disappearing Mode but need CO
sapport 1o apply the same profeciion in 1G. Work bas been completed on basic safety mitigations for Rooras but work still needs to b
done to enable in-call reporting with evidence capture in both Rooms and RTC (aka Video Chat). RTC, which is the predecessor to
Roamns, is not yet i parity with Rooms (Le. featuee gating high-risk usens, wer education/self-remediation imerventions) and will requine

stronger leadership buy-in to accemplish even bare mmintum protections this half, We continue to advocate for strong discoverabifity
and reachability conwols in anticipation of interop. including further restrictions o PYMK and GY'SJ, *

_cuntnﬂy ongoing but we need more rescurces for this in addition to engineering and review resources to
develop an operafional sex tratficking classifier. Please see the chart below for detailed sununary of the specific related work and its

SEaius,

Age Assurance
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Policy Landscape

frequency safety stakeholders are demanding that we d':'.' our uimost to xeep 13 users off vur plfr?/ol 3t cuited
Hrat we appropriciely secount for UI8 users in the desiy 3 ]
! 1i=é) ”S’ szh a,

g id age verd

cegulation of varicws Finds, particulorly outyi

gnup, 18+ requirement jor social media, . ;

and secuire the support and con if child safety stk ders, including po{zqw,,mkers parentscaregivers. Priovity
Clotm niries of jurisdiction {1 Trelands, and covmtries that ave highly vocal and intluential in region AU, UK

Brazil, South Africa and Indic.

Legisiative/Regulatory Action

e US: FTC io update COPPA rules (axpectad in 20203

o LK: Age Appropriate Design Code (likely bnplemented i F11 2021 subject e Harms Bill

o Parliamentary approval), Onli

s lreland: Child Safety and Media Pegulation
« Anstshiar eSatety Compussioner’s Safety by Diesign principles, amendroents fo the Online Safety Act

& Brazil Intemet Steerd

s {"CGE focused on ads for minors and use of minors data (e.g. Bill 1746/2015)

s Gormany: Foderal and Interstate Youth Law (bkely 10 come mio offoet m H2 2020)-8%
s Seuth Africa: Protection of Personal Information Act 4 of 2013 (July 1, 2021

« Philippines: Saler Internet Bill (parentad-consent-fromB48s age of consent}

e Indhia Personal Data Protection Bill, 2019 {reguires age verification sud parontal consent)
ber-Crimeseot-nricenyer-SowirAfrer e PO rectamd Zimbabwe's Cvber crimes bid
Filins and clussi

2 Data Profostion Act 2019 {age verification fw under 18°s on

« S8A: DataProteotimrietand-£

{parental consent and 1o

sk age versfication), South Africs ation amendmerd act 2020 (registration, sekf

classification, age verification for pornographic sites}, Keny

media platforins)

201

s Indonesia and Philippives: Draft hills w/ir't age-verilication to ensire nunors not axposed (o “nappropriate/inrnoral
£ T

cordent”

®

ColonbiaPeru/Paraguay/CEMAM: routine bills onoreandating blocking content for kids (videogames, social voedia,

ol ety
Immediate Product Yulnerabilities

= Lack of TH3 proactive sge dentification and enforcement mechanism

s DMoad for iny ge-related

oved ags identification models that allow us & better predict age of vacrs and offor appropii
filtering and protections (esp. w/r't IG where stifl lack age data for most users, which peeverds us from implerend

12 A
number of age- refated protections e.g. restricting unconnecied minors and adults from nteracting, foll sollout of Safety
Warnings {currently on

v planned for those users whose 380 W Know)

Areas of Improvement

The development of a device-side s
ty stakeholde

vstem for age verification to block UT3s frovs our services will go a long way to addres:
bt we need fo fast wack that offort. We also need 1 hnprove our ag
paind *age appropriate” protections and experiences (e

caoneerns of child safe = identifying class

ault for minors).

. coning soon Y6 account will be mivate by de

« Looking back: work with a tusted expert/group of experts o review our default settings, protactions,... for minors, identily

improvements (o, GY ST and PYMK rostrictions}, and implornent them

s Looking forward:

o devalop a “safety by design” process or product

ety review sindlar to privacy mview

o i preduct U1E specific user education on safety and privacy fouls {o.g., wique wser education at sign up)

Recommendation

Fadevnal veadiness to rise to the challenge

futernnl yeadiness 1o vise to the challenge. Fxient to which there is work ongoing 1o addvess the areas for improvement’
and epportusities flagged, suggestions on how we might fick start conversations on this work.

In March it was decided that we would not build a classifier to detoct minors under 13 years old. Instead, we would push indostry

partners for dovies/OS level age vertfication and management solutions. Bince then, Central Privacy has stood up a small teamn on youth
privacy but a PM is vet to be hived. They have offered to prioritize s fow low business cost/high poliey impact projects for H2. Identity

Integrity has also identified a PM who would own age venfication but they will not prioritize this work wnii we have clear logal
obligations 1o do 50, We need leadership support to push product 1o act on knowledge we already have, Le. clear our backlogs, dissble

verified wi3s, build an ui& checkpomt to review minors who have been reported on 18+ products Bke FB Dan

ng. Against dis
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hackdrop, our enforcement 1s not consistent across all apps for a single known person. fn addition, age models perform inconsistently
across different markets, We recoinmend that Poliey leadership stzek rank and prioritize our most sensitive policy diiven markets and
make clear 1o product that we shenid operationalize those markets first, We alss need leadership to suppent the basie principle that if
we’re using a signal to predict age {or business purposes, it should be used 1o enforee on age. For example, we need 1o use age
pradiction to gate minors from aleohol ads and other high-risk featares whare we currentiy xely solely on stated age. Age models also do
not wark as well on G because 1 only started fo colleet age data in December 2019 and we currently only have stated age for -67%
of 1G users. We need Jeadership support fo convisce G leadership to collect age for the remaining users {or whom we have no siated
age. We also would Jike leadership sign off to conduct an audit of special protections for minors and then bring in a trusted expert’gronp
of experls to review cur defait settings and protections for minors, identify improvements {e.g. GYSI and PY MK restrictions). and
implerment them.

881

Policy Landscape

White SST experts support our existing policies und onr commintment 1o engoing review of our policies, the need to explain the
ever increasing rate of death by suicide and concerns abont the impact of sacial media on youth well-being more broadly keep
s wnder heightened scruiting in this area — mast viotably in ihe UK. Specifically, ihis transtates into concern among some

policymakers and stakeliofders that almost any exposwre jo dis content for minars “rormaliizes " it and puis them at visk, and

these concerns whicl help jiecl online havms legislation to ensure we belave responsibly. Additionally, some policymakers and
healih policy experts are raising privacy relatel guestions w/irl our work in this area, creating a tension berween those who
pish for increased scanning and those who want us to toke ¢ move privacy sensitive approceh. This fension begs for a forward
fearang aporoach involving both sets of siaketolder t6 come (o agreed upon nornis.

Legisiative/Regulatory Action

« o« 2 2020 ey b
defayed due to COVID-19%: Oniine Hemis Act; upeorning UK Samaritens guidarce recomsending = stogle PoC, clearer
policies o prohibit “nonnalizing” SSEand no encryption™ o ensure can scan {or this content in messaging (experts will
split on erieryption, some will not want us 1o use it o we can scan private messages, others will want us only to scan in

ptblic spaces and o encrypt private messaging so people can sately and securely discuss mental healih issues)

Treland HDPCEL IDPC has continting privacy concerns around processing of mental health data when running our S8
classifiers, s a result we are taking 2 far more Hmited zpproach in the EU which means we are suseeptible 1o more press

fares

»

EU: under the e-privacy divective scaeduled (o ke effect in Decerber 2024, OTT communication services have to get
explicit individual opt ins (~<GDPR) for the classifiers we ruin. For example, cach wser will have to agree te allow us 1o mun
photclINA across their photos. [f a userdoesn’t give that consent and we use PhotoDNA on the inages they share, that
wiil be conddered unlawtil. *Straiegically, verv interesting as this suggesis encrypting messaging alions with expectations.
+ Korea: bullving of celebrities in Korea (K. Pop} driving regoiaiory mitiatives, incl. finbibty for plitfonns fifing to remove
content, or compelimg data disclosure to victims i ¢ivil ¢laims,

Japan: Proposed 'defaration’ and cyber-bullying reguiation foliowing celebrity cvber builying case that connecied fo
suicide.

®

Immediate Product Vulnerabilities

« only one classifier runsting fn the 1 - escalations, heightened risk on G specifically becauze of how #tags work

s lack self-harm support resources {e.g. eating disorders, cutting); cuerently, we send suicide prevention resources and tips
10 people engaging in any kind of sel™ham

« Jack different resources and specific actions for users who are using our plazform te promote versus admit suicide
« lack population’risk specific reseurces on the SST checkpoint
+ G

[e]

fack classifiers to detect and take action on problematic aggregaied content on surfaces like Explore, hashing
pages, Reels

(8]

spaces like IGD being ased fo encourage or promote suicide e.g.. group suicides in Norway that occurred
last vear and we don't wcan there
Areas of improvement

Resolving the conflics with the JDPC so we can use our existing S5 classifiers o the EU will goa long way to addiessing the policy heat

we face in the LIK in particnlar. That ssid, we should contimie (o siress test our SST policies and implementation standards inchding on
borderline content and SSI promotion vs. admission, and bnld a more context sensitive response systern with differentiated actions and
resources. We akso have an opportunity to lead here by 13 working with privacy and safety stakeholders together w develop besl
practices with regard to Al responses. data retention,.. and 2} helping boild a global erisis text ne systemn

HIGHLY CONFIDENTIAL (COMPETITOR) META3047MDL-034-00037280
HIGHLY CONFIDENTIAL — ATTORNEYS' EYES ONLY METATNAG-011-00155311

PX-00021, Page 44 of 47



Recommendation

Internal readiness to rise to the challenge

Faternal readiness to vise to the chalfenge. Extent to whicl theve is work ongoing vo addvess the 'aveas for smprovement’
aud opportunitics flagged, suggestions on how we wmight kick start conversations on this work.

On 551, we are makmg progress on policy developiment re boderhine content and strengthening our engagement X-indusiry and with
experts, Our koy Bmitation here remains the lnability to use our existing SS1 classifiers in the FU. Wealso don’
busild clasaifiees on 13 fo det
addition we need to continue & refine owr ability to provide people with mors lo

they are experiencing {self harm ve eating disorders vs suicidal deation...}

ve work underway to
B

Hxplore, hashi:

ent on surfaces like 7 pages, Reels. [n

slevant resouress depending on the erisis

ot amed take action on probleratic aggregated ¢
tamed take actiom on probleratic aggregated ¢

Well-Being

Policy Landscape

The physical distancing requivements of the COVID-19 pundemic fave generaied greater awareness of and concern for isst

< i

related to menial health and well-being (e.g., anxie

rand lonelinessi, as well as an appreciation among policy makers and the

oriing mental health ond well-being fe.g.,

ide mental health and well-bein

1t of

ping people ¢ox

5t Brow fect

press jor the role technolo

oy can play in sy,
Jrom how tech may create, increase ar

o 7
SN

Jocus

cambutting some of them iy an opportunity jor ws, but o finbure to execute well conld surfacce an even worse “tech backlas

2 o be

around mentof health and well-being issues negativ
perfect, FOMO,

iy associated with technology (e.g., passive time speat, pre;

j anid fuel some sng: regulatory efforts.

Lagisiative/Requlatory Action

« US: FTC to update COPPA roles (axpected in 2020
& UK: Women and Hqualities Select Coanmdttee Changing the Perfect Ploture: an inquiry info body image w0 study impast of

advertising and social media on body mage

e Zimbabwe: Cyber Seourity and Data Frotection Bill

Mexivo: Persistent bullying isaues in schools spilling over online, President™s son bullied publicly raising questions of

censorship on social madia,

@

immediate Product Yulnerabilities

s FRAIG: Lack of self harm suppori resources {e.g. eating disorders, culting); awrrently, we send sudcide prevention

resariress and Hps 1o peaple engaging in any kind of self-harm,

s Product infeastructure Undtations! inhibit oue ability to make necessary guaraniess arcund protestion of mental health related
data

d havassment: Lack of mass comrnent imoderation toclk

Areas of inprovement

There is # need for stronger i and Toneliness on owr platforms. We have an opportuaity to lameh x-
mdusiry Digital Welloess Lab with Conter for Modis snd Child Healih at Harvard to seed imdependont rescarch m thus space. We also
bave an opportunity here fo demoenstrate o commitment 1o building a supportive compnity Srongh offorts such as building group

o it

around social comp

&4 and the commected gene

aduin support leaming vnits, expanding WA business AP for arisis support orgs, O5

e IG

o Policies: we nood 1o siross test our policies w/r/t bullying of

vounger and hurassment targeting them IS gaining more scratiny

8 public figrees, given X public figures are

2 some of

o Research: cos arch around s

| comparison and lon
the root catses of S8, bullying, horassment; more foundationsl mental health research being done innon
USB/UK markets
¢ Fasebook:
o Product: Proactive bullving Al conunent tilters on FB to get parity w/ G

o Policies: Refining public fgwre definitions and developing more protections from harassment for public figwres

Prodhuct: Need o ensure global imental health efforts sre cudturally sensitive and align with exist
mental health; resovrcing and prioritizing Purpose Policy Framewark for protection of health informa

1g approaches towards

LY

1

hat arc casily accessible fo users and regionally and sge applicable

« Resource

ing montal health resource pages
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Recommendation

Iuternal readiness o vise fo the challenge

Extent to which there & work ongeing o address the "aveas for improvensent’ and spporianities Sagped, suggestions on

Bow we might Kick start conversations on this work

W

londing page. We need more product work or issues such as social comparisen, bullying
CROM but need mors rescurees on product @

*re making prog

a1 health reasnarces

ion Ceoter and with a new o
igures, We mre expanding

ss cannecting people with rescurces on the COVID fform

fminer public

the need io denwonstoate value of encrypled surfaces for connecting people with safe,

private and socire support.

Racial Justice

2ty classifiers ave globally vesilient and aperate without bias.

mal audit to ensire that all s

Some detailed product asks:

s Lock msafety «

oAt
o Sirong dis

s for Interop, inchuding:
and reachability controls, 1.¢. defanlt minors 1o the most private and safl

VEL

bi seitings:

18] iy
<

o Jixwend existiog MSGR maessaging and Frieading restietions fon wionenested adult<-minor in {01 sad
i not degrade current protections in place for minors;

CHSULS Cross-Network Messaging v

Adule

]

stnor carveout for Disappearing Mode and prevent use of feature by predicted groomers;

o User roporting education and message download for Unsent and Disappearing Mode messages with
tombsiones:

= Hnsure all content is reportable and reviewable by CC

7

s Increase refeption period for unsent and ephemeral mess:

o Add thread-level v

crting in {0

o Call out in MSGR that ensend messages are reviewable;

¢ at key product experience points
1sent reessages can be reporied for ¥ first uses

s Fducate users
o Toll sender+rocaiver thaty

st frpermanes

® DMuke
coprtent, inchuding tombstones within content

s and give them options 1o save 4 copy of scoess reported

Reports available w0 Reporte

o Rabust user controls for x-network reachability/discoverability.

(o

fety controls such as Restrict and Ignote are not degraded by cross netwink messaging an

tafions,

maIndain user expect

e Strong integrity measures to redece harmful confent sharing and interactions:
vage vite links and group chat b in barofud coment associated FB groups

o Rermove ¢

Messaging Group size luuits, forward Rmits

o Add “Whocan...

o

o Sex Tratficking classifier with a focus on minor sex traf

fety while reapecting users” privacy for RTC and Remote

& Aclf-remediation foaks and backend measures that promots
Presence products, such as:
In~call reportin

(o}

@ with evidence caphure;

o Screen-sharing static notification either in roster or as part of Ul cont

o Feature gale high-risk users;

s, upsell reporting/blocking

o User education/selfremedistion inferventions (e, safery potic

o Understand abuse ralence / usefid proxies in G RTC + MBGR RTC

Support our Global Classifier Resilioncy and Faimess inttiative fr safoly classifiers that are critical to our issue areas.

%
P o Assurance / Verification
o Proactive age verification and enforeement / ul3 classifier; checkpeint
o Hxpanding age appropriate expericnces, Le, wdentify and build special protections {default scltings, content
tions, blocked producis) that should apply to ul3 and uis users.
e > and Self Haon

o Self harm support resources {e.g, sating disorders, cutting; carrently, we send suicide provention resources
and tips to people engaging in any kind of self-haom)

o Providing varying resources and actions fo people using our platfonm to promote versus admit suicidality;

policy development and clasaifiors needed to action differently and appropriately.

o IDPC class

fer approval for Europe
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