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Adi‘isc‘:t on"/Problematic Use Design Audit Plan
POCs: Blera Davis & Jennfer Guadagno
i+ Civstinellliliepending on degree to which we wani to combing with dark patisms work]
Design Partners: TED (deally someone fom Jason -s 21 team, possibly someans from FB Dasign Systern on Product
Fourdlations?)
Gutstanding questions

s s “addiction”/ problemelic use audit the same as dark-pattermn work? Should they be combined or kept separale,

with addiction/prebdematic use audit nforming work happening on dark pattems and vice versa? -
Elena/Crystine/Jannifer to fours out

Ed

How closely o work with Margeret's team on this? Whaere are they at, are goals aligned?

2

include natagram as well?
¢ YWho should we pariner with externally? Tristan or others? (ses prosicons below)

Context

Thare is growing concen in the public that technology companies are defiberately manipulating users by designing addictive
products that can harm well-being and subwvert self-conirol. The prevalence of problematic (general) intemet use ranges betwesan
15-8.2% in the US and Burcpe {inl, and academics are debating whether 1, FB is uly “addictive”, and 2. what siandardized
definitions wa should use to identify FB addiction or problematic FB use. Regardiess of the dlinical definitions here ~ given that
currenty there is NO medically defined FB addiciion disorder - what are the resl people problems in this space? The well-being
team has reftamed the addiclion namative 1o focus on the ways that FB may be contributing fo use pattems that people find
difficult to control despite negative impacts in thelr ives, and o identify and correct those contitbuting factors. Specifically, what
ars the ways that F2 can seem rewarding of reinforcing without defivering real valus, and what are the typas of habitual FB
behaviors that people find unwanted and dificuli to change?

Background for the audit

= Fessarch on reward leaming and habit formation processes point to certain behavior pattems that promole
repaated, autormnatic behaviors that may begin 1o opsate cutsids of an individual's confrol,

= We hypothesize that unprediciable, low value rewards and cues that promots freduient, automate, undesired

behaviors are contributing to reward leaming and habit formation in a way that is nol aligned with users’ intertions

of preferances.

Thesa may lkad o foealings of baing manipulated, fesling lack of contiod related 1o ceviain behissdors, and fedlings of

deperdence on checking or going on Facebook that could ba related o lower well-being - and could be fusling the

sublsciive, collonuial sxperiencss of feeling “addicted” 1o Facebonk,

®

« See mors shout “addicion” narative has

in keeping with the engagement mode! of the well-being team, wa have defined guidelines for how teams
throughout the company ¢an be incomarating well-being when designing and buliding products. Some of these
guidelines are particulady relevani for identifving and reconsidering aspects of the platform that are currently

promoting “addictive” ke behaviors. (See guidelines in Related work saction below).

&

Hesearch Plan

ALIGN WITH INTERNAL TEAMS

Work with Margaret Stewart and other design ethics leaders o understand what design changes would be in fine with the goals
of reducing low value rewards and mproving user control. Werk with Crystine llland team to understand how this work fits
il and can benefit dark pattem work, Ses if this should be expanded 1o instagram as well,
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CREATE CLEAR DEFINITIONS/CRITERIA
Pariner with design (o refine a definition of what aspects of features promoie “addictive”-ke/problematic behaviors o targstin
the gudit and how they're different fromrelated to dark pattemns. Specifically, features are problematic if they promole:

« Lnpredictable, low-value rewards (e.g., certzin notifications)

« Low~control or autornatic behaviors (8.g., autoplay}

= Frequent behaviors thal are pressured or unwanied (e.9., read receipts)
o [Zefing othar criteria

BESIGN AUDIT
Parform a design audit of the platform with key extemnal behavioral axperts and with intemal designers and researchers, o
iently festures that may ead to habitugl and unwanted ! low-valie behaviors

How we'll work with extemal expert

= Shars and lterate on our definifion of characieistics of features that promote “addictive™ like/problamatic
behaviors. Eslablish how that's different from/related io dak patlems and specily whether we're afler just former
ar both (TED from our infemal discussions).

Engage with 2 tird party to conduct an independent audit and / or reviow of the features we have identiied

®

s Fommn an slfliance where the third party can vouch for the thoroughness and relevance of our approach for targeting
the: “addiction” daims

Possible external sxperts 1o pariner with:

« Trigtan Hanls (and others in his camy eg, Justin Fosansiaing
o Lots of pros and cons here - all included at very end of dog, but surminary is biggest nsk is thet he
points out $ings that we don't agres with of are unfounded and we dont make chienges he's suggesting
« IDEO
+ MIT Media Lab
s Acadernics specializing in addicion and schnology (eg, UK researchers Danis b
informational meeling set up in mid-Seplambes), Others?
o desbdelrrar--veluebased-desgrrparat-Trstans ooy

s and Mark Gaiffiths -

EXPLORE/TEST ISSUES RAISED IN AUDIT
el with relevant product tearms Lo follow up audit with user research, lests, it reviews/gatherng scientific support on cerlain
Bsues raised in audit

s Eg., st polential drivers of habitual, repeated behaviors by Crealing vananis on the platform and examining
associated behavior changss (f badoe color being red s ralsed as an issue test effects of changing notification badge
coton

GOALS

« Protized, validated Bsit of concerning product expeniences that should be fied or improved
+ ake prcritized st into a design sprint o mock up fixes or altemative features to address main problers
s Consider expanding or adding to wed-being principles 1o incorporate new "anli-addiclion’/ problematic use
principles
o Eg., "Behaviors that are frequent should also be valuable,”
» Irform and help move along work on dark pattems {Crystine - tearn and Margsret Stewsit's tearm)
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Related work within the company

« YWell-being sngagement model and design principles (link, sslscied principles copled below): Davina-anfi
Jernffer Guadagno
o Give people the most value in the ime they have
= D0 recogrize that people have different intenions when coming o Facebook
= Dion't design o increase growth melrics withoul also benefiling the individual

o Provide the ransparency nesded for people to make dedisions with intenfionality and clasty
s Do rmaks & clear what will happen as a resull of theldr actions
= [0 provide defaults that are good for people's well-being, while empowssing them i
control their Facebook expanience
= Don't impose hehaviors on people that are against their best inferests
o Craate an environment that has s posiiive Impact on people, and thatls easy o particpate in
= Dor't create features dasigned for good that can come off as self-serving

s Datk Patlern spotiing (ink): Crvatine I

« Margarets Ethical Design work

Additional Thoughts & info

Qi How is an "addictive”-like design element similar vs. diferent from a “dark pattern”?

A "Dark pattern” Is a UX tamm refering 1o interaciions that ars deceptive, or that tick you into doing somsthing you didnt
want o do.

These nclude misleading of manipulative Teatures or setlings thet are designed o encourage g paricular behavior thatis not
necassaily in the users bestinterests, These can inchude single- nslance behaviors,

“Addictive”-Bke design elemeants zre thoss that promote repeated or pootdy regulaled behaviors thal may have a negative
impact on the individual over time as they continue behaviors that aren in their best interests.

A dark patiern deviates from user expectations; an “addiclive”-like design resulls in a behavior patiem that s not wanled or
valuable for the user over time {the funciion of the design is o promote epeated maladaptive or low-contiol behaviors).

Examples of cases that may be boh "dark patterns” and “addictive™ ke All Roads Lead to Welch (since it seems e it could
provmote automatic or unintentional behaviors when coupled with sutoplay), and low value or “fake” notifications ke aleris that
vou are connected on Messenger or hiave a parliculer sefing furned off {promuoting recuent checking behaviors and parceptions
of reward without delivering gratification).

Dark pattern “Addictive”-like design

Auioplay
Default setiings
or design nudges
towards liberal

Fraguent,
unpredictable but
*wanted” notifs

ndiass serolf

privacy seitings Low-vaiue notifs e.q., like count
e.q., "Youare updates
now connacted
ari Messenger)
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Previous Noles:

internal at facebook

£l

&

®

@

£

&

Work with Margaret Stewart and other design ethics leaders © understand what design chenges would beinfine
with the gosls of reducing low value rewards and improving user conlrol
Fefine a definiiion of what aspects of features promots “addiclive”- Be behaviors © target in the audi, specificaly:
o Which features constitute unpredictable, low-value rewards
s &4, cerlgin notifications
o Which features of ssitings promots kiw-contrdd o automatic behaviors
= e, autoplay
o Y¥hich features encourage frequent behaviors that are pressured of unwanied
x &0, read receipts
Performn a design audit of the platform with key extemal behavioral sxperts, with intemal designers and
resaarchars, 1© denlfy features that may isad © habitual and unwanted / bw-value bahavicrs
Use our refined definiion 1o identfy and understand the function of thoss featurss in creating “addictive™like
behaviors (e, 3 habi loop that is having negalive impacts on the person}
Foliow up with audt with user research on cerlain features to vearify the hypothesized functions (7)
o 2.4, test polental divers of habitual, repsaied behaviors by Creating variants on the platform and
sxaminng associated behavior changes (ke changing notification badge color)
Herate on the audit following qualitative user research b September-Cotober and quantitative research in (7
Ocloben if new aspacts of the platforn are identified as problematic
Consider expanding or adding to well-being principles to incorpoate new "anti-addicion” principles
o Eg. "Behaviors that are freguent should also be valuable.”

with an external third party

Share and Htergle on our definiion of characienistics of fegures that promote “addictive’™like bahaviors
Engage with a hird party to conduct an indapendent audit and / or review of the features we have identified

Form an aliance where the third party can vouch for the thoroughness and relevance of ouwr approach for targeling
the “addiction” daims

Partnering with Tristan Harris on this - Pros & Cons

CONFIDENTIAL
CONFIDENTIAL

o Pros:
= Hehas bis of thoughis inthis space - he said s the area he's best positioned to nfonm,
it'd be helpfud to leam from him.

Gives hirn a chance 2 be heard

Helpful to deeply partner with him on area he's most informed about o further our
refationship

= He's kely conneded 1o other axperis in this area we could leverage and leam from
o Fossible concams:
s NDA?
s W¥hat f we don't agrees on much o Bis claims arent substantisiad by other further
research (eg, color red on badges)

%

We, from the research side, do agree with his advice but product teams are slow or
unwiliing © change things

# He has even more inside info about what's bad with F3

tdeally working with an external expert could on this could make them see we're aking
this seriously and they become voeal advorates of ours we can point people 1. Likely
wortt happen with him
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o Things we can doto help mitigats concems:
= Seling expectations: Be very expliclt about us wanting o carefully velfurther reseach
anything suggested sc he knows we wartt necessarlly iake whatever he says atface value
and run with it
s identify at the outset that getiing product teams o miske big changes may be tricky, use
this 25 a challenge for him - how can e help us convinee product leams?
Work with additional design firns and experts in addition to him. Have him co-crealean
sxpert panst with us (we can both nominate and veto people). This ensures mors balenced
thinking, other people that aren’t us 1o possibly disagree with him, and bullds melationships
with other allies to advocate for us.

®

o Ovsrall this is really visky - high sk but high reward, Are the potential gains to our relationship with
Hirn and broader reputation worth the polential harm this can dofare we slready in a bad snough spot
with him that possible gains oulweigh hanms?

Contads Suppon

Conversation History

Cuiiphot#08 left the twead OotiZ at 1028 am

Quipbot#08 Oct 12 at10:20am

=PORTANT==

This Quip fle has been copied © Google Workspace (Minsdocsgoosgie.comfdocumsnt. ) as part of the Quip2Google
migration efforis. Quip is moving to Read- Only. Pleass work in the new Google file moving forward.

Learn more

Htips:

SOHERUE DOV ORUDS,

Quisstions?

Visit the Quip2Google Migration Fesdback Group { orpiBCe. SOnYgrou

Mots

New adits in this Quip e will NOT be aulomatically synead to Google Workspace,

Quipbot#08 added Guipbnti0g 1o the thread ot 128t 10085 am

Ciuipb o8 added vou to a document Oct 12801020 am

Jonny I opened your conversation with Flena Davis, Gretchen [ Crvstre i end Jerniter Guadagro Aug 20, 2018
at 647 prm

aratcher s oy T 0o theesd Aug 20, 5018 5t 218 pm

Gretcherjjjcded you to a document Aug 20, 2018 at 2112 pro
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Crystine - Aug 17, 2018 at 1217 am

crystineJ e 17, 2018 20 1214 8

P'va been working with Shali -Os'; dark pattams, there is an option where make dark patiens (O some other lam) the
prerent category that includes sublypes

Crystine -opaened your conversation with Elera Davis, CiEE&i‘;‘h&ﬁ-, Jernfer Guadagno and Jenray- Aug 17, 2018
atiztdam

Crystinc] editsd sug 17, 2018t 1228 am

Jennifer Guadagno Aug 16, 2018 at 1002 pm

We just want through Joe's "Designing for Values” workshop and € wasn'tgood

Jennifer Guadagno editad Aug 16, 2018 &t 10017 pen

s Tristan Hanis {(and others in his canye eg, Justin Rosanstaing
o Lots of pros and cons hera - all inchuded at very end of doc, bt sunwnary is biggest risk is thet he

points ot hings that we don't agree with or are unfounded and we dontmake changas he's suggesing
¢ IDEG
o MIT Madia Lab
Acadamics spedializing i addicion and techinology (eg, UK researchers: Daria Kuss and Mark Griffiths -
nformational mesting sst up in mid-September). Othars?
« doebdelren-valnebased-designtparoi-fisterscamp)

#*

Partnering with Trisian Harris on this - Pros & Cons

o Pros
= Hehas lols of thoughis in this spacs - he said i3 the areg he's best positionsd 1o Inform,
it'd e hedpful o leam from hin,

Gives hirm a chance 0 be heard

Helpful to deeply partner with bim on area he's moat informed about o further our
relationship

[

» He's ikely connecied to other experts in this ares we could leverage and leam from
o Possible concems:

s NDA?

= What f we don't agres on nuch or his daims aren't substantiated by other further
research {(eg, color red onbadges)
W, from the resesrch side, do agree with his advice but product teams are slow or
unwilling to change things

El

» He has sven more inside info abauit what's bad with FB

Keathy working with an externat expert could on this could make them see we're 1aking
this sericusly and they become vooal advocates of aurs we can point people to. Likely
won't happen with him

CONFIDENTIAL META3047MDL-044-0010856¢
CONFIDENTIAL METATNAG-017-0010856¢9

PX-00030, Page 6 of 19



o Things we can doto help mitigats concems:
= Seling expectations: Be very expliclt about us wanting o carefully velfurther reseach
anything suggested sc he knows we wartt necessarlly iake whatever he says atface value
and run with it
s identify at the outset that getiing product teams o miske big changes may be tricky, use
this 25 a challenge for him - how can he help us convines product leams?
Work with additional design firns and experts in addition to him. Have him co-crealean
sxpert panst with us (we can both nominate and veto people). This ensures mors balenced
thinking, other people that aren’t us 1o possibly disagree with him, and bullds melationships
with other allies to advocate forus,

®

o Ovsrall this is really visky - high risk but high reward, Are the polential gains to our relationship with
Hirn and broader reputation worth the polential harm this can dofare we slready in a bad snough spot
with him that possible gains oulweigh hanms?

Elena Davis Aug 18,2018 81604 pn

So inferesting ~ looks ke he's part of the Tristan coaliion too. Have we spoken o him previously about this space?

Elena Davis Aug 18, 2018 81804 pm

So inderssting ~ looks ke he's part of the Tristan coalition too. Have we spoken 1o him previously about this space”?

Gretchen - Aug 16, 2018 at 436 pm

Justin Rosensteln also has strong opinlons on this, he's par of the alurmni network,

Grotche g 16, 2018 2t 436 pm

Justin Rossnsteln also has strong opinions on thie, he's part of the alurmn network

Qre—tcher- opened your convarsation with Elens Davis, On ‘sﬁne-denmfer Cuiadagno end Jcmy- Aug 18, 28
#t 438 o

Gratchen [ =cited Aug 18, 2018 245 pm

Jennifer Guadagno Aug 10, 2008 at 1123 pm

| sae this as being a pad of the definiion/ontena section abova? Hhink if's caplured thera but thinking i nesds o be added
elosatere?

Jennifer Guadagne Aug 10, 2018 at 113 pm

t ses this as being a pait of the definiion/oriiena section above? | think s capiured there but thinking ¥ it needs 1o be added

shhawhae?
CONFIDENTIAL META3047MDL-044-00108570
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Jamnifer Guadagno Aug 10, 2018 at 1129 pm

oh yen, the sentence stuchure doesnt make sense. intema! designers and researchers will work glongside extemal sxperts, is
how imseeing i

Jennifer Guadagne adited Aug 11,2018t 1217 am
Leads POCs: Hens Davis, & Jenniier Guadagno,
{+ nysiina- depending on degree o which wa want o combine with dark palterns world

@

&

%

How closely to work with Margarel's sam on this? YWhere are they gl are goals aligned?
Do for Instagram as well?

Inchide Instagram as well?

Whe shotld we partner with axtemally ? Tristan or othars? (see pros/cons below)

See more about "addicion” namative here:
hilps:fhfacebook comigroups/Researchinsighis/pemmelink/204252263575624 4/

Refine Pariner with design to refine & definition of what aspects of features promole "addictive™ like/problematic behaviors
farget in the audit and how they're different fromfrelated 1© dak patiems. Specifically, featires are problematic if they

promots;

Ferfonrn a design audit of the platform with key external behavioral experts, ardd with intemal designers and researchers, Ip
identify features that may lead to habltuat and uvanied / low-value behavinrs

s Prigritized, validated st of conceming product experiences that should be fived or improved

« Take prioitized st inlo a design sprint to mock up fixes or altermnative features 1o address msin problems

Elsna Davis Aug i0, 20M8at T pm

also shouldnt the sprint be spedfied in the plan? | imagine we won't complete the audit during & sprint - or did vou think we

wolld?

Elena Davis Aug 10, 201881107 pm

{rnaybe it fts inwith the "sslting expeciations™?)

Elena Davis Aug 10, 2018 at 11.07 pm

RN

{rnaybe it Bts inwith the "selting expeciations™?)

Elena Davis Aug 10, 2018a 118 pm

Did you incovporate this content somewhers already? Hdon't think | see # vel...

Elana Davis Aug 10, 2018 at 1106 pm

Diid you incorporate this conterd somewhers already? L don't think [ see # yet...

CONFIDENTIAL
CONFIDENTIAL
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Elena Davis Aug 10, 2018 at 1105 pm

that specifies design elemenis as well as behavioral impacis?

Elena Davis Aug 16, 2018 at 11:04 pm
if we are doing the definiions ourselves based on research and not design inpu, this would be a first step before the "align with

temal teams.” But because § comes second, that made me think that we would involve the design teams in this process. And
thought that would be a3 part of he upcoming sprint?

Elena Davis Aug 0, 2018 at 1102 pn

s

specy "Who should we pariner with extermally?

Elena Davis edited Aug 10,2018 at11:07 pin

« Seemors shout “addiction” nasrative here:
hitps/b facsbook comigroups/Researchinsichispennalink/204282263578624 1/

¢ Share and iterste on our definition of characieristics of features that promote “addicive’ likefproblematic

behaviors. Establish how thal's different fromvreleted o dak pattems and speaify whether we're after just former
or both (thd on (TBD from our lemal discussions).

s Engage with a third party o conduct an independentt audit and/or and / or review of the features we have identiied

= Acadernics specializing in addiction and tachinology (eg, UK researchers: Cenz Illllard Vark I -
informeational imesting set up in mid-Seplember}, Clhars?

Elena Davis Aug 10,2018 1101 o

{ust didn't undarsiand the sentence structure, Should be "Pearform a design audit with extemal experts AND internal designers™?

Eiena Davis Aug 10, 2018 at 1100 pn

Sorry o have made this more corfusing. | houghl thet the sprint was 1o define this space including in design terms in orderio
lmunch the audit, Were you thirking we would firm up definions BEFORE syncing with the design leame?

Jennifer Guadagno Aug 10, 2018 at 1307 pm

Hrrimn | saw sesing this oz g parinership and for us all © be working logether, at the same time on this, Whet did you have in
mind

Jennifer Guadagnoe Aug 10 201881006 pm

Is tHis how you were snvisioning this section or ag something slse”?

CONFIDENTIAL META3047MDL-044-00108572
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Jennifer Guadagno Aug 10, 201880 1005 pm

You have some of these already listed below, and can fkely be sxpanded or addad 1©. We should have our own POV and
suggestions going into this, and of course have  as a point of discussion for whoaver we partner with as well

Jennifer Guadagno Aug 10, 2018 &t 10:04 pm

These definiions are then the aiteria arcund which the auditis performed {eg, dently features that promole/convey X v, Z)

Jennifer Guadagne Aug 10, 2018 & 1004 pm

Hrvwn P ot surs whiat you mean here - pard of sprint or part of audit? | ses this as happening first, Us defining the aiterds of
problamatic use, that's diferent from dar pattems. sic.

Jennifer Guadagnoe Aug 10, 20180100 pm

Good one, added him badow

Jennifer Guadagno Aug 10, 2018801007 pm

goodd point, incoiporated

Jennifer Guadagno Aug 10, 21M8a11001 pm

goodd point, ncoiporated

Jennifer Guadagno edited Aug 10, 2018 at 1007 pm
Dasign Pariners: TBD (possibly ddeally someons rom Jason I 7 tsam. possivly someone from FR Design System on
Froduct Foundations) Foundstions?)

&

®

®

&

@

How dosely t© work with Margarets team on this? Where are they at, are goals aligned?
Do for Inslagram a5 well?
Who should we partner with? Tristen or others? (see pros/ioons balow)

These may lead 1o fedings of being manipulated, feeling lack of contrdd related 1 certaln behaviors, and feelings of
dependance on chacking or.. on Facebook that could be refated to lower well-baing - and could be fusling the
subjective, codloquial expenences of feeling “addicted” o Facebook.

See more sbauit “addicon” narvative here:

ALIGN WITH INTERNAL TEAMS

Work with Margaret Stewart and other design ethics leaders fo undsrstand what design changes would be in ine with the...
rewards and Brproving user control, Waork with Crystine -anci feam fo undersiand how this weork fils into and can benefit
dark pattern work. See if this should be expanded © Instagram as well

CREATE CLEAR DEFINITIONS DEFINITIONS/CRITERIA

Refine a definition of what aspecis of features promote “addictive™ike/problematic behaviors to larget in the audit and how
they're different fromvrelated to dark patterns. Specifically, features are problematic i they promoie:

E

CONFIDENTIAL
CONFIDENTIAL

Which featizes constilute unprediciable Unprediciable, low-valus rewards {a.g., cerlain notifications)
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= Which features or setlings promote low-contred Lowe-control or automatic behaviors {2.g., autoplay}
« Which fealures encourage frequend Fraguert bahaviors that are pressurad or unwanted (e.g., read receipis)
o Defins other criteria
« Hehas sven further rmors inside info about whats bad with FR
o Overalt this is really risky - high risk but big reweards hich reward, Avs the potentisd gains fe our
retationship with him and broader reputation worth the potential harm this can dofsre we already in g
had enough spot with hire that possible gains outweigh harms?
s JOEO
Academics speciafizing in addicion and technology (eg, UK researchess: Daria ] 21 Mark -) Others?
B J()e- - value based design (part of Trstan's carmp)

®

Flena Davis Aug 8, 2018 at 10:48 pm

Part of sprint?

Eiena Davis Aug 8, 2018 at 1G:48 pm
t feel ks it's fair o acknowledge somewhers that not alt habits/sutomaticity are bad. Aot are just efficient. Simply because

somsthing is "addictive”-ke doesnt mean it's a) actually having that effect on people, and b) is unwanted by the majority of
users, i sesme ke we can identify lop offenders and woik © miake them less bad, i not remove them altogsther,

Elena Davis Aug 8, 2018 at 10:46 pm
el e s falr i acknowiedge somewhers that not alf habils/automaticlty are bad. Alol are just sfficlent. Sumply becauss

somsthing Is "addictive”-lilke doesnt mean s a) aciually having tet effeci on people, and b is unwanted by the majority of
users.  sseins ke we can denitify top offenders and work to make them less bad, if not remove themn alfogether.

Elena Davis Aug §, 2018 a1 1043 pmn

We'd nesd to do ours first If our plan 1o engags externally includes sharing our work-in-progress

Elena Davis Aug 8, 2018 a0 1043 v

is this an "and"? Do vou imaging them sequentialiy? | hought we'd do intemal firet,..?

Elena Davis Aug 8, 201881033 oim

further - potential gains o our broader repulation § we are seen as making these changes?

Elena Davis Aug 8, 2018881033 pm

further - potential gains fo our broader reputation f we are seen as making these changes?
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Elena Davis Aug 8, 201881033 pm

Elena Davis edited Aug 8, 2018 a1 1048 pm
Thers is growing concem in the public that lechnclogy companies ars deliberately manipulaling users by designing addicive
products that can harm well-being and subvert selff-control... seem rewarding or reinforcing withouwt delivering real value, and
what are the types of habdiual FB behaviors thet pecple find unwanted and difficull o change. 7

Perform a design audit of the platiorm with key external behavioral sxperts, with infemnal designers and resesrchers, 1o identify
festures that may lead to habitual and unwanted / low-valus behaviors

Fossible exiamal sxperts o partner with:

= Ye, from the reseach side, do agres with his advice bt product teams ams slow or
unwiliing to changes things

= {deally working with an extemal expert couid on this could make them sse we're taking
this sercusly and they become vocal advocates of curs we can point people to. Likely
won't happen with hirm

o Dvaralt this is really risky - high dsk but Dig rewards. Are the potental gains 1o owr relationship with
hirn waorth the potential harm this can dofare we already in a bad encugh spot with him that possible
gains cutweinh hams?

= Proritized, validated st of conceming product epariences that should be fied o improved

« Well-being engagement model and design principles (Iink) |, selected principles coplad below) Davina Baum and
Jarpifer Guadagno

Jannifer Guadagnoe edited Aug 8, 20188107 pm

"Addictive"-Like "Addiction"/Problematic Use
Design Audit Plan [WIP]

Leads: Flena Davis, Jenniter Guadagne, Crystine I

Diesign Pariners: TBL (possibly someons from Jaaoi-;fl? team, possitly someone fom FB Design System on Product
Foundations}

[WiR]
Ouistanding questons

« s "addiction” problematic use audit the same a5 dark-patiern work? Should they be combined o kept separats,
with addiction/problermatic use audit informing work happening on derk petiems and vice versa? -
Elera/Crystine/Jennifer (o figure out

e How closely to work with Margaret's team on this? Where are they ai, are goals aligned?

+ Research on reward kaming and habil formation procssses poird 1o cartain behavior pattems that promois
repaated, sulomatic behaviors hat may bagin to operate outside of an individual's contrdl.

« We hypothesize that unprediciable, low value rewards and cues that promcte Fequent, sutomatic, undesired
behaviors are conlribauting to reward learning and hebit fomation in a way thatis not aligned with users’ inlentions
oF praferences.
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+ These may kead o feelings of being manipulaied, fesling lack of conbot related 1o carlain behaviars, and feslings of
dependence on chedking or going on Facebook that could be related o lower well-being - and could be fueling the
subjective, colloquial evpeariencas of Tesling “addicied” o Facsbook,

= In keeping with the engagerment mode! of ths wel-being team, wa have defined guidelines for how teams
throughout the company can be comparating well-baing when designing and budding products. Some of these
guidelines ars particulady relavant for identifving and reconsiderng aspects of the platform that are currently
promoting “addictive”-lke behaviors. {See guidelines in Related work section below),

relevant Weall-being design principles

in keeping with the engagement made} of the wedl-being team, wa have defined guidelines for how teams throughout the
company can be ncomporating wel-heing when designing and buliding producis. Some of these guidelines are padicularly
relevant for identifying and reconsidaring aspects of the platform that are curenily promoting “addictive”- ke behaviors,

« Give pzople the most valus in the time they have
o B reoognize that people have diferent intentions when coming to Facebook

o Don't design 10 ncrease growth melrics without also banefling the individual

« Provide the ransparenoy nesded for people 1o miake decisions with intentionality and clarity
o Dex make & dear what will hiappen as a result of thelr actions
o Do provide defaults that are good &y people’s wel-being, while empowering them to condrol thelr
Facehook expaience
o Dont impose behaviors on people that are against their best inferests
= Cragte an environment that has a pesitive impact oh people, and hat s easy o patticpate in

Research Plan and Goals

ALIGN WITH INTERNAL TEAMS

Work with Margaret Stewart and other design ethics leaders to understiand what design changes would be in line with the goels
of raducing low value rewards and nproving user control, Weork with Crystine il and team 1o understand how this work fits
o and can benefit dark pattem work,

CGREATE CLEAR DEFINITIONS
Refine a definifion of what aspecis of fealurss promote “addictive™-ke/problematic behaviors to targst in the audit and how
they're differert fromfrelated to dark patterns. Spedificaly:

« VWhich features constilute unpredictable, low-value rewards (g.g., cortain notifications)
» Which foatures or setlings promote low-contred or automatic behaviors (2.g., autoplay)
s WWhich faatures encourage frequent behaviors that are pressured or unwanted (8.4, read reosipis)

DESIGN AUMT
Pearforn 2 design sudit of the platform with key extermal behavioral expers, with intemnal dasigners and researchers, 10 ientify
fastures that may iead 1o habitual and unwanted / low-value behaviors

How we'll work with external expart:

+ Share and iterate on our definition of characieristics of features that promote “addicive’- likefproblematic
behaviors. Establish how that's different romvrelated o datk patlems and specily whether we're after just former
or both (thd on our intermal discussions).

= Engage with a tird parly © conduct an independant audil and/or review of the features we have identified

= Foymn an aliance where the third pasty can vouch for the thoroughness and relevance of our approach for targeting
the “addiction” caims

Possible extemal exparls o parner with:

« Tristen|
o Fios
s Hehas lots of houghis in this space - he said t's the area he's bast positionad 1o kform,
¢ be helpiud o lsam from him.
s Gives hima chance o be heard
CONFIDENTIAL META3047MDL-044-00108576
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= telpfil to deeply partner with him on ares he's moest informed about to further our
refationship

= He's fikely connecied (o other experts In tis arss we could leverage and learm from

o Peossible concems:

= NDA?

s YWhal ¥ we don't agres on such or his clabms aren't substantiaiad by other further
resaarch (eg, color red on badges)

= We, fiom the research side, do agres with his advice but product teams are slow or
urndliing to change things

= Hehas even further nside info about what's bad with FB

tdeaby worldng with an exdemat expert could on this couid make thesn see whate sking
this seriously and they become vocal advocates of ours we can point people to, Likely
wior't happen with him
o Things we can do to help mitigate concems:

= Seling expectations: Be very explict about us wanting to carefully vetfurther research
arwihing suggestad so he knows we wont necassanly take whatever he says atface valie
and run with it

= ldentify at the oulsed that geting product teams 1o make big changes may be Yicky, use
this as a challenge for him - how can he help us convings product isame?

Work with additional design firms and experts in addition to him. Have him co-orealean
expart panet with us (we can both nominate and velo people). This ensures more balanced
thinking, other people that arent us o possibly disagres with hitn, and bulids relationships
with other alfies o advocate for us.

3

o Overall this is really risky - high risk but big rewards. fre the polential gains to our relationship with
Firrs worth the potential harm this can dofars we alrsady in a bad enough spot with him that possible
gains outweigh hairns?
e IDED
« Academics spedcializing in addiction and ledhntlogy (g, U resaarchers: Darla Kuss ard Mark Gritfiths ), Others?

EXPLORE/TEST ISSUES RAISED IN AUDIT
Work with relevant product tearms to follow up audit with user researdch, lasts, it reviews/gatheling sclentific support on cortain
Beues ralsed in audit

« Eg., test potential drivers of habilual, repeated behaviors by cresting varanis on the platform and examining
associated behandor changes {f badge color being red is raised as an issue test effects of changing notification bavige
feetetyl

GOALS

s Prioritized, validated st of concemning product experiences thal should be fixed or improved
« Consider expardding or adding to wel-being principles o incomporate new “anti-addiction”™ problematic use
principles
o Eg., "Behaviors et are requent should glso be valuabls”
« Inform and help move along work on dark patterns {Crystine - wam and Margarst Stewart's team)

« Wall-being engagemeant modal and design principles (ink): Davine -sm Jernfer Guadagno
o (Aive peopls the most valug in the time they havs
s [0l recognize that pecple have different intentions when coming o Facabook

= Dor't design 10 increase growth melrics without also bensfiting the individual
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o Provide the ransparency needed for people 1o make decisions with infentionality and claity
s Do make & cdoar what will happen as a result of thedr actions

= Do provide defaults hat are good for people's wedl-being, whils empowsting them o
conlol their Facebook expenence

= Don't impose hehaviors on people that are against their best interests

o Craate an environment that has s posiive Impect on psople, ard that is easy o partidpate in
s Dot create features designed for good thet can come off as self-serving

= Dark Patiern spotting (ink): Crystine |
« Margarets Ethical Design work

Additional Thoughis & Info

Q: How is an "addictive”-like design element similar vs. different from a “dark patlern™?

A "Dark pattern” is a U teim referring to interactions that are deceptive, or that trick you into doing something you didn't
wantio do.

These inchide mislsading or manipuiative fealures or setlings thal are designed o encourage a parlicular behavior thatis not
necassanly in the user's bestinterests. These can include singls- instancs behaviors.

“Addictive”-like design elements are those that promate repeated or pootdy regulated behaviors that may have a negative
npact on the individual over time as they continue behaviors that arent in their best interests.

A dark paten deviates from user expectstons; an “addictive-like design resulls in a behavior pattern that s not wanted or
valuable for he user over tims (the unciion of the design s 1o promcts repeated maladaptve orlow-coniml behaviors).

Q: How is an “addictive”™ like design slement similar vs. different from a “dark patlern™?

A Dark pattemy” is a UX tlerm refardng o inletactions that are deceptive, or hat #ick you into doing sormsthing vou didnt
want i¢ do. These include misleading o manipulative fealures of sellings that are designed o encourags a particular behavior
that is not necassatly in the user's best nberests. These can incide single-instance behaviors.

*Addictive”-like design elements are thess thel promote repeated of peotly requistad behaviors that may have @ negative
#npact on the individual over ime as they continue behaviors that arert in thelr best interests.

A dark pattem devinles rom user sxpectations, an "addictive”- ke design resulls In a behavior pattem that is nolwanted of
vatuable for the user over ime {the function of the design is to promote repesied maladapiive or low-control behaviors).

Previous Notes;

« Work with Marparet Stewart and othsy design sthics leaders 1o understand what design chigngss would be infire
with the goals of reducing low value..
o Yhich features encourage frequent behaviors thal are pressured of iunwanled
» &0, read receipts

= Parform a design audit of the platform with key exdemal behavioral experls, with internal dasigners
« accompanied by ressarcher input

e and resemrchens, o ideniify features that may lead 1o habilugl and unwanted / low-value behavitrs
« Use our refined definition to identify and understend the function...
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= adding o well-being principles © incomorate new “anti-addicton” minciples
o Eg., "Behaviors that are frequent should also be valusble,”

Jennifer Guadagne renamsd "Addictive”- Like Dasign Audit Plan to "Addiction™/Problematic Use Design Audit Plan [WiP]
Aug 8, 2018 at 80 pm

Jennifer Guadagnoe opened your conversation with Eena Davis, Grelchen - Crystine e Jorny Thaw Aug 8, 2018
at 729 pm

Elena Davis enabled ink sharing - View/Edit Aug 8, 2018 at 81 pm
Elena Davis added Jennifer Guadagno io the thyead Aug 8, 2018 at611 om
Elena Davis added you to a document Aug 8, 2018 a1 8:04 pm

Elena Davisedited Aug 8, 2018 at 808 pm

"Addiction” Feature "Addictive”-Like Design Audit
Plan

WP
Context

Thers s growing concem In the public that techndlogy companies ars deliberately manipulating users by designing addictive
products et can harmn well-being and subvert self~conlrol. The prevalence of problematic (general) infesnel use ranges between
15-8.2% i the US and Eurepe (Hink), and academics are debating whether 1, FB s fruly "addiclive”, and 2. what slandsardized
definiions we should use 10 identify FB addiction or problematic FB use. Regardisss of the dinical definitions here - given that

team has reframed the addiction naitative 1o focus on the wavs thal FB may be contitbuiing 1o use pattems that peopie find

difficull o control despite negalive impacts in thelr lves, and o identify and correct those contributing factors. Specifically, what
are the ways that F 3 can seam rewarding or reinforaing withou! defivering real valie, and what are the iypes of habitual FB
behaviors that people ind unwanted and difficult to change.

Background for the audit

Research on rewsrd lesiming and habil formation processes point © cerdain behavior patiems that promote repeated, automatic
bahaviors thal may begin fo operate oulside.. feeling lack of confrol related o carain behaviors, and feelings of dependence on
checking or going on Fecebook that could be related o lower wall-halng - and could be fueling the subjective, colloquigt
axperiences of feeling “addicted” to Facebook.

relevant Weli-being design principles

i keoping with the engagement modst of the well-being team, wa have defined guidslines for how teams throughout the
company can bae incorporating wek-being when designing and budiding products. Some of these guidelines are pariicudarly
refevant for identifying and reconsidering aspects of the platfonn that are cumently promoting "addiciive”-like behaviors,

s Give people the most value in the time they have
o B recognize that people have diffsrent intentions when coming to Facsbook

o Dont design o increase growth metrics without alse bensfiling the ndividual
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= Provide the ransparency neaded for paople 1o rmake decisions with intentionelity and clanly
o Do make it dear what will happen as a result of thelr actions

9

Do provide defaults that are good Tor people's wall-being, while ampowering thern to control thelr
Facsbork expenience
o Dont imnose behavions on people thal are ageinst thelr best inferests

+ Creats an envimnment that has a positive impact on people, and hatls sasy b particpals in
o Don't creste fesiures designed for goord hat can come off as self-serdng

Rasearch Plan and Gaoals

internal at facebook

= Work with Margarst Stewait and other design ethics leaders o understand what design chiengss would be infine
with the goals of reducing low value rewards and Improving user control
« Refine a definiiion of what aspects of fealures promote “addiciive”™Ble bohavites 10 targst in the audlt, specifically:
o Which features constitute unpredictable, low-value rewards
= &g, ostan notifications
o Which Teatures of setings promote kaw-control or automatic behavicaes
= e, autoplay
o Which features encourage frequent behaviors that are pressured or unwanted
» 8.4, read recsipts
« Perform a design audit of the platforr, with designers accompanied by researcher input, to idendify featires that
iy ead © habilual and unwanted /low-valus behaviors
o Use our refined definition © identify and understand the function of those Teatures in areating
“addictive™-like bahevdors {Le., a hebitioop that s having negalive impacts on the person}
o Foliow up with audtt with user research on cerlain featurss to varify the hypothaesized funclions (7)
o &g, test polental divers of habitual, repeaied behaviors by creating variants on the platfonm and
exarrinng associated behavior changes dike changing notification badge color)
= lerate on the audit following qualitative user research in September-QOcicher and guantitstive researchin (7
October) if new aspsacts of the plaiform are identified as problematic
= Consider expanding of adding to well-being principles 1o incomporate new "anti-addicion” prindiples
o E.g., ‘Behaviors that are freguent shauld alse be valuable,”

with an external third party

+ Share and lterate on our definiion of characiesistics of features that promote “addictive™ like behaviors
s Engeges with a third parly o conduct an independent sudit and / or review of ihe Teatures we have ideniified

s Fomn an alfiance where the third parly can vouch for the thoroughness and relevance of our approach for targsting
the “addiction” daims

Helated work within the company

Well-balng engagement model and desion principles (ink)

+ {TYVith & thitd parly?) Review fealures and defaull seltings on the platform 1o identify unnecessary examples of
fraquent low-value reward signals, avtomatic unwanied behaviors that coninibute to low perceptions of control, aryd
preblematic domains that come from user inenviews andior the problemati Use quentiiaiive analysis

What Faceboolk features are implicated i

Frequent, pressured or unwanited behaviors {e.g., read recsipls)
Low-control or automatic behaviors {e.g., autoplay)
Unpredictable, low-value rewards (e.g., certain nolifications)
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Principles;
Things that are fragusnt should be wanied and valuable

Qi How is an “addictive”-like design slemsnt similar vs. differsnt from a “dark patlern™?

A Dark paltem” is a UK term refering o interactions thatl ars deceptive, or hat fick you into doing sornething vou didn’t
want 1o do. These include misleading or manipulative features or selttings that are designed 1o encourage a particudar behavior
that is not necessanly in the user’s best interests. These can indude single-instance behaviors.

“Addictive”-ike design elements are thoss thet promote repested or pooily regulated bahaviors that may have a negative
wnpact on the individual over ime as they continue behaviors that aren't in their best interests.

Adark patiem devinles fom user sxpeciations, an "addicive”™ ke design resulls In a behavior paltemn that is not wanked or
vatuable for the user over ime {the function of the design is 1o promote repeated maladaplive or low-control behavigrs).

Exarples of cases thal may be both “dask pattems” and “addictive”-ke: Al Roads Lead 1o Walch (Since | searms ke it could
promote automatic or unintentional behaviors when coupled with autoplay), and low value or "fale” notifications like alents that
you are connacted on Messenger or have g pariculer sefing Wined off {promoling feauent checking hehaviors and parceptions
of reward without delivering gratification).

Elena Davis edited Aug 7, 282t 1138 pm

What Facebook features are implicated iy

Fraguent, pressured of unwanied behaviors (e.g., read recsipls)
Low-control or avtomalic behaviors {e.q., autoplay)
Unpradictable, low-value rewards (e.g., cairtain nolifications)

Principles:
Things that are frequant should be wanted and valuable

Elena Davis adited Aug 2, 2018 at 831 pm

"Addiction” Feature Audit

Contesd:

Research on reward learning and habit formation procssses point 1o osrtain behavior patiems thal promols repeated, automatic
behaviors that may begin o operate outside of an individuat's control. We hypothesize that unpredictable, ow value rewaids
and cuss that promote requent, awtomatic, undesired hehaviors are contribiuiiing to rewsard leaming and habit formationing
way that is not gligned with users' inlerdions or preferences. These may lead o feelings of being manipulated, feeling lack of
conirol related o certain behaviors, and fealings of depandence on checking or going on Facebook that ooid be relaled o lower
wadl-baing.

{2¢ith z third party?s Review features and defaul setiings on the plationm i identify unnecessary examples of
frequent low-value reward signals, aulomatic unwanted behaviors that contribule o low percepiions of contrdl, and
problemalic domains that come from user infendews and/or he problematic use quanitsiive analysis

£

¢ Work with Margarel Stewar! and other design sthics leaders 1o undarstand what design changes waulid be inline
with the goals of reducing low value rewards and improving user conlrod

Elena Davis created the document Aug 2, 2018 at 832 pm
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